EBF Anti-Money Laundering Report 2011
Notice to Readers
This report has been drafted on the basis of contributions by national banking associations collected
from January to July 2011. It offers an inventory of national regulations on the fight against money
laundering in about 30 European countries.
On the occasion of the European Commission’s consultation aiming at assessing and reviewing the
3rd Anti-Money laundering Directive, the EBF, with the publication of its report, takes the opportunity to highlight some major points and recommendations which it believes the European Commission should take into consideration.
Risk-based Approach (RBA): The EBF encourages the publication of an annex to the Directive
which would contain a harmonized list of EU-wide recognized identity documents issued by Member States. This annex would greatly facilitate the risk-based identification of customers by financial
institutions, also in a cross-border context. A specification of core risk assessment factors would also
help in implementing the RBA in a harmonized manner, thus avoiding competitive distortions which
may otherwise result if the provision remains as vague as it currently is.
Beneficial Ownership (BO): The obligations concerning the identification of a BO are one of the
most challenging elements of the 3rd EU AML Directive to be implemented. In the current context,
the EBF considers the inclusion in public registries of harmonized, reliable, transparent, detailed and
updated shareholding as well as Beneficial Ownership information concerning non-listed companies,
as imperative.
Simplified Due Diligence (SDD): The EBF considers that the regulatory framework on Customer Due Diligence should take into account the different levels of risk of certain customers and
products. The rules currently laid out in the Directive should avoid overly bureaucratic and rulebased criteria concerning SDD.
Politically Exposed Persons (PEP): The EBF would welcome a statement of the European Commission endorsing the view according to which enhanced CDD should be applicable only in case of
PEPs residing in a third country jurisdiction. In addition, the publication of updated PEP lists (at least
for intra- EU PEPs) would be welcome.
Banks consider the compliance with AML rules as essential and important. During the past decade,
they have heavily invested in money laundering prevention. They are by far the largest private contributor to the detection of money laundering criminal offences.While reiterating their commitment,
banks sincerely hope that the 4th directive will be the one providing them with the proper tools
(access to public registers, list of PEPs, etc.) to help them fulfill their requirements more effectively.
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Introduction
This report has been drafted by the Anti-Money Laundering and Anti-Fraud Committee of the European
Banking Federation (EBF) based on contributions submitted by national banking associations.
This extensive document offers an inventory of national regulations on money laundering in more than 25
countries in Europe with a focus on the implementation of Directive 2005/60/EC of the European Parliament
and of the Council of 26 October 2005 on the Prevention of the use of the Financial System (the” Third EU
Anti-Money Laundering Directive”).
National legislation is detailed and listed with identical headings (type of legislation, business covered, reporting
procedures, identification requirements, etc.) which introduce some valuable elements of comparison among
countries.
Please note that the Report is based on information collected from January 2011 to July 2011.The EBF cannot
be held responsible or liable in any way for possible omissions or inaccuracies.

Sébastien de Brouwer
Executive Director

Séverine Anciberro
Legal Adviser

[Data per Country]
AUSTRIA
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ANTI-MONEY LAUNDERING /COUNTER-TERRORIST FINANCING LEGISLATION
Austria criminalized money laundering in 1993.
To implement the EU’s Third Anti-Money Laundering Directive (Directive 2005/60/EC), an
amendment to the Banking Act has been in effect since January 1, 2008. To meet the
recommendations resulting from the mutual evaluation of IMF/FATF the Austrian Banking Act
and other Acts have been amended in 2010.
The obligations of the financial sector can be found in the respective sectoral
Acts (banking, insurance – insurance intermediaries fall under the Trade Act
[Gewerbeordnung GewO] – securities and stock exchange). CDD measures have generally
been in force since the implementation of Directive 91/308/EEC (“1st EU AML Directive”),
were adapted under Directive 2001/97/EC (“2nd EU AML Directive”) and have recently
been refined in line with Directive 2005/60/EC (here after “3rd EU AML Directive”).
Amendments to the Securities Supervision Act (WAG) implementing the 3rd EU AML Directive
became effective on December 15, 2007, amendments to the Banking Act and the VAG on
January 1, 2008 and amendments to the Trade Act on February 27, 2008. AML/CFT
measures apply to all institutions covered by these acts, with the exception of insurance
companies and intermediaries outside the underwriting and placement of life insurance and
other investment related insurance, i.e. no financial institution under the FATF definition has
been exempted. Money remittance businesses require a banking licence from the Austrian
Financial Market Authority (FMA) and are subject to supervision.
The FMA is responsible for the supervision of credit institutions, insurance undertakings,
investment firms, investment service providers as well as payment institutions. As a supervisory
authority the FMA supervises compliance with legal provisions and due diligence obligations in
the area of money laundering and terrorist financing and takes appropriate steps should
violation of these responsibilities occur. The Oesterreichische Nationalbank (OeNB Central
Bank) is entrusted with conducting offsite monitoring and onsite examinations and is part of the
Austrian system in the fight against money laundering and terrorism financing. The OeNB issues
regulations based on the Foreign Exchange Act and Sanctions Act touching upon payment
transactions.
Amendments to the Customs Procedures Act and the Tax Crimes Act of 2004 and 2006
address the problem of cash couriers and international transportation of currency and
monetary instruments from illicit sources.
Since 1996, legislation has provided for asset seizure and the forfeiture of illegal proceeds.
The Austrian Criminal Code provides for the criminalization of money laundering and terrorist
financing. Regulations in the Code of Criminal Procedure: in connection with money
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laundering, organized crime and terrorist financing, all assets are subject to seizure and
forfeiture, including bank assets, other financial assets, cars, legitimate businesses, and real
estate. Courts may freeze assets in the early stages of an investigation.
PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
OF THE DIRECTIVE
Concerning financial institutions administrative offences are to be punished by the FMA
(Financial Market Authority) unless the act constitutes a criminal offence falling under the
jurisdiction of the courts.
CENTRAL AUTHORITY FOR REPORTING
Austria’s financial intelligence unit (FIU) is located within the Austrian Interior Ministry’s
Bundeskriminalamt (Federal Criminal Intelligence Service). The FIU is the central repository of
suspicious transaction reports (STRs) and has police powers.
PERSONS RESPONSIBLE FOR REPORTING
In cases where a credit institution or financial institution suspects or has reasonable grounds to
suspect money laundering/ terrorist financing, credit institutions and financial institutions must
report such suspicions to the relevant authority (Article 6 Security Police Act
[Sicherheitspolizeigesetz – SPG]).
BUSINESS COVERED BY THE LEGISLATION (AND WHICH (SPECIFIC) PERSONS:
NOTARIES, LAWYERS…)
In Austria, the obligations of DNFBPs (Designated Non-Financial Businesses and Profession)
can be found in the different Acts governing the respective businesses and professions. CDD
measures have generally been in force since the implementation of Directive 2001/97/EC
(“2nd EU AML Directive”) adapting Directive 91/308/EEC (“1st EU AML Directive”) and have
recently been extended to further DNFBPs (TCSPs, traders in all kinds of goods, insurance
intermediaries) as well as refined in line with Directive 2005/60/EC (“3rd EU AML
Directive”). The last amendments to the Lawyer’s Act (Rechtsanwaltsordnung – RAO) and
Notarial Code (Notariatsordnung – NO) implementing the 3rd EU AML Directive became
effective on December 29, 2007, amendments to the Trade Act (Gewerbeordnung – GewO)
on February 2, 2008 and to the Chartered Public Accountants and Tax Consultants Practice
Directive (Wirtschaftstreuhandberufs-Ausübungsrichtlinie – WT-ARL) and the Directive
concerning the Practice of the Accountancy Professions (Bilanzbuchhaltungs(Berufs)Ausübungsrichtlinie –BiBu-ARL) on April 23, 2008 and May 1, 2008.
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A proposal implementing the 3rd EU AML Directive in the Law on games of chance
(Glücksspielgesetz – GSpG) came into force on August 27, 2008 (Federal Law Gazette I No
126/2008).
The Chartered Public Accountants and Tax Consultants Practice Directive
(Wirtschaftstreuhandberufs-Ausübungsrichtlinie – WT-ARL) and the Directive concerning the
Practice of the Accountancy Professions (Bilanzbuchhaltungs-(Berufs)Ausübungsrichtlinie –BiBuARL) are based on Art. 83 §. 2 of the Act on the Profession of Chartered Public Accountants
and Tax Consultants (Wirtschaftstreuhänderberufsgesetz – WTBG) and Art. 69 §. 2 of the
Balance Sheet Accounting Act (Bilanzbuchhaltungsgesetz – BiBuG) respectively and approved
by the Ministry of Economy . These Directives are regulations in the meaning of the Federal
Constitutional Law (Bundes-Verfassungsgesetz – B-VG). Insurance intermediaries are also
regulated in the Trade Act (GewO).
PREDICATE OFFENCES COVERED
Austria has adopted a combined approach, listing all felonies and a number of
misdemeanours in § 165 StGB (Penal Code) as predicate offences for money laundering.
Felonies are intentional offences sanctioned with life imprisonment or imprisonment of more
than three years whereby the maximum sanction is the determining factor for the
differentiation between felonies or misdemeanours. Regulations are stricter for money
laundering by criminal organizations and terrorist “groupings,” because in such cases the law
requires no proof that the money stems directly or indirectly from prior offences.
IDENTIFICATION
The Banking Act of 1994 creates customer identification, record keeping, and staff training
obligations for the financial sector. Entities subject to the Banking Act include banks, leasing
and exchange businesses, safe custody services, and portfolio advisers. The law requires
financial institutions to identify all customers when beginning an ongoing business relationship.
In addition, the Banking Act requires customer identification for all transactions of more than
15,000 € for customers without a permanent business relationship with the bank. Identification
procedures require that all customers appear in person and present an official identity card
photograph. These procedures also apply to trustees of accounts, who must disclose the
identity of the account beneficiary. Procedures allow customers to carry out non face-to-face
transactions, including Internet banking, on the basis of a secure electronic signature or a
copy of an identity card with photograph, and a legal business declaration submitted by
registered mail.
To implement the EU’s Third Money Laundering Directive (Directive 2005/60/EC), an
amendment to the Banking Act has been in effect since January 1, 2008. The new regulations
tighten customer identification procedures by requiring renewed identification in case of
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doubt about previously obtained ID documents or data as well as requiring personal
appearances of trustees. Regulations also require institutions to determine the identity of
beneficial owners and introduce risk-based customer analysis for all customers. Financial
institutions must also begin to implement these requirements in their subsidiaries abroad. The
2008 Banking Act amendment also broadens the reporting requirement by replacing “wellfounded suspicion” with “suspicion or probable reason to assume” that a transaction serves
the purpose of money laundering or terrorist financing or that a customer has violated his
duty to disclose trustee relationships.
The Securities Supervision Act of 1996, which covers trade of securities, shares, money market
instruments, options, and other instruments listed on an Austrian stock exchange or any
regulated market in the EU, refers to the Banking Act’s identification regulations. The
Insurance Act of 1997 includes similar regulations for insurance companies underwriting life
policies. An amendment to the Insurance Act of 1997, in effect since January 1, 2008,
tightened record keeping requirements for insurance companies.
Enhanced due diligence obligations
In situations which by their nature can present a higher risk of money laundering or terrorist
financing, credit institutions and financial institutions must apply additional due diligence
measures in addition to the obligations pursuant to Article 40 §. 1, 2, 2a and 2e Banking Act
on a risk-sensitive basis. In any event these measures apply if the customer has not been
physically present for identification purposes (for example, non face-to-face transactions,
Internet banking), with regard to cross-border correspondent banking relationships and with
regard to transactions or business relationships to politically exposed persons from other
Member States or from third countries:
a) credit institutions and financial institutions must have appropriate risk-based
procedures to determine whether the customer is a politically exposed person;
b) credit institutions and financial institutions must obtain senior management approval
before establishing business relationships with such customers;
c) credit institutions and financial institutions must take adequate measures to establish
the source of wealth and source of funds that are involved in the business
relationship or transaction; and
d) credit institutions and financial institutions must conduct enhanced ongoing
monitoring of the business relationship.
In cases where a financial institution is unable to establish customer identity or obtain other
required information on the business relationship, it must either decline to enter into a business
relationship or process a transaction, or terminate a business relationship already in place.
The institution must also consider reporting the case to the FIU. The law also requires financial
institutions to keep records on customers and account owners.
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EXISTING GUIDELINES FOR THE BANKING INDUSTRY

On its website, the Financial Market Authority (FMA) has published several circular letters
with details on customer identification, money laundering and terrorist financing regulations,
and reporting of suspicious transactions.
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc.)
The FIU provides a general feedback by publishing an annual report.
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
The Banking Act includes a due diligence obligation, and the law holds individual bankers
responsible for their institutions’ laundered money. The Banking Act and other laws provide
“safe harbour” to obligated reporting individuals, including bankers, auctioneers, real estate
agents, lawyers, and notaries. The law excuses those who report on liability for damage
claims resulting from delays in completing suspicious transactions.
CONSERVATION OF RECORDS AND DOCUMENTS
The law also requires financial institutions to keep records on customers and account owners:
Credit institutions and financial institutions must retain the following: documents serving the
purpose of identification for at least five years after the termination of the business
relationship with that customer; documentation and records of all transactions for a period of
at least five years after their execution.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
The Banking Act requires that banks take suitable measures to familiarise the staff
responsible for the execution of transactions with the provisions intended to prevent or
suppress money laundering or terrorist financing; these measures must also include the
participation of the employees in charge of special training programmes in order to train the
employees to recognise transactions which may be connected to money laundering or terrorist
financing and to behave correctly in such cases. Regular dialogues are organized by the
FMA and the banking industry on practical issues. The Association keeps its members informed
about legislative developments and other trends. Banks organise their own training
programmes.
10 | P a g e
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ANTI-MONEY LAUNDERING /COUNTER-TERRORIST FINANCING LEGISLATION
In 2005, the Financial Action Task Force (FATF) conducted a mutual evaluation of Belgium's
Anti-Money Laundering and Combating the Financing of Terrorism regime against the FATF's
40 Recommendations and 9 Special Recommendations. The FATF’s report on the ME concluded
that Belgium is compliant or largely compliant with all of their core recommendations. The
report noted that Belgium's legal and oversight framework for AML/CFT is broadly consistent
with FATF standards. In February 2010, Belgium implemented the Third EU AML Directive after
a long delay, bringing into force FATF guidelines on additional possible terrorist-related
financial transactions and recommendations on strict checks of politically exposed persons.
The current Belgian regulatory framework is governed through:
•

•
•

•

The Law of 11 January 1993 on preventing the use of the financial system for
purposes of laundering money and terrorism financing (as amended several times over
the past years/months) and its implementing decrees (hereinafter “the Law of 11
January 1993”);
Circular of the Financial Services and Markets Authority (FSMA) of 6 April 2010
(amended on 1 March 2011) on preventing use of the financial system for purposes of
laundering money and terrorism financing;
The Belgian Financial Intelligence Processing Unit (CTIF-CFI), established by the Law of
11 January 1993, is a central part of the Belgian AML/CFT system. CTIF-CFI is an
independent administrative authority with a legal personality and is supervised by the
Ministers of Justice and Finance. It is led by the magistrate, Mr. Jean-Claude DELEPIERE,
and comprises legal and financial experts and a senior officer seconded from the
federal police. Its composition, organisation, operation and independence are
stipulated in the Royal Decree of 11 June 1993. CTIF-CFI is in charge of processing
suspicious financial facts and transactions linked to money laundering and terrorism
financing that are reported by institutions and individuals specified in the law; and
As of 1 April 2011 (the implementation of a new supervisory architecture model
(“Twin-Peaks”) both the National Bank of Belgium (NBB) and the FSMA are competent
in the field of AML/CFT related matters for the financial sector.

BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
The provisions of the Law of 11 January 1993 apply to the financial institutions and
individuals stated below: (Article 2)
1° the National Bank of Belgium;
2° the Public Trustee Office [Caisse des dépôts et consignations/Deposito- en Consignatiekas];
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3° the Postal Service for its financial postal services;

4° credit institutions governed by Belgian law as referred to in Article 1 of the Law of 22
March 1993 on the legal status and supervision of credit institutions, the branches in Belgium
of credit institutions under the laws of another country of the European Economic Area as
referred to in Title III of said Law and the branches of credit institutions under the laws of
countries that are not a member of the European Economic Area as referred to in Title IV of
said Law;
4°bis clearing institutions as referred to in Article 23, § 1, of the Law of 2 August 2002 on the
supervision of the financial sector and on financial services;
4°ter payment institutions as referred to in Article 4, 8°, of the Law of 21 December 2009
on the legal status of payment institutions, the taking up and pursuit of the business of
payment service provider and access to payment systems;
5° intermediaries in banking and investment services, as referred to in Article 4, 4°, of the
Law of 22 March 2006 on intermediation in banking and investment services and on the
distribution of financial instruments;
6° insurance companies situated in Belgium and authorized to deal in life insurance pursuant
to the Law of 9 July 1975 on the supervision of insurance companies;
7° insurance intermediaries, as referred to in the Law of 27 March 1995 on insurance and
reinsurance intermediation and the distribution of insurance, who perform their professional
activities, without any exclusive agency agreement, in the “life” business as referred to in the
Law of 9 July 1975 on the supervision of insurance companies;
8° companies governed by Belgian law whose activities consist in giving investment advice or
carrying out investment activities within the meaning of Article 46, 1°, of the Law of 6 April
1995 on the legal status and supervision of investment firms and which, pursuant to Article
47, § 1, of said Law, are licensed as:
a. a stock broking firm;
b. a portfolio management and investment advice company;
9° the branches in Belgium of investment firms:
a. governed by the law of another country of the European Economic Area, as
referred to in Article 110 of the aforementioned Law of 6 April 1995;
b. governed by the law of countries that are not a member of the European Economic
Area, as referred to in Article 111 of the aforementioned Law of 6 April 1995;
10° collective investment undertakings governed by Belgian law, under statutory form as
referred to in Article 6 of the Law of 20 July 2004 on certain forms of collective
management of investment portfolios, insofar as and to the extent that these institutions trade
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their securities within the meaning of Article 3, 9°, c) and 14° of said Law, without calling
upon a third party pursuant to Articles 41 or 43 of said Law;
11° management companies of collective investment undertakings governed by Belgian law,
as referred to in Part III, Book II of the aforementioned Law of 20 July 2004, excluding those
that have authorization only for managing collective investment undertakings as referred to in
Article 3, 9°, b) of said Law;
12° the branches in Belgium of management companies of collective investment undertakings
a) governed by the Law of another country of the European Economic Area, as
referred to in Article 203 of the aforementioned Law of 20 July 2004;
b) governed by the Law of countries that are not members of the European
Economic Area, as referred to in Article 204 of the aforementioned Law of 20
July 2004;
13° persons situated in Belgium, as referred to in Article 139, first subparagraph, 1°, of the
aforementioned Law of 6 April 1995, who professionally engage in transactions as referred
to in Articles 137, second subparagraph and 139bis, second subparagraph of said Law;
14° mortgage companies situated in Belgium, as referred to in Article 37 of the Law of 4
August 1992 on mortgage lending;
15° market operators organizing the Belgian regulated markets, as referred to in the Law of
2 August 2002 on the supervision of the financial sector and on financial services, except as
regards their public assignments;
16° the natural or legal persons referred to in Article 1, 2° of the Law of 12 June 1991 on
consumer credit;
17° the natural or legal persons that issue or manage credit cards;
18° lease-financing companies as referred to in Article 2 of Royal Decree No. 55 of 10
November 1967 establishing the legal status of companies specialising in lease-financing;
19° real estate agents, as referred to in Article 2 of the Royal Decree of 6 September 1993
protecting the professional title and exercise of the profession of real estate agents, who
exercise the activities referred to in Article 3 of said Decree, and certified land surveyors, as
referred to in Article 3 of the Law of 11 May 2003 establishing the Federal Councils of
certified land surveyors, when they exercise the regulated activities of real estate agents
pursuant to Article 3 of the aforementioned Royal Decree of 6 September 1993;
20° security companies, as referred to in Article 1, §1, of the Law of 10 April 1990
regulating private and special security, that provide services of surveillance and protection
for transporting valuables as referred to in 3° of said Article;
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21° dealers in diamonds, as referred to in Article 169, §3, of the Programme Law of 2
August 2002.
The Law of 11 January 1993 is also applicable to the following professions (Article 3):
1° notaries;
2° bailiffs;
3° natural or legal persons that carry out activities in Belgium and are registered in the
capacity of company auditor in the public register of the Institute of Company Auditors
(Institut des réviseurs d'entreprises/Instituut van de Bedrijfsrevisoren), in accordance with
Article 11 of the Law of 22 July 1953 creating an Institute of Company Auditors and
organizing the public supervision of the profession of company auditor, consolidated on 30
April 2007;
4° natural or legal persons entered in the register of external accountants and in the register
of external tax advisors as referred to in Article 5, §1, of the Law of 22 April 1999 on the
accounting and fiscal professions, as well as natural or legal persons registered on the roll of
approved accountants and on the roll of approved tax specialist-accountants as referred to
in Article 46 of said Law;
5° lawyers:
a) when they assist their client in the planning or execution of transactions concerning
the:
1° buying and selling of real property or business entities;
2° management of his money, securities or other assets;
3° opening or management of bank, savings or securities accounts;
4° organization of contributions necessary for the creation, operation or management
of companies;
5° creation, operation or management of companies, trusts, fiduciaries or similar legal
arrangements;
b) or when they act on behalf of and for their client in any financial or real property
transaction.
The Law of 11 January 1993 is also applicable to the natural or legal persons that operate
one or several class I games as referred to in the Law of 7 May 1999 on gaming, gaming
halls and the protection of the players. (Article 4).
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The reporting entities, except for casinos, identify their customers and the agents of their
customers and verify their identity by means of a supporting document, of which a paper or
electronic copy shall be made. These are:
1° their regular customers;
2° their occasional customers:
• when they wish to carry out a transaction of € 10 000 or more, whether carried out in
a single or in several apparently related transactions;
• when they wish to carry out a transfer of funds within the meaning of Regulation (EC)
No 1781/2006 of the European Parliament and of the Council of 15 November
2006 on information on the payer accompanying transfers of funds;
3° where there is a suspicion of money laundering or terrorist financing, other than in the
cases referred to in points 1° and 2° above;
4° where there are doubts about the veracity or accuracy of previously obtained
identification data regarding a customer who has already been identified.
Exceptions for transfers of funds under € 1.000
For the purposes of the first subparagraph, 2°, b, a transfer of funds to a payee's account
within Belgium for an amount less than, or equal to, €1 000 shall not be considered to be a
transfer within the meaning of Regulation (EC) No 1781/2006 of the European Parliament
and of the Council of 15 November 2006 on information on the payer accompanying
transfers of funds, on condition that:
•
•
•
•

the transfer is a payment within the terms of an agreement for the provision of goods
or services;
the payee’s account was opened to enable the payment for the provision of goods or
services;
the payment service provider of the payee is subject to the obligations set out in this
Law;
this payment service provider is able, by means of a unique identifier, to trace the
transaction via the payee back to the payer.

Casinos must identify their customers and verify their identity, by means of a supporting
document, of which a paper or electronic copy shall be made, if these customers wish to carry
out a financial transaction related to gaming for an amount of at least € 1.000. This, as soon
as there are suspicions of money laundering or terrorist financing and regardless of whether
the transaction is carried out in one or more transactions that appear to be linked or for an
amount of less than € 1.000.
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Required information for identification

For natural persons the identification and the identification verification shall cover the
surname and first name, and, if possible, the date and place of birth. In addition, whenever
possible, relevant information must be collected on the address of the identified persons.
For legal persons, trusts, fiduciaries and similar legal arrangements, the identification and the
identification verification shall cover the corporate name, registered office, the directors,
ultimate beneficial owners and shall take note of the provisions regarding the power
entrusted to the legal person, trust, fiduciary and similar legal arrangements.
Together with the identification, information shall also be collected regarding the purpose
and intended nature of the business relationship.
When the reporting entities cannot meet their customers’ due diligence obligations in
accordance with the abovementioned provisions, they may not establish or maintain a
business relationship with the customer concerned, nor carry out transactions on his behalf. In
the above instance they shall determine whether a disclosure to CTIF-CFI is required.
This provision is not applicable to lawyers when they are ascertaining their client’s legal
position or performing their task of defending or representing that client in, or concerning
judicial proceedings, including giving advice on such proceedings and in particular on
instituting or avoiding proceedings.
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
The law requires that all reporting entities train their staff in detecting and processing
transactions for which there is a suspicion of money laundering or terrorist financing.
Moreover, the reporting entities shall introduce appropriate procedures upon recruitment or
appointment of their employees, or upon appointment of their representatives, to verify
whether they show appropriate reliability depending on the risks associated with the tasks
and duties to be carried out.
It also stipulates the obligation to appoint a compliance officer responsible for the
implementation of the preventive measures against money laundering and terrorist financing.
This person is in charge of establishing procedures for internal control, as well as procedures
for communicating and centralising information, in order to prevent, trace and prohibit
transactions related to money laundering or terrorist financing.
Notaries, bailiffs, company auditors, external accountants and tax advisors, lawyers shall
also appoint a compliance officer when this is justified in light of the size of the structure
within which they carry out their activities.
16 | P a g e
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The law explicitly stipulates for the protection of bank employees and/or employees of
supervisory or official authorities notifying and/or dealing with suspicious transactions.
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ANTI-MONEY LAUNDERING /COUNTER-TERRORIST FINANCING LEGISLATION
• The Law on Measures against Money Laundering/AML Act;
• The Rules for the implementation of the AML Act;
• The Law on Measures against Financing of Terrorism.
PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
OF THE DIRECTIVE
There are administrative sanctions for breaching the different provisions of the Law on
Measures against Money Laundering implemented by the Directive. The administrative
sanctions for a committed breach of the AML Act is a fine - in the case of a sole trader or a
legal person - a proprietary sanction that varies from 2000 to 50 000 BGN.
CENTRAL AUTHORITY FOR REPORTING
The Central authority for reporting is the Directorate "Financial intelligence" of State Agency
"National Security".
PERSONS IN CHARGE OF REPORTING
These are, as follows:
1. The Bulgarian National Bank, credit institutions, carrying out activity on the territory of
the Republic of Bulgaria, financial houses, the exchange offices and the companies
carrying out materialized money transfers;
2. Insurers, re-insurers and insurance intermediaries with a seat in the Republic of
Bulgaria; insurers, re-insurers and insurance intermediaries from a Member State of
the European Union, or from a State - party to the Agreement on the European
Economic Space - who perform activity on the territory of the Republic of Bulgaria;
insurers with a seat in states, different from the enlisted, and who have received a
licence from the Commission for financial supervision to perform activity in the
Republic of Bulgaria through a branch, insurance intermediaries with a seat in
countries, different from those indicated, and entered into the register of the Financial
Supervision Commission;
3. Collective investment schemes, investment brokers and managing companies;
4. Pension insurance companies and health insurance companies;
5. Bodies for privatisation;
6. Persons organising assignment of public orders;
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7. Persons organising and conducting gambling games;
8. Corporate bodies where there are mutual support savings;
9. Persons conceding money loans against pawning of chattels;
10. Post services accepting or receiving money or other valuables;
11. Notaries;
12. Market operator and/or regulated market;
13. Leasing enterprises;
14. State and municipal bodies concluding concession contracts;
15. Political parties;
16. Trade unions and professional organisations;
17. Corporate non-profit bodies;
18. Certified expert accountants and specialised auditing enterprises;
19. The bodies of the National Revenue Agency;
20. Customs bodies;
21. Sport organisations;
22. The central Depository;
23. Traders of weapons, petrol, and petrol products;
24. Persons, who as a profession, implement consultations in the field of tax levying;
25. Wholesale traders;
26. Persons, who as a profession implement legal consultations, when:
a) they participate in the planning or the fulfilment of operation or transaction of
their client for:
aa) purchase and sale of immovable property or transfer of enterprise to trader;
bb) management of money, securities or other financial assets;
cc) opening or disposing with bank account or account for securities;
dd) providing resources for the establishing of a trader, the increase of the
capital of a commercial company, the conceding of loans or any other form
of providing resources for accomplishing the activity of the trader;
ee) establishing, organising the activity or management of a trader or of another
legal person, offshore company conceded to fiduciary management or other
similar structure;
ff) trust management of property;
b) acting (on behalf of) for or in the name of their client in whatever financial
operation or transaction with immovable property;
27. Persons, who implement by profession, mediation in transactions with immovable
properties.
28. Persons, who by profession provide:
a. address of management, mailing address or an office for registration
purposes of a legal person;
b. service related to registration of a legal person, offshore company, trust
management company or any other similar structure;
c. services of trust management of property or of a person under item "b";
29. The persons in item 28 shall not be obliged to advise per the procedure of this law,
the information - made available to them, in or with regard to participation in court
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or pre-court proceedings - that is pending, to be initiated or has been closed,
including information, related to determination of the legal status of a client.
BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
See above.
The business covered includes notaries, lawyers, etc.
PREDICATE OFFENCES COVERED
According to the AML Act money laundering in the sense of this law shall be:
1. transformation or transfer of possessions acquired through criminal activities or from
an act of participation in such activity, in order to hide or cover the illegal origin of
the possessions or in order to assist a person, participating in perpetration of such
activity in order to avoid legal consequences of his/her act;
2. hiding or covering the essence, the source, the location, the disposition, the movement
or the rights with regard to the possession, acquired through a crime or an act of
participation in such activity;
3. acquisition, possession, keeping or use of possessions with the knowledge at the
moment of receiving that they have been acquired through a crime, or by an act of
participation in such activity;
4. participation in any of the actions under item 1-3, association with the purpose of
perpetration of such an act, trial to perpetrate such an act, as well as assisting,
instigation, facilitation of perpetration of such an activity or its covering;
Money laundering shall be considered also when the activity, through which the possessions
under the above texts have been acquired, has been carried out in a Member State of the
European Union or in another country and does not come under the jurisdiction of the Republic
of Bulgaria.
As a summary, according to the Bulgaria legislation, predicate offence covered is every
criminal activity through which one can acquire (get any) property.
IDENTIFICATION
a.

Definition (e.g.: PEPs, beneficial owner, thresholds…

According to the Rules on the Implementation of the Law on Measures against Money
Laundering:
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Politically Exposed Persons (PEPs) are potential customers, existing customers, and
beneficial owners the client that is a legal person, who are:
1.
2.
3.

4.
5.
6.
7.
8.

heads of state, heads of government, ministers and deputy or assistant ministers;
members of parliament;
members of supreme courts, of constitutional courts or of other high-level judicial
bodies whose decisions are not subject to further appeal, except in exceptional
circumstances;
members of courts of auditors;
members of the boards of central banks;
ambassadors and deputy ambassadors (chargés d’affaires);
high ranking officers in the armed forces;
members of the administrative, management or supervisory bodies of State-owned
enterprises;

The categories stipulated in items 1-7 include, where applicable, the respective positions in
the institutions and bodies of the European Union and of the international organizations.
The measures stipulated for the categories of customers in items 1-8 shall also be applied in
respect of mayors and deputy mayors of counties, the mayors and chairpersons of the
districts and the chairpersons of the municipal councils.
The categories stated in items 1-8 do not include officials at intermediate or more junior
level.
For the purpose of the AML act, the related person shall include:
1.
2.
3.
4.

5.

spouse or persons who live in factual partnership with them;
relatives of descending line to the first degree of affinity and their spouse or persons
who live in factual partnership with them;
relatives of ascending order of the first degree of affinity;
any natural person who is known or can be supposed, from publicly available
information, to have joint beneficial ownership of a legal person or any other close
business relations with a person referred to in items 1-8 above;
any natural person who has sole beneficial ownership of a legal person which is
known or can be supposed, from publicly available information, to have been set up
for the benefit de facto of the person referred to in items 1-8 above.

Beneficial owner of a customer-legal entity is:
1.

natural person or natural persons who directly or indirectly own more than 25% of
the shares or of the capital of a customer-legal entity, or of another similar structure,
or exercise direct or indirect control over it;
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natural person or natural persons in favour of whom more than 25% of the property
is controlled or distributed, whenever the customer is a foundation, a non-profit
organisation or another person performing trustee management of property or
property distribution in favour of third persons;
a group of natural persons in favour of whom a foundation, or a public benefit
organisation, or a person performing trustee management of property or property
distribution in favour of third persons is established, or acts, when these persons are
not directly determined but can be determined by specific signs.
Identification threshold amount

According to the AML Act, the persons responsible for reporting shall be obliged to identify
their clients at establishing trade or in professional relations, including when opening a bank
account as well as when implementing an operation or concluding a transaction for an amount
exceeding 30 000 BGN or the equivalent in foreign currency, and the persons of items 1 – 4,
9 – 11, 13 and 28 from the above point: “Persons Responsible for Reporting” also at
implementing an operation or at concluding transaction in cash with value exceeding 10 000
BGN or the equivalent in foreign currency.
The stated threshold of 30 000 BGN is considered to be reached if the transactions or
operations carried out do not separately exceed threshold or the equivalent of this amount in
foreign currency. From the circumstances of their performance it can be supposed that these
operations or transactions are related.
Identification at a distance (non-face to face)
In the case of establishment of commercial or professional relations, or implementation of
operation or transaction through electronic statement, electronic document or electronic
signature - or any other form - without the presence of the client, the persons responsible for
reporting shall be obliged to undertake appropriate measures for certifying the authenticity
of the identifying data of the client.
Such measures can be:
• verification of the presented documents;
• requirement of additional documents;
• confirmation of the identification by another person responsible for reporting or by a
person obliged to apply measures against money laundering in a Member State of the
European Union, or;
• establishing the requirement that the first payment of the operation or the transaction
to be implemented through an account opened in the name of the client in a Bulgarian
bank or in a branch of foreign bank, receives permission (licence) by the Bulgarian
National Bank to implement activity in the country through a branch or in a bank from a
Member State of the European Union.
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c.

Outsourcing of identification to third parties

According to the Bulgarian legislation, the Bulgarian National Bank, the credit institutions
referred to in item 1 from the above point: Persons Responsible for Reporting, as well as the
persons in items 2, 3 and 4, may refer to preceding client identification, carried out by a
credit institution under the following conditions:
1. the seat of business of the credit institution that has carried out identification, is in the
Republic of Bulgaria, in another Member State, or in a country corresponding to the
law list;
2. the information required pursuant to the means of identification shall be available to
the person, referring to preceding identification, carried out by a credit institution;
3. upon request by the credit institution, which has carried out preceding identification,
the person is able to provide, immediately, identification with certified copies of the
documents of the identification, referring to the person.
The reference of the identification under the above shall not exempt the person from liability
for non-fulfilment of the requirements for the identification as per the means of identification.
d.

Means of identification

Pursuant to the Bulgarian AML legislation, the identification of the clients and verification of
their identification shall be implemented:
1.

2.

for corporate bodies; presenting an official excerpt for the current status of the
corresponding register, and if the person is not subject to registration, a certified
copy of the establishing act, and registration of the name, the headquarters, the
address and the representative;
for individuals; presenting an official identification document and registration of
its kind, issuer, as well as the name, address, and unified civil number; and for
individuals with the quality of sole entrepreneur, also presenting the documents
of item 1.

The persons responsible for reporting shall identify natural persons who are the real owners
of a client, i.e. legal person, as well as undertake actions for verification of their
identification depending on the type of client and level of risk, resulting from determination
of customer relations and/or implementation of transactions or operations with such clients.
Provided that there is not any other opportunity, identification can be carried out through a
declaration, signed by the legal representative or the proxy of the legal person. The
conditions and the procedure - for releasing from the obligation for identification, as well as
the form and procedure for releasing from the obligation for identification, and the form and
procedure for submission of the declaration - shall be set out in the regulations implementing
the Law.
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In the cases where a certain activity is subject to licensing, permit or registration, the persons
carrying out transactions and operations in connection with this activity shall present a copy of
the respective licence, permit or registration certificate.
e.

Source of information (e.g.: public register for the identification of beneficial owner)

The main source of information is the respective register.
The persons responsible for reporting verify the information for the identification by means of
one or more of the following methods:
1. revision of the balance sheet, the financial reports and the accountability bills (including
the auditing report, if any);
2. inquiry, through an intermediary, about business information;
3. inquiry assignment to lawyers’ partnerships, or, either natural or legal persons
rendering accountancy services of good reputation;
4. requiring bank references;
5. requiring references from persons who are, or have been handling the services of the
customer, or either have been or are in commercial or professional relations with them;
6. obtaining information from the commercial register or other sources to find out whether
the company has been or is in procedure for insolvency, obliteration, liquidation or
termination;
7. making use of other independent sources (accessible databases of public and private
organisations, internet);
8. visits to production premises or administrative offices of the company;
9. telephone, postal or e-mail contacts.
PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
Products and transactions which might lead to anonymity are covered by the law of high risk.
In this regard, the persons responsible for reporting are obliged to apply the following
measures:
1.

2.
3.
4.

analyze the risk associated with the respective product or transaction while taking into
consideration factors such as the use of the product in more than one jurisdiction, the
size of the financial resources associated with the products, and transactions and the
profile of the customers of the respective product or transaction;
undertake constant monitoring of the respective product or transaction and take
appropriate measures to determine the level of risk;
acquaint the employees with the risk related to the respective product or transaction
and the measures necessary to counteract the risk;
document the risk-analysis undertaken and the measures taken to counteract the risk.
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EXISTING GUIDELINES FOR THE BANKING INDUSTRY

No guidelines for the banking industry are available in Bulgaria. This situation causes the
banks, difficulties, in the implementation of the AML rules, which, in cases such as identifying
and applying the respective measures to the PEPS, are significant (in addition the Bulgarian
definition is very broad and includes national PEPS and the persons related to them).
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc.)
No general feedback is foreseen in the legislation. According to the law, Directorate
"Financial intelligence" of State Agency "National Security" shall provide to the reporting
person information related to his/her notification. The decision with regard to the scope of
information, supposed to be provided as feedback for each specific case of notification, shall
be taken by the Director of the Agency.
PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED

The feedback for a specific case of notification may be used in the decision-making process
on whether or not to terminate the relationship with the client.
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
The Law on Measures against Money Laundering provides the following: for suspicion of
money laundering, the persons responsible for reporting shall be obliged to notify
Directorate "Financial intelligence" of State Agency "National Security" immediately before
the implementation of the operation or the transaction, delaying its fulfilment within the
admissible term according to the normative acts damaging the respective type of activity.
The notification of the Directorate can also be carried out by employees of the persons
responsible for reporting who are not in charge of the implementation of the measures
against money laundering. The Directorate shall preserve the anonymity of these employees.
In the case of revealing information in compliance with the AML Act, no responsibility shall
arise, if afterwards it is determined that no crime has been committed, and that the
operations and the transactions have been lawful.
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CONSERVATION OF RECORDS AND DOCUMENTS

The persons responsible for reporting shall be obliged to conserve the data about the clients
and the documents about the implemented transactions and operations, for a period of 5
years. For the clients, the term starts from the beginning of the calendar year
The data and the documents shall be conceded to Directorate "Financial intelligence" of State
Agency "National Security", upon request, in the original or officially certified copy.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
As already mentioned, pursuant to the law, the internal rules for the persons in charge of
reporting shall include the rules for the training of officials within the specialized units when
the law states that such units should be created, as it is the case with banks.
In compliance with the Rules for the implementation of the AML Act, the persons in charge of
reporting are obliged to ensure self-sustained training of its employees within the specialized
units and the rest of the employees with regard to their activities on the prevention of money
laundering and the implementation of the AML legislation. These obligations are realized in
practice by the banks.
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ANTI-MONEY LAUNDERING /COUNTER-TERRORIST FINANCING LEGISLATION
•

The Prevention and Suppression of Money Laundering and Terrorist Financing
Laws of 2007 to 2010 (‘AML Law’)

•

Directive to Banks issued by the Central Bank of Cyprus in accordance with Article
59(4) of the Prevention and Suppression of Money Laundering Activities Law of
2007 to 2010 (‘Central Bank of Cyprus Directive’)

PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
OF THE DIRECTIVE
According to the AML Law, the commitment of a money laundering offence is punishable on
conviction, by a maximum of fourteen (14) years’ imprisonment or a fine of up to €500.000, or
both of these penalties, in the case of a person knowing that the property proceeds from a
predicate offence. This is punishable by a maximum of five (5) years’ imprisonment or a fine
up to €50.000 or both these penalties, in the case of the person having the obligation to have
known.
In addition, failure to report to the FIU relevant information according to the AML Law is
punishable on conviction by a maximum of five (5) years’ imprisonment or a fine not exceeding
€5.000 or both of these penalties.
CENTRAL AUTHORITY FOR REPORTING
The Unit for Combating Money Laundering (MOKAS) is the Financial Intelligence Unit of
Cyprus. It is the national centre for receiving, requesting, analyzing and disseminating
disclosures of suspicious transactions reports and other relevant information concerning
suspected money laundering and terrorist financing.
It functions under the Attorney General of the Republic and it is composed of representatives
of the Attorney General, the Chief of Police, and the Director of the Department of Customs
and Excise.
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PERSONS IN CHARGE OF REPORTING

According to the AML Law, persons engaged in financial or other business activities are
required to appoint a person as a money laundering compliance officer to whom a report is to
be made about any information or other matter which comes to the attention of the person
handling financial or other business activities and which, in the opinion of the person handling
that business, proves or creates suspicion that another person is engaged in a money
laundering offence or terrorist financing.
The money laundering compliance officers secure that the information or other matter
contained in the report is transmitted to the Financial Intelligence Unit when she/he ascertains
or has reasonable suspicions that another person is engaged in money laundering or terrorist
financing or that the transaction may be connected to such activities.

BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
The AML Law covers any person carrying on financial or other business activities.
“Financial business” includes the following:
(a) Acceptance of deposits by the public.
(b) Lending money to the public.
(c) Finance leasing, including hire purchase financing.
(d) Money transmission services.
(e) Issue and administration of means of payment such as credit cards, travellers’ cheques,
bankers’ drafts and electronic money.
(f) Guarantees and commitments.
(g) Trading in one’s own account or on account of another person in;
- Stocks or securities including cheques, bills of exchange, bonds, certificates of deposits;
- foreign exchange;
- financial futures and options;
- exchange and interest rate instruments;
- transferable instruments.
(h) Participation in share issues and the provision of related services.
(i) Consultancy services to enterprises concerning their capital structure, industrial strategy and
related issues and consultancy services as well as services in the areas of mergers and
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acquisitions of businesses.
(j) Money broking;

(k) Investment services, including dealing in investments, managing investments, giving
investment advice and establishing and operating collective investment schemes. For the
purposes of this section, the term “investments” includes long-term insurance contracts, whether
or not associated with investment schemes.
(l) Safe custody services.
(m) Custody and trustee services in relation to stocks.
(n) Any of the services and activities;
-which are defined in the Cyprus Investment Services and Activities and Regulated Markets
Law which are from time to time in force and which are provided in relation to financial
instruments.
-which are defined in the Cyprus Open- Ended Undertaking for Collective Investment in
Transferable Securities and Related Issues Law.
(ο) Agent for the conclusion of insurance policies.
(p) Without prejudice to the generality of paragraphs (d) and (e) any of the services
determined in the Cyprus Payment Services Law.
“other activities” include the following:
(a) Exercise of professional activities by auditors, external accountants and tax advisors,
including transactions for the account of their customers in the context of carrying out financial
business
(b) Exercise of professional activities on behalf of independent lawyers, with the exception of
privileged information, when they participate, whether;
1. by assisting in the planning or execution of transactions for their clients concerning the(aa) buying and selling of real property or business entities;
(bb) managing of client money, securities or other assets;
(cc) opening or management of bank, saving or securities accounts;
(dd) organisation of contributions necessary for the creation, operation or management of
companies;
(ee) creation, operation or management of trusts, companies or similar structures.
2. by acting on behalf and for the account of their clients in any financial or real estate
transaction.
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(c) Dealing in real estate transactions, conducted by real estate Agents according to the
provisions of the Cyprus Real Estate Agents Law, which are from time to time in force.

(d) Trading in goods such as precious stones or metals, wherever payment is made in cash and
to an amount of €15.000 or more, whether the transaction is executed in a single operation or
in several operations which appear to be linked.
(e) The following trust services and company services to third parties:
(i) forming companies or other legal persons;
(ii) acting as, or arranging for another person to act as a director or secretary of a
company, a partner of a partnership or a similar position in relation to other legal persons;
(iii) providing a registered office, business address, correspondence or administrative
address and other related services for a company, a partnership or any other legal person
or arrangement;
(iv) acting as, or arranging for another person to act as a trustee of an express trust or a
similar legal arrangement;
(v) acting as, or arranging for another person to act as a nominee shareholder for another
person.
PREDICATE OFFENCES COVERED
Under the AML Law, predicate offences are:
a) all criminal offences, punishable with imprisonment exceeding one year, from which
proceeds were generated that may become the subject of a money laundering offence as
defined
b) Terrorist financing offences, as well as the collection of funds for the financing of persons
or organisations associated with terrorism.
c) Offences for drug trafficking
For the purposes of money laundering offences, it does not matter whether the predicate
offence was committed abroad and, consequently, is not subject to the jurisdiction of the
Cyprus courts
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Definition (e.g.: PEPs, beneficial owner, thresholds…

i) PEPs:
According to the AML Law, politically exposed persons mean natural persons who are residing
in another Member State of the European Union or a third country, and who are or have been
entrusted with prominent public functions and immediate family members, or persons known to
be close associates, of such persons.
For the purposes of the Central Bank of Cyprus Directive, PEPs, include the following natural
persons:
(i) natural persons who have, or had a prominent public function in a foreign country:
1. heads of state, heads of government, ministers and deputy or assistant ministers;
2. members of parliaments;
3. members of supreme courts, of constitutional courts or of other high-level judicial
bodies whose decisions are not subject to further appeal, except in exceptional circumstances;
4. members of courts of auditors or of the boards of central banks;
5. ambassadors, deputy ambassadors, (chargés d'affaires) and high-ranking officers in the
armed forces;
6. members of the administrative, management or supervisory bodies of State-owned
enterprises.
None of the categories set out above shall be understood as covering middle ranking or more
junior officials.
(ii) “Immediate family members ” of PEPs include the following persons:
1. the spouse;
2. any partner considered by national law as equivalent to the spouse;
3. the children and their spouses or partners;
4. the parents.
(iii) Persons known to be “close associates” of a politically exposed person include the
following:
1. any natural person who is known to have joint beneficial ownership of legal entities or legal
arrangements, or any other close business relations with a person referred to in subparagraph
(i) above;
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2. any natural person who has sole beneficial ownership of a legal entity (company) or legal
arrangement (trust) which is known to have been set up for the benefit de facto of the person
referred to in subparagraph (i) above.
ii) Beneficial owner:
According to the AML Law, ‘beneficial owner’ means the natural person or natural persons who
ultimately own or control the customer and/or the natural person on whose behalf a transaction
or activity is being conducted. The beneficial owner shall at least include:
(a) in the case of corporate entities:
(i) the natural person or natural persons who ultimately own(s) or control(s) a legal entity
through direct or indirect ownership or control over a sufficient percentage of the shares
or voting rights in that legal entity, including through bearer share holdings a percentage
of 10 % plus one share shall be deemed sufficient to meet this criterion;
(ii) the natural person or natural persons who otherwise exercise control over the
management and direction of a legal entity.
(b) in the case of legal entities, such as foundations and legal arrangements, such as trusts,
which administer and distribute funds:
(i) where the future beneficiaries have already been determined, the natural person or
natural persons who are the beneficiaries of 10 % or more of the property of a legal
arrangement or entity;
(ii) where the individuals that benefit from the legal arrangement or entity have yet to
be determined, the class of persons in whose main interest the legal arrangement or
entity is set up or operates;
(iii) the natural person or natural persons who exercise control over 10 % or more of the
property of a legal arrangement or entity.

b.

Identification threshold amount

Persons engaged in financial and other business apply customer identification procedures and
customer due diligence measures in the following cases:
(a) When establishing a business relationship;
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(b) When carrying out occasional transactions amounting to EURO 15,000 or more, whether
the transaction is carried out in a single operation or in several operations which appear to be
linked;
(c) When there is a suspicion of money laundering or terrorist financing, regardless of the
amount of the transaction;
(d) When there are doubts about the veracity or adequacy of the previous customer
identification data.
c.

Identification at a distance (non face to face)

The AML Directive of the Central Bank provides that where a customer is not physically present
to verify his identity one or more of the following measures are to be applied:
(i) obtain from the customer additional documentary evidence, data or information; or
(ii) take supplementary measures to verify or certify the documents supplied or requiring
confirmatory certification by a credit or financial institution covered by the European
Union Directive; or
(iii) ensure that the first payment of the operations is carried out through an account opened in
the customer’s name with a credit institution operating in a country of the European Economic
Area.
d.

Outsourcing of identification to third parties

According to the AML Law, persons engaged in financial or other business activities may rely
on third parties for applying the requirements in respect of customers’ identification procedures
and customer due diligence measures. It is provided that, the ultimate responsibility for meeting
those requirements shall remain with the person who is engaged in the financial or other
business activities and who relies on the third party.
Third party means credit institution or financial institution or auditors or independent legal
professionals or persons providing third parties with trust and company services, which:
(i) are subject to mandatory professional registration, recognised by law; and
(ii) are subject to supervision regarding their compliance with the requirements of the EU
Directive;
In addition, the third party may be any other person who is engaged in financial or other
business, or accountants or independent legal professionals or persons providing third parties
with trust and company services and to which according to a decision of the Advisory Authority
for Combating Money Laundering and Financing of Terrorism, equivalent procedures and
33 | P a g e

EBF Anti-Money Laundering Report 2011

measures for the prevention of money laundering and terrorist financing to those laid down by
the EU Directive apply.

It is provided that the abovementioned third persons have to fulfil the requirements set out in
subparagraphs (i) and (ii) above.
e.

Means of identification

The AML Directive of the Central Bank provides for specific customer identification issues as
follows:
Natural persons residing in Cyprus
Banks ascertain the true identity of natural persons who are residents of Cyprus by obtaining
the following information:
(i) True name and/or names used as these are stated on the official identity card or passport;
(ii) Full permanent address in Cyprus, including postal code;
(iii) Telephone and fax numbers;
(iv) E-mail address;
(v) Date and place of birth; and
(vi) The profession and other occupations of the customer including the name of
employer/business organisation.
Natural persons not residing in Cyprus
For those prospective customers not residing in Cyprus, passports and, where they exist, official
national identity cards issued by competent authorities of their country of origin should be
obtained. Certified true copies of the pages containing the relevant information from the said
documents should be obtained and kept in the customers’ files. In addition, banks are advised,
if in doubt for the genuineness of any document (passport, national identity card or
documentary evidence of address), to seek to verify identity with an Embassy or the Consulate
of the issuing country or a reputable credit or financial institution situated in the customer’s
country of residence.
Joint-Accounts
In such cases, the identity of all individuals that hold and/or have the right to handle the
account, should be checked in line with the procedures set above for natural persons.
Nominees or agents of third persons
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In such cases, banks should always obtain a copy of the authorisation agreement that has been
concluded between the interested parties.

Accounts of unions, societies, clubs, provident funds and charities
In the above cases, a bank should ascertain their object(s) of operation and satisfy itself as to
the legitimate purpose of the organisation by requesting the production of the
constitution/rules of procedures and registration documents with the competent governmental
authorities (in case the law requires such registration). Moreover, banks should obtain a list of
the members of Board of Directors/Management Committee and verify the identity of all
individuals that have been authorised to manage the account in line with the identification
procedures for natural persons.
Accounts of unincorporated businesses/partnerships
In

the

case

of

partnerships

and

other

unincorporated

businesses

whose

partners/directors/beneficial owners are not existing customers of the bank, the identity of the
beneficial owners/controllers/partners and authorised signatories should be verified in line
with the procedures applied for natural persons. Furthermore, in the case of partnerships,
banks should also obtain the original or a certified copy of the partnership’s registration
certificate. Banks should also obtain documentary evidence of the trading address of the
business/partnership and ascertain the nature and size of its activities and receive all the
information required under Section 4.11 above for the creation of the business profile of the
enterprise. In cases where a formal partnership arrangement exists, a bank should also obtain
mandate from the partnership authorising the opening of an account and conferring authority
to those who will be responsible for its operations.
Accounts of corporate customers (companies)
The identification of a company comprises the ascertainment of the following:
(i) Registered number;
(ii) Registered corporate name and trading name used;
(iii) Registered office address;
(iv) Full addresses of the Head office/principal trading offices;
(v) Telephone numbers, fax numbers and e-mail address;
(vi) The members of the board of directors;
(vii) The persons that are duly authorised to operate the accounts of the company and act on
behalf of the company.
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(viii) The beneficial owners of private companies and public companies that are not listed in a
recognised Stock Exchange of the European Union or a third country with equivalent disclosure
and transparency requirements.
(ix) The registered shareholders where they act as nominees of the beneficial owners.
(x) The business profile of the company in accordance with the provisions of Section 4.11 as
above.
Investment funds and persons engaged in the provision of financial and investment
services
In the case of business relationships established or maintained with persons who carry out the
above activities and who are incorporated and/or operating in a third country other than
those mentioned above, banks should request and obtain, in addition to the above mentioned
documentation and the information required for the identification and verification of natural
and legal persons, including the ultimate beneficial owners, the following:
(i) A copy of the licence or authorisation granted to the said person from a competent
supervisory/regulatory authority, whose authenticity should be verified either directly with the
relevant supervisory/regulatory authority or other independent and reliable sources;
(ii) Adequate documentation and sufficient information, obtained, in order to understand fully
the control structure and management of the business activities as well as the nature of the
investment and financial services provided by the customer.
Safe custody and safety deposit boxes
Where such facilities are made available to non-account holders, banks should follow the
identification procedures and due diligence procedures prescribed in the Law and this
Directive.

PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
Low Risk - Simplified customer identification and due diligence procedures
The AML Law states that persons carrying on financial or other business may not apply
customer identification and due diligence procedures in respect of the following business
relationships:
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1. Credit or financial institutions situated in the European Economic Area.

2. Credit or financial institution carrying out one or more of the financial activities as defined in
the AML Law that are situated in a country outside the European Economic Area which:
a. in accordance with a decision taken by the Advisory Authority for Combating Money
Laundering and Terrorist Financing it has been determined that it applies requirements
equivalent to those laid down in the European Union Directive, and
b. the credit or financial institution is subject to supervision with regard to its compliance with
the said requirements.
3. Listed companies whose securities are admitted to trading on a regulated market in a
country of the European Economic Area or a third country which is subject to disclosure
requirements consistent with Community legislation;
4. Domestic public authorities of countries of the European Economic Area.
Furthermore, the AML Law states that customer identification and due diligence procedures
may not be applied in respect of:
(1) a pension, or similar scheme that provides retirement benefits to employees, where
contributions are made by way of deduction from wages and the scheme rules do not permit
the assignment of a member’s interest under the scheme.
(2) electronic money, as defined in the Electronic Money Institutions’ Law provided that:
(i) where the device cannot be recharged, the maximum amount stored in the device is no more
than € 150, or
(ii) where the device can be recharged, a limit of € 2 500 is imposed on the total amount
transacted in a calendar year, except when an amount of € 1000 or more is redeemed in that
same calendar year by the bearer.
High Risk – Enhanced customer identification and due diligence procedures
The following categories of customers are designated either by the AML Law and the Central
Bank of Cyprus Directive as high risk:
•

non-face to face customers (when a customer is not physically present for identification
purposes);
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•

accounts in the names of companies whose shares are in the form of bearer

•

accounts in the names of trusts;

•

“client accounts” in the name of third persons;

•

accounts for Politically Exposed Persons;

•

correspondent accounts of banks outside European Union;

•

services to private banking customers;

•

electronic gambling /gaming through the internet;

•

customers from countries which do not adequately apply FATF’s recommendations.

EXISTING GUIDELINES FOR THE BANKING INDUSTRY
There are no Guidelines for the Banking Industry.
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc)
The FIU provides feedback to Industry which includes trends and new developments.

PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
The evolution of the detection, investigation methods of money laundering and terrorist
financing through system enhancement, increase of awareness and customized training.

PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT
OF NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS
DIRECTIVE
According to the AML Law, where a person discloses to the FIU his suspicion or belief that any
funds or investments are derived from, or used in connection with a predicate offence or any
matter on which such a suspicion or belief is based(a) the bona fide disclosure shall not be treated as a breach of any restriction on the disclosure
of information imposed by contract; and does not result in any kind of responsibility for the
said person and,
(b) if he commits any act in contravention to the AML Law, and the disclosure is related to the
act concerned, this person shall not commit the offence of assisting another to commit a
laundering offence under the said section, if the following conditions are satisfied:
(i) the said act was done with the consent of the police officer or Unit after the aforesaid
disclosure; or
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(ii) if the act was done before the disclosure, the disclosure was made on his initiative and
without delay as soon as it was reasonable for him to make such disclosure.
(c) The non-execution or the delay in the execution of an order by the said persons upon
instructions from the Unit, with regard to sums or investments referred to above, shall not
constitute violation of any contractual or other obligation on the said persons or/and his/his
employers.
CONSERVATION OF RECORDS AND DOCUMENTS
According to the AML Law, persons engaged in financial or other business activities are
required to keep records for a period of at least five years of the following documents:
(a) copies of the evidential material of the customer identity;
(b) relevant evidence and details of all business relations and transactions, including
documents for recording transactions in the accounting books; and
(c) relevant documents of correspondence with the customers and other persons with whom
they keep a business relation.
The five year period is calculated following the carrying out of the transactions or the end of
the business relationship.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
The AML provides for an obligation for the application of adequate and appropriate systems
and procedures in relation to the following:
1. informing their employees in relation to:
(i) the systems and procedures in relation to customer identification and due-diligence;
(ii) the AML Law, the Directives issued by the relevant competent Supervisory Authority, the
European Union’s Directives on the prevention of the use of the financial system for the purpose
of money laundering and terrorist financing.
2. the ongoing training of their employees in the recognition and handling of transactions and
activities which may be related to money laundering or terrorist financing.
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Czech Banking Association

ANTI-MONEY LAUNDERING /COUNTER-TERRORIST FINANCING LEGISLATION
The first Czech AML Act N°61/1996 Coll. was drawn up in 1995. It was amended eleven
times (in the connection with the FATF and EU requirements) and in 2008 superseded by a
new AML/CFT act – “The Act N°253/2008 Coll. on selected measures against legitimisation
of proceeds of crime and financing of terrorism” (hereinafter the AML/CFT act). This act
entered into force on 1st September 2008.
The Czech National Bank issued an implementing measure – “Decree No. 281/2008 Coll. of
1 August 2008 on certain requirements for the system of internal principles, procedures and
control measures against the legitimisation of the proceeds of crime and financing of
terrorism”.
Certain anti-money laundering and counter-terrorist financing measures are also included in
the Criminal Code and directly applicable EU legal instruments.

PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
OF THE DIRECTIVE
According to the AML/CFT Act, administrative offences are subject to penalties in volumes of
up to 50.000.000,-CZK, or forfeiture of property. The Criminal Code provides for
imprisonment, a pecuniary penalty, prohibition of business or forfeiture of property for a
criminal offence of legalization of proceeds of crime or legalization of proceeds of crime by
negligence. A banking business licence can be revoked for continued grave deficiencies
according to the Banking Act.
CENTRAL AUTHORITY FOR REPORTING
The Financial Analytical Unit of the Ministry of Finance (FAU) is the central authority for
reporting (financial intelligence unit). This unit was established on 1 July 1996. It is in
particular responsible for receiving, collecting and analysing suspicious transaction reports
coming from obliged entities. It has investigative powers and, in case of failure to implement
or in case of any breach of obligations under anti-money laundering legislation, FAU is
empowered to impose a fine or to deliver to the appropriate licensing authority (Czech
National Bank) a motion to repeal the licence of the entity in question. The licensing authority
shall, within thirty days of the motion, inform FAU on measures taken and on its decision. The
Financial Analytical Unit is not itself mandated to withdraw the banking licence. FAU lodges
complaints with the law enforcement authorities in case of suspicion of crime.
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PERSONS RESPONSIBLE FOR REPORTING
Section 22 of the AML/CFT act
Contact Person

(1) The obliged entity shall appoint one of its employees to report under Section 18 and to
maintain regular contacts with the Ministry, unless it decided to entrust such
responsibilities to its statutory body. The Ministry shall be notified, with no undue delay,
of such appointment and informed of the name, surname, position, and telephone
number and email address of the appointee.
(2) No credit or financial institution shall appoint a member of its statutory body as a
contact person unless it is necessary with regards to its size, management structure, or
number of employees.
(3) No credit or financial institution shall appoint, as a contact person, a member of staff
responsible for performing or settlement of its transactions, or an employee
participating in the performance of internal audit.
(4) The obliged entities which decide not to entrust the contact responsibilities to its statutory
bodies shall provide for a direct contact between the appointed contact person on one
side, and its statutory and supervisory bodies, on the other.
BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
Section 2 of the AML/CFT act
For the purposes of the AML/CFT Act, the obliged entity shall be understood as:
a)
A credit institution in the form of:
1. a bank;
2. a cooperative savings or credit union;
3. an electronic money institution;
4. an issuer of electronic money of small??
b)
A financial institution, which is an undertaking other than a credit institution, such as:
1. the Central Depository, the entity maintaining a register related to the Central
Register of Securities maintained by the Central Depository, the entity maintaining
an independent register of investment instruments, the entity maintaining a register
related to the independent register of investment instruments;
2. an administrator of investment tools’ market;
3. a person licensed to provide investment services with the exception of an investment
broker;
4. an investment company, an investment fund, or a pension fund;
5. a payment institution, a provider of small extent payment services;
6. a person authorized to provide or trade with leasing, guarantees, credit or loans;
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a person authorized to broker savings, leasing, credit or loans;
an insurance or re-insurance company, an insurance agent and an insurance
settlement agent when performing activities related to life insurance, with the
exception of an insurance agent whose liability for damage is borne by their
contracting insurance company;
9. a person authorised to buy and trade in debt and receivables;
10. a person licensed to perform foreign currency exchange pursuant to the Foreign
Currency Act;
11. a person not mentioned in 1 to 10, licensed to provide or broker payment services
or postal services intended to transfer funds;
12. a person licensed to provide consultancy services to private business in matters
concerning equity, business strategy, merge, or acquisition;
13. a person providing services of financial brokerage;
14. a person providing services of safekeeping of valuables.
c)
A holder of a licence to operate betting games in casinos in compliance with the Act
on Lotteries and Other Similar Games,
d)
A legal or natural person authorised to act as a real estate trader or broker,
e)
An auditor, tax advisor, or chartered accountant,
f)
A licensed executor performing other activities of an executor pursuant to the
Executor’s Rules of Procedure as well as safekeeping of money, securities, or other
valuables,
g)
A public notary providing notarized safekeeping services; a lawyer or a public
notary offering the service of safekeeping money, securities, or other customer’s
valuables; or a lawyer or a public notary required by the customer to represent
them or to act on their behalf in the following:
1. buying or selling real estate, a business entity, or its part;
2. managing of client assets, such as money, securities, business shares, or
any other assets, including representation of the customer or acting on their
account in relation to opening bank accounts in banks or other financial
institutions or establishing and managing securities accounts; or
3. establishing, managing, or operating a company, business group, or any
other similar entrepreneurial entity regardless of its status of a
natural/legal person as well as receiving and gathering of money or other
valuables for the purpose of establishing, managing, or controlling such
entity; or
4. providing services of collection, payments, transfers, deposits, or withdrawals
in wire or cash transactions, or any other conduct aimed at or directly
triggering movement of money;
h)
A person not regulated by letters a) to g), providing the following professional
services to another person:
1. establishing legal persons;
2. acting as a statutory body or its member, or acting as person appointed to
act in the name of or on behalf of a legal person, or another person in a
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similar position, should such service be only temporary and should it be
related to establishing and administration of a legal person;
3. providing a business location, address, and possibly other related services to
another legal person;
4. acting as an appointed shareholder on behalf of another person in case this
person is not acting as a company whose securities have been accepted for
trading at a regulated market and which is subject to information disclosure
requirements equivalent to those laid down by the EU legislation; or
5. acting in their name, or on their behalf in activities stipulated in letter g),
A person providing services under letter h) in a framework of a trust or any other
similar contractual relationship under foreign law;
A person licensed to trade in items of cultural heritage, items of cultural value, or to
act as intermediary in such services;
A person licensed to trade in used goods, act as intermediary in such trading, or
receive used goods in pawn.

i)
j)
k)

a)

b)
c)
d)
e)

(2) In addition, an obliged entity is:
a foreign legal or natural person as stipulated by Subsection 1, operating in the
territory of the Czech Republic via its branch or subsidiary; such person meets the
definition of an obliged entity in the extent of activities performed by such branch or
subsidiary;
a foreign national operating in the territory of the Czech Republic should they
perform activities stipulated in Subsection 1;
the Securities Centre;
an entrepreneur not listed in Subsection 1, should they receive payments in cash to
an amount of EUR 15,000 or more; or
a legal person who does not have a business that i) be licensed to provide, in a
form of a service, any of the activities stipulated in Subsection 1, or ii) receives
payments in cash to an amount of EUR 15,000 or more.
(3) A person is not considered an obliged entity when he/she does not perform activities
stipulated in subsection 1 as a professional business activity, with the exception of a
person listed in subsections (2d) and (2e).

PREDICATE OFFENCES COVERED
In the Czech Republic any criminal act having proceeds is a predicate offence for money
laundering (all crime approach).
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Definition (e.g.: PEPs, beneficial owner, thresholds…)

Section 4 (5) of the AML/CFT act
Politically exposed person shall mean:
a) a natural person in a prominent public position and with nation-wide responsibilities, such
as a head of state, a head of government, a minister, deputy or assistant minister, a
member of the parliament, a member of a supreme court, a constitutional court or
another high-level judicial body, decisions of which are not subject to further appeal,
except in exceptional circumstances, a member of a court of auditors or a central bank
board, a high-ranking military officer, a member of an administrative, supervisory, or
management board of a state-owned business, an ambassador or chargé d’affaires, or a
natural person, having similar responsibilities in a Union or at international level; all the
above for the entire period of the position and for one year after the termination of such
a position; and provided the person:
1. has a residence outside the territory of the Czech Republic; or
2. holds such important public position outside the Czech Republic;
b) a natural person, who
1. is the spouse, partner equivalent to the spouse or a parent of the person
under a);
2. is a son or a daughter of the person under letter a) or a spouse or a partner
of such a son or daughter (a son or daughter in law);
3. is a business partner or a beneficial owner of the same legal person, a trust,
or any other business entity under a foreign law, as the person under letter
a) or is known to the obliged entity as a person in a close business
relationship with a person under letter a); or
4. is a business partner or a beneficial owner of the same legal person, a trust,
or any other business entity under a foreign law known to have been
established in benefit of a person under letter a).
Section 4 (4) of the AML/CFT act
Beneficial owner shall mean either:
a) for an entrepreneur:
1. a natural person, having real or legal direct or indirect control over the
management or operations of such entrepreneur, indirect control shall mean
control via other person or persons;
2. a natural person, holding in person, or in contract with a business partner, or
partners holding more than 25% of the voting rights of such a entrepreneur
(disposing of voting rights shall mean having an opportunity to vote based
on one’s own will regardless of the legal background of such a right or an
opportunity to influence voting by other persons);

44 | P a g e

3.

EBF Anti-Money Laundering Report 2011

natural persons acting in concert and holding over 25% of the voting rights
of such a entrepreneur; or
4. a natural person, which is, for other reasons, a real recipient of such an
entrepreneur’s revenue,
b) for a foundation or a foundation fund:
1. a natural person, who is to receive at least 25% of the distributed funds; or
2. a natural person or a group of persons in whose interest a foundation or a
foundation fund had been established or whose interests they promote,
should the beneficiary of such a foundation or foundation fund yet to be
determined,
c) for an association under lex specialis, public service organization, or any other person,
trusteeship, or any other similar legal arrangement under a foreign law:
1. a natural person who holds over 25% of its voting rights or assets;
2. a natural person who is a recipient of at least 25 % of the distributed assets;
or
3. a natural person in whose interest one of the above had been established or
whose interests they promote, should their future beneficiary yet to be
determined.
b.

Identification threshold amount

Section 7 of the AML/CFT act
Identification Requirement
(1) The obliged entity, should it be a party to a transaction exceeding EUR 1,000, shall
always identify the customer prior to the transaction, unless stipulated otherwise by this Act.
(2) The obliged entity shall, without regard to the limit stipulated in Subsection 1, always
identify the customer in case of:
a) a suspicious transaction;
b) an agreement to enter into a business relationship;
c) an agreement to establish an account; an agreement to make a deposit
into a deposit passbook or a deposit certificate; or an agreement to make any
other type of deposit;
d) an agreement to use a safety deposit box or an agreement on custody;
e) a life insurance contract, should the customer have a right to pay extra
premiums above the agreed limit of the one-off or regular premium payments;
f) a purchase or reception of cultural heritage, items of cultural value, used goods
or goods without a receipt of origin to further trade in such goods, or
reception of such items in pawn; or
g) withdrawal of a cancelled bearer passbook’s final balance.
(3) The obliged entity shall, at the latest on the day of the payment, identify the individual
entitled to receive the life insurance settlement.
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(In some cases, e.g. an agreement to enter into a business relationship, an agreement to establish
an account etc., identification is made regardless of the stipulated limit.)
c.
Identification at a distance (non-face to face)
Section 10 of the AML/CFT act
Customer Due Diligence Performed by a Public Notary, or a Regional or Municipal
Authority
(1)

Should the initial customer identification by the obliged entity under Section 8(1) be,
for serious reasons, impossible, such identification may be, upon request of either the
customer or the obliged entity, performed by a public notary, a regional office, or a
local authority in a municipality with extended powers.

(2)

A public notary or an office in Subsection 1 shall take a record of such identification,
which becomes an official deed and shall include the following:
a) the name of the person performing the identification, name of the requesting
person, and purpose of such identification;
b) customer’s identification data;
c) a declaration of the identified natural person, the person acting on behalf of
the identified legal person or a proxy, on the purpose and correctness of the
identification performed, and/or on reservations to such identification;
d) the place and date of the record and the place and date of the identification,
should they differ;
e) the signature of the identifying person, an official stamp, and a serial number
in the log of identification records.

(3)

As an appendix to the identification deed, the obliged entity shall make copies of
relevant parts of documents used for the identification and bearing identification
data, type and serial number of the identity card, issuing country and institution, and
validity as well as a copy of the request, if filed in writing. Should this procedure be
used to identify a proxy, the power of attorney or its certified copy shall be attached
as an appendix. All appendices shall be attached to the identification deed to make
a complete file.

(4)

All copies shall be legible and capable of storage for the period stipulated in
Section 16. The file of copies shall include a copy of the image of the identified
person in their identity card which allows for visual identification.

(5)

Both a public notary and an institution under Subsection 1 shall keep an internal log
of identification deeds, in which it shall document the following:
a) a serial number and date of the record;
b) the following identified person’s data:
• name, surname, permanent or other residence, birth registration
number or date of birth of the identified natural person or persons
acting on behalf of the identified legal person;
• in case of a legal person, its business or corporate name, an
appendix to the business name or any other identification
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c)
(6)

features, a registered address, and a business registration
number;
the purpose of identification.

The identification deed log shall be kept on a calendar year basis and completed
logs shall be stored for a period of ten years.

Section 11 (4) and (7) of the AML/CFT act
In the event of a remote agreement on financial services under the Civil Code, the obliged
entity shall identify the customer as follows:
a) the first payment from this agreement shall be made via an account kept in the
customer’s name in a credit institution or a foreign credit institution operating in the
EU or the EEA;
b) the customer shall submit to the obliged entity a copy of a document verifying the
existence of an account under letter a) above, together with copies of the relevant
parts of their identity card and at least one more identification document from which
the obliged entity may determine the customer’s identification data, type and serial
number of such identity cards, issuing country or institution, and validity. Such copies
shall be made in line with requirements under Section 10(4).
In cases under Subsections 1, 4, 5 and 6, the obliged entity shall verify that all conditions
required have been met and that none of the customers, products, or transactions represent a
risk of legitimisation of proceeds of crime or financing of terrorism. In case of doubt, no
exceptions shall be applied.
Section 12 of the AML/CFT act
Common Provisions to Identification under Section 10 and Section 11
In case of identification and other steps under Section 10 or Section 11(4) and 11(6), all
identification data and other information and documents listed therein shall be deposited with
the obliged entity prior to the transaction.
d.

Outsourcing of identification to third parties

Section 11 (1-3) and (5-6) of the AML/CFT act
Transfer of Identification
(1) The obliged entity may decide not to identify a customer or seek information on the
purpose and nature of a transaction or a business relationship under Section 9(2a) and
identify a beneficial owner under Section 9(2b), provided these steps have already been
performed by:
a) a credit or financial institution, with the exception of a person licensed to perform
foreign currency exchange pursuant to the Foreign Currency Act, a holder of a
postal licence pursuant to Act on Postal Services, a payment institution whose
activity consists usually of providing payment services where for such transfer of
funds neither the payer nor the payee use any account with the payment service
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provider of the payer, and a payment service provider of small extent pursuant
to the Payment Act; or
b) a foreign credit or financial institution, with the exception of a foreign person
licensed to exchange foreign currency, a foreign payment institution primarily
providing transfers of funds, or a foreign provider of payment services having a
similar status as the provider of small extent as regulated by the Payment Act,
should it be located in the territory of a country which enforces equivalent
identification, customer due diligence, and record keeping requirements, and
should it be subject to compulsory business licensing or registration and
supervision to perform on and off-site control of its general performance as well
as of its individual transactions.
(2) The obliged entity acting in keeping with Subsection 1 shall make sure that it will receive,
from the credit or financial institution, or a foreign credit or financial institution which had
performed the identification, all relevant documents, including copies of all documents used in
customer identification, all data indicating the purpose and nature of the business transaction,
and information on the identity of the beneficial owner. The credit or financial institution shall,
upon consent of the person identified and without undue delay, submit all information
including copies of the document here above to another obliged entity should such a person
decide to rely on it for the customer identification.
(3) The obliged entity shall refuse such customer identification information, data indicating the
purpose and nature of the business transaction, and information on the identity of the
beneficial owner under subsections 1 and 2, should he/she have a reason to doubt the
correctness or completeness of such information.
(5) The credit or financial institution is not obliged to perform the customer identification and
seek data indicating the purpose and nature of the business transaction under Section 9(2a),
and information on the identity of the beneficial owner under Section 9(2b), should these
steps had been performed prior to the transaction by a person acting on its behalf, and on
its account, and bound by its internal regulations, and should such credit or financial institution
bear responsibility for damages caused by such a person. All information including copies of
documents under the first sentence here above shall be, if made, kept at the obliged entity.
(6) The credit or financial institution, when providing investment services, is not obliged to
perform the customer identification, and seek the data indicating the purpose and nature of
the business transaction under Section 9(2a), and information on the identity of the beneficial
owner under Section 9(2b), should these steps have been performed by an investment broker
in line with this Act and its internal regulations. The obliged entity shall bear responsibility for
such steps as if it had performed such steps itself.
e.
Means of identification
Section 4 (6) of the AML/CFT act
For the purposes of this Act, an identification document shall mean an identity card issued by
a public administration and bearing the holder’s name, surname, and date of birth together
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with a photograph, and possibly other identification features allowing for the identification
of the bearer as the true holder.
f.
Source of information (e.g.: public register for the identification of beneficial owner)
Companies Register (legal persons) and Trade Register (physical persons).
PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
Section 6 of the AML/CFT act
(1) For the purposes of this Act, a suspicious transaction shall mean a transaction the
circumstances of which lead to a suspicion of legitimisation of proceeds of crime or financing
of terrorism or any other circumstance supporting such a suspicion, such as:
a) cash deposits immediately followed by withdrawals or transfers to other accounts;
b) numerous transactions performed in one day or in a short period of time and not
typical of the given customer;
c) a number of various accounts opened by the given customer which are in obvious
discrepancy with their business activities and financial situation;
d) transfers of assets that obviously make no economic sense;
e) assets handled by the customer which are in obvious discrepancy with their business
activities and financial situation;
f) an account which is not used for the purposes for which it had been opened;
g) customer’s actions which seem to aim at concealing their or the beneficial owner’s
real identity;
h) the customer or the beneficial owner who are nationals of a country which does not
enforce, or fails to enforce fully, measures to combat legitimisation of proceeds of
crime and financing of terrorism; or
i) customer’s identification data, the correctness of which, the obliged entity has
reasons to doubt.
(2) A transaction shall always be perceived as suspicious, should:
a) the customer or the beneficial owner be a person against whom the Czech Republic
had imposed international sanctions under the Act on Implementation of International
Sanctions; or
b) the goods or services involved in the transaction fall in the category against which
the Czech Republic had imposed international sanctions under the Act on
Implementation of International Sanctions; or
c) the customer refuses to reveal identification data of the person they are
representing or to undergo the due diligence process.
EXISTING GUIDELINES FOR THE BANKING INDUSTRY
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The Czech National Bank passes implementing regulations determining requirements for
implementing and enforcing internal procedures by selected obliged entities. Besides Decree
No. 281/2008 Coll., it issued an “Official Information of 26 May 2009 on certain
requirements for the system of internal principles, procedures and control measures against
the legitimisation of the proceeds of crime and financing of terrorism”.
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc)
The Czech financial intelligence unit (the Financial Analytical Unit of the Ministry of Finance)
maintains and publishes at least once a year on its website, statistical reports on effectiveness
and results of measures against the legitimisation of proceeds of crime and financing of
terrorism. Furthermore, FAU distributed to the banking sector a guide “100 Sanitized Cases
of Money Laundering” and a training CD-ROM on combating money laundering.
PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
The feedback is important especially for obliged entities. They can, on the basis of good
feedback, set up, for example, new filters for monitoring of transactions.
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
Section 18 (3) of the AML/CFT act
The suspicious transaction report shall not reveal any information about the obliged entity’s
employee or contractor who identified the suspicious transaction.
CONSERVATION OF RECORDS AND DOCUMENTS
Section 16 of the AML/CFT act
Obliged Entity Record Keeping
(1) The obliged entity shall, for the period of 10 years after having terminated its business
relationship with the client, keep record of all identification data taken under Section 8(1)
and 8(2) or in keeping with the directly applicable EU Regulation stipulating the
obligation to accompany transfers of funds with information on the payer, copies of
documents submitted for identification (should there be any), records of the first
identification (name and date), documents justifying potential derogations from
identification and due diligence under Section 13, and, in case of representation, the
original or a certified copy of the power of attorney.
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(2) The obliged entity shall, for the period of 10 years after the transaction or after
having terminated its business relationship with the client, keep record of all data and
documents on transfers requiring identification.
(3) The obliged entity stipulated in Section 2(1j) and 2(1k) shall keep record of all data
and documents for the period of at least 10 years after the transaction, or after having
terminated its business relationship with the client, should such transaction or relationship
reach or exceed EUR 10 000; in other cases it shall keep its records for a period of 5
years.
(4) The statutory period under Subsections 1 to 3 shall commence on the first day of the
calendar year following the calendar year in which the obliged entity performed the last
transaction.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
Section 23 of the AML/CFT act
The obliged entities shall organize, at least once in 12 calendar months, training of all
members of its staff who may, in the course of their professional obligations, come into
contact with suspicious transactions. All appointees to such positions shall be trained prior to
taking their appointment.
The training shall concentrate on types and features of suspicious transactions and steps to be
taken in detecting such transactions. The obliged entity shall regularly update such trainings.
Section 31 of the AML/CFT act
The Ministry of Finance shall maintain and publish at least once a year on its website,
statistical reports on effectiveness and results of measures against the legitimisation of
proceeds of crime and financing of terrorism. Law enforcement authorities shall provide the
Ministry of Finance on a regular basis with summary statistics on matters relating to the
legitimisation of proceeds of crime and financing of terrorism.
Other
FAU regularly organizes trainings for Money Laundering reporting officers in cooperation
with chambers and associations of obliged entities. Moreover, it distributed to the banking
sector a guide “100 Sanitized Cases of Money Laundering” and a training CD-ROM on
combating money laundering.
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ANTI-MONEY LAUNDERING /COUNTER-TERRORIST FINANCING LEGISLATION
Current Danish regulation on money laundering and financing of terrorism (AML) is included in:
•
•
•
•
•

the Act on Measures to Prevent Money Laundering and Financing of Terrorism;
the Criminal Code;
the Customs Act;
the Act on Gambling Casino; and
EU regulations.

The Act on Measures to Prevent Money Laundering and Financing of Terrorism is originally
from 1993, implementing the first Money Laundering Directive (91/308). Due to 9/11, the
following second EU Directive on Money Laundering (2001/97) and the Financial Action Task
Force (FATF) special recommendations on terrorist financing, the AML was substantially
amended in 2002.
The current Act on Measures to Prevent Money Laundering and Financing of Terrorism is from
26 February 2006 implementing the third EU Money Laundering Directive (2005/60) and
FATF 40 recommendations. The Act replaced the Act from 1993 and entered into force on 1
March 2006.
The Act has been amended several times to comply with IMF-standards and recent FATF
recommendations.
PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
OF THE DIRECTIVE
The Act states that intentional or grossly negligent violation of the provisions of the Act,
including the obligation to report suspected money laundering or financing of terrorism, is
subject to a fine, unless more severe punishment is incurred under the regulations of the
Criminal Code, for instance sec. 290 (receiving stolen goods) and sec. 114 b (supporting
terrorism).
In the event of particularly gross or extensive intentional violations the penalty may be
increased to imprisonment of up to six months.
CENTRAL AUTHORITY FOR REPORTING
The Money Laundering Secretariat – a unit under the Public Prosecutor for Serious Economic
Crimes (the FIU) - receives reports of suspected laundering of proceeds of crime or financing of
terrorism. The FIU was established in 1993.
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PERSONS RESPONSIBLE FOR REPORTING

Generally the management of the bank is responsible for providing written procedures for all
significant areas of activity, and according to the Act on Money Laundering the management
shall provide for an internal reporting system specifying
• which person, the employee or department in the bank's reporting hierarchy, is to
report as regards a suspicion of money laundering and,
• the person/department of the bank with the overall responsibility for notifying the
Money Laundering Secretariat.
BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
1)
2)
3)
4)
5)

Banks.
Mortgage-credit institutions.
Investment companies.
Investment management companies.
Life assurance companies and lateral pension funds (nationwide occupational pension
funds).
6) Savings undertakings.
7) Electronic money institutions.
8) Insurance brokers, when they act in respect of life assurance or other investmentrelated insurance activities.
9) Foreign undertakings' branches in Denmark, carrying out activities under nos. 1-8.
10) Investment associations and special-purpose associations, collective investment schemes,
restricted associations, innovation associations and hedge associations.
11) Undertakings and persons that commercially carry out activities involving currency
exchange or transfer of money and other assets.
12) Other undertakings and persons that commercially carry out one or more of the
activities mentioned in annex 1.
13) Lawyers when they participate by providing assistance in the planning or execution of
transactions for their clients concerning:
a. purchase and sale of real property or undertakings,
b. managing their clients' money, securities, or other assets,
c. opening or managing bank accounts, savings accounts, or securities accounts,
d. raising the necessary capital for establishment, operation, or management of
undertakings,
e. establishing, operating, or managing undertakings, or
f. providing other business advice.
14) Lawyers when they, on behalf of their client and at said client's expense, carry out a
financial transaction or a transaction concerning real property.
15) State-authorised public accountants and registered public accountants.
16) Authorised estate agents.
17) Undertakings and persons that otherwise commercially supply the same services as the
groups of persons mentioned in nos. 13-16, including tax advisors and external
accountants.
18) Providers of services for undertakings, cf. section 3, no. 5.
19) Danmarks Nationalbank (Denmark's central bank), insofar as it carries out activities
corresponding to those of the institutions specified in no. 1.
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PREDICATE OFFENCES COVERED

The Danish AML does not provide for a list of predicate offences. In principle all crimes are
covered if there is a suspicion that a customer's transaction or enquiry is or has been associated
with money laundering or financing of terrorism.
IDENTIFICATION
Definition (e.g.: Political Exposed Persons (PEPs), beneficial owner, thresholds…)
The Danish AML has implemented the definitions in the third Money laundering Directive,
except the customer due diligence threshold of 15.000 Euro. Instead the Act prohibits retailers
and auctioneers to receive cash payments of DKK 100,000 or more, irrespective of whether
payment is effected in one instance, or as several payments which seem to be mutually
connected.
The definition of PEPs is supplemented by the Directive on implementing measures.
Identification threshold amount
In general the Danish AML does not set limits above which transactions require special
attention.
However, for customers with single transactions (occasional customers) banks are required to
meet the requirements of the Act, including proof of identity, for each transaction of amounts
corresponding to DKK 100,000 or more. If the value of a transaction is not known at the time
of commencement of the said transaction, proof of identity shall be demanded as soon as the
bank suspects that the transaction concerned is of the type covered by the relevant subsection.
Means of identification
The Danish AML does not prescribe the use of specific documents of identification, but the
information concerning identity must be checked on the basis of reliable identification
documents, without these being further specified.
Primary documents of identification consist of official photographic identification e.g.: EU
driving licence and valid passport. If the customer is in the possession of a driving licence or a
passport but the identification does not take place on the basis of one of these documents the
bank shall record and store why the identification procedure was not based on the said
documents.
The identification procedure for legal person shall be based on a registration certificate issued
by The Danish Commerce and Companies Agency.
Source of information (e.g.: public register for the identification of beneficial owner)
Denmark does not have any official register for identification of beneficial owners. However,
information on the beneficial owners of a limited company can be found in the company’s
financial statements, which can be obtained from the Danish Commerce and Companies
Agency. The financial report lists all shareholders holding more than 5% ownership.
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PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
Based on a risk assessment, banks must in a number of cases make further requirements of the
proof of identity of customers and customer due diligence in situations, which in themselves,
increase the risk of money laundering and financing of terrorism.
The AML contains a number of examples of such high risk customers. These include:
• customers who are not physically present to prove their identity, including Internet
customers;
• cross border correspondent-bank relations;
• PEPs - politically exposed persons;
• others, for example persons who have previously been under suspicion.
EXISTING GUIDELINES TO THE BANKING INDUSTRY
The Danish Financial Supervisory Authority issued in December 2010 revised general
guidelines on Measures to Prevent Money Laundering and Financing of Terrorism.
Previously The Danish Bankers’ Association already in 1993 issued industry specific guidelines
on Money Laundering and Terrorism including indicators in cooperation with the FIU.
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc)
The Financial Intelligence Unit (FIU) gives a general feedback and information on new trends at
regular meetings in the Danish Bankers’ Association’s AML-group consisting of representatives
from the major banks, the Association, the FSA and the FIU. The group discusses all questions
relating to money laundering including specific cases and new trends.
Individual feedback may be given by the FIU, if investigative considerations do not contradict
this, to the notifying bank about the status of the matter, including whether a charge has been
made, and may inform about deletion from the money laundering register at the FIU, and
about a final decision, on conviction possibly in the form of a judgment or a transcript of a
judgment.
PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
General feedback (summarised feedback) may be used for employee training. Specific
feedback is confidential information and must only be used for the bank’s consideration on
handling and maintaining the customer relationship in question.
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
There are no specific provisions on protection of employees. However, the reporting bank
employee who has direct relationship with the customer need not sign or be named on the

55 | P a g e

EBF Anti-Money Laundering Report 2011

notification sent to the Financial Intelligence Unit (FIU), which may come to the knowledge of the
suspected customer during the trial.
Banks making notifications in good faith and suspension of transactions according to the AML
do not incur any liability on the bank, its employees or management.
CONSERVATION OF RECORDS AND DOCUMENTS
Banks shall store identity information for no less than five years after the customer relationship
has ceased. Documents and records concerning transactions shall be stored for at least five
years after the performance of the transactions.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
Banks are required to draw up written internal rules that clearly describe the obligation of the
employees under the AML.
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ESTONIA

Estonian Banking Association

ANTI-MONEY LAUNDERING /COUNTER-TERRORIST FINANCING LEGISLATION
The AML/CTF legislation in Estonia is regulated by various legal acts. The majority of which
are the following:
• Money Laundering and Terrorist Financing Prevention Act, entered into force on
28.01.2008, (with applied amendments 18.07.2011) thus fully implementing
European Parliament and Council directives 2005/60/EC and 2006/70/EC.
• Several directives of the Home Affairs and ministry of Finance.
• Administrative acts of Financial Intelligence Unit, FSA recommendation guidelines.
PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
TO THE DIRECTIVE
The Financial Intelligence Unit issues precepts and other administrative acts in order to
perform the functions arising from law.
In the event of failure to comply with an administrative act, the Financial Intelligence Unit may
impose a coercive measure pursuant to the procedure provided for in the Substitutive
Enforcement and Penalty Payment Act. The upper limit for a penalty payment for failure to
comply with an administrative act is EUR 32 000.
According to the Penal Law, Money laundering is punishable by a pecuniary punishment or
up to 5 years’ imprisonment.
(2)The same act, if committed:
1)
2)
3)
4)

by a group;
at least twice;
on a large-scale basis, or
by a criminal organisation,

is punishable by 2 to 10 years’ imprisonment.
An act, if committed by a legal person, is punishable by a pecuniary punishment.
An act provided for in subsection (2) of this section, if committed by a legal person, is
punishable by a pecuniary punishment or compulsory dissolution.
A court may apply confiscation of a property which was the direct object of the commission
of an offence provided for in this section.
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For the criminal offence the court shall impose extended confiscation of assets or property
acquired by the criminal offence
CENTRAL AUTHORITY FOR REPORTING

Estonian Financial Intelligence Unit (FIU) is an independent structural unit of the Central
Criminal Police. The Financial Intelligence Unit analyses and verifies information about
suspicions of money laundering or terrorist financing, takes measures for preservation of
property where necessary and immediately forwards material to the competent authorities
upon detection of elements of a criminal offence.
All persons who suspect that a transaction may be connected with either money laundering or
terrorist financing are encouraged to notify suspicious transactions. Since January 2008 it is
possible to send the notification to FIU electronically by using the digital format on the
website of the Financial Intelligence Unit.

PERSONS RESPONSIBLE FOR REPORTING
and
BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)

1) credit institutions;
2) financial institutions;
3) organisers of games of chance;
4) persons who carry out or act as intermediaries in transactions with real estate;
5) traders for the purposes of the Trading Act, if a cash payment of no less than EUR
15 000 or an equal amount in another currency is made to the trader, regardless of
whether the financial obligation is performed in the transaction, in a lump sum or in
several related payments, unless otherwise provided by law;
6) pawnbrokers;
7) auditors and providers of accounting services;
8) providers of accounting or tax advice services;
9) providers of trust and company services.
(2) Legislation applies to public notaries, attorneys, bailiffs, trustees in bankruptcy, interim
trustees in bankruptcy and providers of other legal services if they act in the name and on
account of a customer in financial or real property transactions. This Act also applies to
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specified persons if they guide planning a transaction or perform an official act, which
concerns:
1) the purchase or sale of immovables, enterprises or companies;
2) the management of the customer’s money, securities or other property;
3) the opening or managing of bank or security accounts;
4) the acquisition of funds necessary for the foundation, operation or management of
companies;
5) the foundation, operation or management of trusts, companies or other similar
entities.
IDENTIFICATION
General application of due diligence measures
An obligated person shall apply following due diligence measures before establishment of
any business relationship or entering into any transaction.
1) identification of a customer or a person participating in a transaction on the basis
of documents and data submitted by him or her and verification of the submitted
information on the basis of information obtained from a reliable and independent
source;
2) identification and verification of a natural person or a representative of a legal
person and the right of representation;
3) identification of the beneficial owner, including gathering information about a
legal person, trust, civil law partnership, or other contractual legal arrangement on
the basis of information provided in pre-contractual negotiations or obtained from
another reliable and independent source;
4) acquisition of information about a business relationship and the purpose of a
transaction.
5) constant monitoring of business relationships including monitoring of transactions,
regular checking of documentation used for the identification of customer, regular
updating of relevant information and documentation and identification of source of
funds used for transactions if needed.
If a financial obligation is performed in a transaction by way of several related payments
and the total amount of these payments is unknown, the person must be identified and
verified as soon as the amount exceeds €15 000.
An obligated person shall apply any and all due diligence measures, but may choose the
appropriate scope of application of the due diligence measures based on the nature of the
business relationship or transaction or the risk level of the person or customer participating in
the transaction or official act.
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Upon application of the due diligence measures specified in clauses an obligated person has
the right to rely on information received by the obligated person in a format which can be
reproduced in writing from a credit institution registered in the Estonian commercial register
or from a branch of a foreign credit institution or from a credit institution which has been
registered or whose place of business is in a contracting state of the European Economic Area
or a third country where requirements, equal to those provided in this Act, are in force.
Politically Exposed Person (PEP)
(1) A politically exposed person is a natural person who performs or has performed
prominent public functions, their family members and close associates. A person who,
by the date of entry into a transaction, has not performed any prominent public
functions for at least a year, or the family members or close associates of such a
person is not considered politically exposed person.
(2) For the purposes of this Act, a person performing prominent public functions is:
1) a head of state, head of government, minister, and deputy or assistant minister;
2) a member of parliament;
3) a judge of a supreme, constitutional or another court, the judgments of which can
be appealed to in only exceptional circumstances;
4) a member of the supervisory board of a state audit institution or central bank;
5) an ambassador, chargé d'affaires and senior officer of the Defence Forces;
6) a member of a directing, supervisory or administrative body of a state company.
(3) The provisions of clauses (2) 1)-5) includes positions of the European Union and other
international organisations.
(4) A family member of a person performing prominent public functions is:
• his or her spouse;
• a partner equal to a spouse under the law of the person’s country of residence or
a person who at the date of entry into the transaction had shared the household
with the person for no less than a year;
• his or her children and their spouses or partners within the meaning of clause 2);
• his or her parent.
(5) A close associate of a person performing prominent public functions is:
• a natural person who has a close business relationship with a person performing
prominent public functions or with whom a person performing prominent public
functions is the joint beneficial owner of a legal person or contractual legal
arrangement;
• a person who as a beneficial owner has full ownership of a legal person or
contractual legal arrangement, which has in fact been founded for the benefit of
the person performing prominent public functions.
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(1) A beneficial owner is a natural person who, taking advantage of his or her influence,
exercises final control and in whose interests or favour or on whose account a transaction or
act is performed. A beneficial owner is a natural person who has, or exercises final control
over management of a company:
1) by having over 25 percent of shares or voting rights through direct or indirect
shareholding or control, including in the form of bearer shares (not in scope for publicly
listed companies)
2) otherwise exercising control over management of a legal person.
(2) A beneficial owner is also a natural person who, to the extent of no less than 25 percent
determined beforehand, is a beneficiary of a legal person or civil law partnership or another
contractual legal arrangement, which administers or distributes property, or who exercises
control over the property of a legal person, civil law partnership or another contractual legal
arrangement to the extent of no less than 25 percent.
(3) A beneficial owner is also a natural person who, to an extent not determined beforehand,
is a beneficiary of a legal person or civil law partnership or another contractual legal
arrangement, which administers or distributes property, and in whose interests a legal person,
civil law partnership or another contractual legal arrangement is set up or operates.

PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
Conditions of application of simplified due diligence measures
(1) An obligated person may apply simplified due diligence measures if a person or
customer participating in a transaction entered into, in economic or professional activities, or
in an official act is:
1) a legal person governed by public law founded in Estonia;
2) a governmental authority or another authority performing public functions in
Estonia or a contracting state of the European Economic Area;
3) an authority of the European Community;
4) a company of a contracting state of the European Economic Area or a third
country, which is subject to requirements equal to those provided for in this Act and
whose securities are traded in a regulated securities market in one or several
contracting states of the European Economic Area;
5) a credit or financial institution, located in a contracting state of the European
Economic Area or a third country, which in the country of location is subject to
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requirements equal to those provided for in this Act and the performance of which is
subject to state supervision.
(2) An obligated person may apply the simplified due diligence measures with regard to the
beneficial owners of an official account opened by a public notary or bailiff of a contracting
state of the European Economic Area or third country, provided that the official account is
subject to due diligence measures which are in compliance with the international standards
for prevention of money laundering and terrorist financing, state supervision is exercised over
adherence to these requirements and the public notary or bailiff has and preserves
information about the identity of the beneficial owner.
(3) An insurer or insurance broker may apply simplified due diligence measures if:
• a life assurance contract is made whereby the annual assurance premium does not
exceed EUR 1000 or a single premium does not exceed EUR 2 500;
• a pension insurance contract is made which does not provide for the right of
withdrawal or cancellation and which cannot be used as loan collateral;
• a transaction is entered into in the framework of a superannuated pension scheme
or another scheme allowing for such pension benefits whereby insurance premium
is debited from wages and the terms and conditions of the pension scheme do not
allow for assignment of the rights of a participant in the scheme.
(4) An obligated person may apply simplified due diligence measures in a transaction if:
• a written contract has been entered into with a customer for an indefinite period;
• a payment is made through the account of a person or customer participating in a
transaction, which has been opened in a credit institution or the branch of a
foreign credit institution registered in the Estonian commercial register or in a
credit institution which has been registered or has its place of business in a
contracting state of the European Economic Area or in a country where
requirements equal to those provided for in this Act are in force;
• the obligated person has established, by rules of internal procedure beforehand,
that the annual total value of performance of financial obligations arising from
transactions of such type does not exceed the maximum limit of 200,000 kroons.
(5) The criteria of the low risk of money laundering or terrorist financing with regard to
certain persons or transactions, in the case of which simplified due diligence measures may be
applied, shall be established by the Minister of Finance.
(6) e-money institution may apply simplified due diligence measures if e-money device does
not enable re-adding of funds and the sum added to e-money device does not exceed EUR
250.
Enhanced due diligence measures apply if:
(1) high risk of money laundering or terrorist financing derives from the situation;
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(2) a person or customer participating in a transaction or official act performed in
economic or professional activities has been identified and verified without being
present at the same place as the person or customer;
(3) upon identification or verification of a person, suspicion arises out of the truthfulness
of the data or authenticity of the documents submitted, or that the beneficial owner(s)
has/have not been identified;
(4) a person or customer participating in a transaction is a politically exposed person.
(5) In the events specified in subsections (1) and (2) an obligated person shall apply at
least one of the following enhanced due diligence measures:
• identification and verification of a person on the basis of additional documents,
data or information, which originates from a reliable and independent source, or
a credit institution, or the branch of a credit institution registered in the Estonian
commercial register; or a credit institution, which has been registered or has its
place of business in a contracting state of the European Economic Area, or in a
country where requirements equal to this Act are in force, and if, in such a credit
institution the person has been identified while being present in the same place as
the person;
• application of additional measures for the purpose of verifying the authenticity
of documents and the data contained therein, among other things, demanding
that they be officially authenticated or confirmation of the correctness of the data
by the credit institution specified in clause 1), which issued the document;
• making the first payment relating to a transaction through an account, opened in
the name of a person or customer participating in the transaction in a credit
institution which has its place of business in a contracting state of the European
Economic Area, or in a country where requirements equal to those provided for in
this Act are in force.
(6) In the events specified in subsections (1) and (2) an obligated person shall apply the
due diligence measures specified in clause 13 (1) 5) more frequently than usual.
(7) An obligated person is responsible for proper application of due diligence measures.
Customer enhanced due diligence represents a set of risk-based activities, that are
performed in addition to customer due diligence in order to identify beneficiary owner (BO),
to verify, that a person, that has been indicated as BO is a real customer’s BO.
EXISTING GUIDELINES FOR THE BANKING INDUSTRY
Estonian Banking Association has adopted the following non-binding guidelines:
1.

Additional Recommended Measures of EBA in order to Prevent Money Laundering
in Credit Institutions. These additional measures include more detailed instructions
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for banks to require additional documentation and information when opening a new
account or performing transactions (2001).
2.

Additional Recommended Measures of EBA to Credit Institutions in Relations with
Foreign Legal Persons to Improve Prevention of Money Laundering. These
additional measures include more detailed instructions for banks (documents -form
and language- and data required upon conclusion of settlement agreements, special
clauses for acceptance and treatment of the documents and additional restrictions) in
relations with foreign legal persons, special attention to those, who have been
founded in off-shore regions (2002).

3.

Indicators of Suspicious Transactions. This document includes a classification of
indicators upon opening of account, performing of transactions and analysis of
transactions (2002). The criteria have been amended several times according to the
adoption of new requirements by the regulators.

4.

Standard Information Sheet on the origin of assets of the customer (2004).

5.

Standard Information Sheet on the information of an Estonian resident individual
while entering into a settlement contract with a bank (2003).

6.

Standard Information Sheet on the information of an Estonian non- resident
individual while entering into a settlement contract with a bank (2003).

Although the guidelines are non-compulsory, all the member banks have declared using them
as a basis while preparing their internal rules.
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc.)
Trends of money laundering:
• Acquiring of assets using loan or leasing financing on basis of forged information
and/or sleeping companies;
• Transactions from Russia are exchanged for USD or EUR and transported back in
cash;
• Takeover of companies using forgery and transaction of assets using fictive bills;
• Sleeping companies specialized on issuing fictive invoices, laundering of assets
earned with tax fraud.
Top reasons for informing FIU
• One big or several smaller cash withdrawals from ATM network.
• One big or several smaller cash withdrawals from branches when not fitting
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customers’ profile.
Suspicion of dummy.
One big or several smaller transfers to account.
Customer cannot explain the reason for ordered services.
One extraordinary transaction not fitting customers’ profile.

PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
The feedback from the FIU could be used in order to find latest development and methods of
money laundering and terrorist financing. That would allow appropriate change settings for
monitoring systems and detect possible additional money laundering and terrorist financing
cases.
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
Credit and financial institutions and other parties subject to the Money Laundering Prevention
Act, their employees and persons who have acted on their behalf, are not liable for any loss
suffered by the client as a result of their not executing the transaction or not executing the
transaction in time following notification made to the Money Laundering Information Bureau
(MLIB) of suspected money laundering.
No manager, employee or other person may be accused of a breach of the obligation of
confidentiality, either under law or contractually, on the basis of data disclosed to the MLIB.
CONSERVATION OF RECORDS AND DOCUMENTS
A person shall preserve the original copies or copies of the documents, which serve as the
basis for identification and verification of a person, and the documents serving as the basis
for establishment of a business relationship no less than five years after termination of the
business relationship.
An obligated person shall preserve the documents prepared with regard to a transaction on
any data medium, and the documents and data serving as the basis for the notification
obligations, for no less than five years after entry into the transaction or performance of the
notification obligation.
A person shall preserve the documents and data specified in sections in a manner which
allows for a full and immediate reply to enquiries received from the Financial Intelligence
Unit (FIU) or other investigative bodies, or a court pursuant to legislation.
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STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
Numerous training courses to an AML specialist of covered entities including exams of teh
Association of Certified Anti-Money Laundering Specialists (ACAMS); internal training of
employees; yearly training visits of AML specialists of Estonian banks to partner Banking
associations on Europe International cooperation; and knowledge exchange conducted by
Estonian Banking Association has produced guidelines for banks on additional measures to
combat money laundering.
Estonian Banking Association and Ministry of Finance have published 2 issues of customer
booklets in Estonian, Russian, and English, available in bank branches, leasing companies etc.
Communication took place through media, last active period during implementation of new
Money Laundering and Terrorist Financing Prevention Act.
The Estonian Banking Association, the Association of Latvian Commercial Banks and the
Association of Lithuanian Banks with participation of the U.S. Department of the Treasury,
hosted a two-day multinational AML/CFT conference with more than 100 participants from
financial institutions of Baltic States in Tallinn at 2009.
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ANTI-MONEY LAUNDERING /CTF LEGISLATION
The anti-money laundering legislation is as follows:
• Monetary and Financial Code: articles L 561-1 and the following articles, and articles
R561-1 and the following articles;
• Tax instruction 13 L-7-10 of 26th July 2010;
• Decree n° 2010-662 of 16th June 2010;
• Decree n° 2010-363 of 8th April 2010;
• Instruction n° 2010-07 of 2nd April 2010 of Commission Bancaire;
• Decree n° 2010-22 of 7th January 2010;
• Order of 12th November 2009;
• Order of 29th October 2009;
• Decree n° 2009-1087 of 2nd September 2009;
• Order of 2nd September 2009;
• Decree n° 2009-874 of 16th July 2009;
• Ordinance n° 2009-865 of 15th July 2009;
• Ordinance n° 2009-104 of 30th January 2009;
• Ordinance n° 2009-103 of 30th January 2009;
• Ordinance n° 2009-102 of 30th January 2009;
• Decision CNIL (body in charge of the control of the personal data protection) n°
2007-060;
• Decree n° 2007-545 of 11th April 2007related to freezing of funds;
• Ministerial order of 21st July 2006 containing the list of equivalent counties;
• Decree n° 2006-736 of 26nd July 2006;
• Act n° 2006-64 of 23rdJanuary 2006;
• Decision CNIL n° 2005-297 of 1st December 2005;
• Act n° 2004-204 of 9th March 2004;
• Act n° 2003-706 of 1st August 2003;
• Decree n° 2001-875 of 25th September 2001;
• Act n° 2001-420 of 15th May 2001;
• CRBF order n° 2002-01 of 18th April 2002;
• Instruction n° 2000-09 of 18th October 2000 of Commission Bancaire;
• Act n° 96-392 of 13th May 1996;
• CRBF order n° 91-07 of 15th February 1991;
• Decree n° 91-160 of 13th February 1991;
• Act n° 90-614 of 12th July 1990.
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PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
OF THE DIRECTIVE
Article L 562-8 of the Monetary and Financial Code provides for amounts or transactions for
which the required reports have been made, proceedings on the grounds of breach of
professional secrecy (articles 226-13 and 226-14 of the Penal Code) cannot be brought
against the directors and employees of the financial institution or against the other persons
mentioned in the legislation who made the reports in good faith.
It also specifies that no action for damages in civil proceedings can be taken, nor any
professional sanction be imposed on a financial institution, its directors or employees or on
any of the persons mentioned in the legislation who made the required reports in good faith.
If any loss results directly from these reports, the State assumes liability for the loss suffered.
These provisions apply even if no proof is given of the criminal nature of the acts on which the
report is based; and, if a court terminates proceedings or discharges or acquits the accused.

When the transaction has been executed after a report sent to the French Financial Intelligence
Unit (TRACFIN, Traitement du renseignement et action contre les circuits financiers clandestins)
that does not raise any objection from the FIU, and, unless there is fraudulent collaboration
with the owner of the funds or the principal actor of the transaction, the financial institution has
no liability, and its directors or employees cannot be prosecuted on these grounds by
application of articles 222-34 to 222-41 (drug trafficking), 321-1, 2, and 3 (offence of
handling stolen goods or concealing objects obtained through crime) and 324-1 (offence of
money laundering) of the Penal Code. The other persons subject to the suspicious transaction
reporting obligation also have no liability.

In the event of a serious lack of due care or any failure in its internal control procedures, a
credit institution may be subject to sanctions imposed by the Banking Commission (warning,
fine, etc.). However, these are professional, not penal sanctions:
• the fact of the executives or agents of financial institutions or the other persons referred to
in Article L. 561-2, with the exception of legal counsel and other legal professionals of the
Conseil d'Etat and of the Court of Cassation, informing the owner of the sums or the initiator
of one of the transactions referred to in Article L. 561-15 of the existence of the declaration
made to TRACFIN, or divulging information concerning the likely consequences thereof shall
incur a fine of €22,500.
• the fact of any executive or employee of a financial entity or person referred to in Article
L. 561-2, or any person against whom a freezing or prohibition measure is applied, eluding
the obligations resulting there from, or impeding implementation thereof, shall incur the
penalties imposed by Article 459 of the Customs’ Code (five years imprisonment and fine of
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up to the double of the value of the infraction for the individual and five time more for a
legal entity).
• When, as a result of either a serious lack of diligence or a failure in the organisation of its
internal verification procedures, a financial entity or a person referred to in Article L.561-2
has failed to meet the obligations imposed on them, the authority, having disciplinary powers,
may act automatically, as provided for in the professional or administrative rules.

CENTRAL AUTHORITY FOR REPORTING
The central authority for reporting is called “Traitement du renseignement et action contre les
circuits financiers clandestins” (TRACFIN) placed under the auspices of two ministers, the
Minister of the Economy, Finance and Industry as well as the Minister for the Budget, Public
Expenditure, the Civil Service and the Reform of the State.
PERSONS RESPONSIBLE FOR REPORTING
There is a designated correspondent in each bank or group of banks. However, any financial
institution staff may report to TRACFIN in case of an exceptional situation, or in case of an
emergency, and as soon as possible, inform the designated correspondent who will confirm
the reporting.
BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
The following entities are bound by the obligations in connection with the fight against
money-laundering and the financing of terrorism (article L. 561-2 of France’s “Code
monétaire et financier” [financial and monetary laws]):
Financial bodies (companies in the banking sector, Banque de France, insurance companies,
insurance brokers, investment companies, bureaux de change, payment establishments, etc.);
Health insurance, complementary health insurance and other life insurance companies;
Real-estate agents and other persons involved in real-estate transactions;
The legal representatives and senior managers of gambling or betting operators, casinos,
gambling circles or operators of online gambling sites;
People involved in the trade in or the sale of precious stones, precious materials, antiques
and works of art;
Companies involved in inter-company financing operations and the issuing of purchase
vouchers;
Accountants and Statutory Auditors;
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Lawyers registered with the Conseil d’Etat and the Supreme Court, lawyers and attorneys
registered with the appeals courts, notaries, court bailiffs, receivers, court-appointed
administrators and court-appointed auctioneers;
Public auction houses;
Persons involved in company domiciliation;
Sports’ agents.
Moreover, any persons other than those mentioned above, who, in the course of exercising
their trade, undertake, supervise or provide advice on operations involving movements of
capital, must declare to the State Prosecutor any operations of which they are aware that
involve monies which they know originate from an offence punishable by deprivation of
liberty of more than one year or from tax evasion or are designed to contribute to the
financing of terrorism (article L. 561-1 of France’s “Code monétaire et financier”).
PREDICATE OFFENCES COVERED
The reporting obligations apply to the monies (moneys) or to the operations involving monies
which the persons, bound by the obligations, know, suspect or have good reason to suspect,
originate from an offence punishable by deprivation of liberty of more than one year or
from tax evasion or are designed to contribute to the financing of terrorism.
(Article L. 561-15 of France’s Code monétaire et financier)
IDENTIFICATION
Definition (e.g.: PEPs, beneficial owner, thresholds…)
Politically Exposed Person:
A politically exposed person is defined as a person residing in a country other than France,
and holding or having held for less than a year before, one of the following positions:
Head of State, head of government, member of a national government or of the European
Commission;
Member of a national parliamentary assembly or of the European Parliament;
Member of a Supreme Court, a constitutional court or another high court whose rulings cannot
be appealed, save in the case of exceptional circumstances;
Member of an Audit Commission;
Head or member of the governing body of a Central Bank;
Ambassador, attaché, consul general or career consul;
General or senior officer in command of an army;
Member of an administration, management or supervisory body of a public corporation;
Head of a public international institution created by a treaty.
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The family members and any persons who are closely linked to a client who meet the above
criteria must also be considered as politically exposed persons:
The spouse or co-habitee;
The partner tied by a civil pact of solidarity or by a civil partnership agreement registered
under a foreign law;
The first degree descendants, ancestors, and relatives in direct line, as well as their spouses,
partners linked by a civil pact of solidarity or by a partnership agreement registered under
a foreign law;
Any natural person identified as being the effective beneficiary of a legal person jointly with
the client;
Any natural person known to have a close business relationship with this client.
(Articles L. 561-10 and R. 561-18 of France’s “Code monétaire et financier”)
Effective beneficiary:
An effective beneficiary is the person who directly or indirectly controls the client or the
person for whom a transaction or an activity is performed.
If the client is a company, the effective beneficiary of the operation is/are the natural
person(s) who either directly or indirectly hold more than 25% of the capital share or voting
rights of the company, or, who exert, by any other means, a power of control over the
governance, administration or management bodies of the company or over the General
Meeting of its shareholders.
If the client is a collective investment body, the effective beneficiary of the operation is/are
the natural person(s) who either directly or indirectly hold(s) more than 25% of the shares or
units in the body in, or who exert(s) a power of control over the administration or
management bodies of the collective investment body or, where applicable, of the
management company or of the portfolio management company which represent it.
If the client is a legal person who is neither a company nor a collective investment body, or if
the client is operating through a trust or any other comparable legal procedure under a
foreign law, the effective beneficiary of the operation is/are the natural person(s) who meet
one of the following criteria:
- they are due to become the holders of rights covering at least 25% of the property of the
legal person or of the property transferred to the trust or to any other comparable legal
procedure under a foreign law, pursuant to a legal deed which designated them to that end;
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- they belong to a group in whose main interest the legal person, the trust or any other
comparable legal procedure under a foreign law was formed or produces its effects, if, the
natural persons who are its beneficiaries, have not yet been designated;
- they hold rights covering at least 25% of the property of the legal person, the trust or any
other comparable legal procedure under a foreign law;
- they are the settler, trustee or beneficiary.
(Articles R. 561-1, R. 561-2 et R. 561-3 of France’s “Code monétaire et financier”)

Identification threshold amount
Prior to entering into a business relationship, financial bodies must identify their client as well
as, where applicable, the beneficial owner of the operations, and must check the
identification elements of the latter.
However, when it comes to occasional clients, which are defined as any person who contacts a
financial body for the sole purpose of preparing or carrying out an ad-hoc operation or
securing assistance with the preparation or completion of such an operation, and in the
absence of suspicions that the operation may be destined for money laundering or the
financing of terrorism, such an identification is not necessary if:
•

the sum total involved in the operation or any related operations does not
exceed €15,000 , as far as the financial bodies are concerned, with the
exception of manual changers;

•

the sum total involved in the operation or any related operations does not
exceed €8,000 , in the case of manual changers.

This exception does not apply to operations involving transfers of funds and custodianship of
assets.
(Article R. 561-10 of France’s “Code monétaire et financier”)

Identification at a distance (non-face to face)
If the client or its legal representatives is/are not physically present, the financial bodies must
strengthen their identification measures by implementing one of the following additional
measures, or two of these measures in case of the opening of an account (articles L. 561-10
and R. 561-20 of France’s “Code monétaire et financier”):
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1. secure the additional elements of evidence required in order to confirm the identity of
the client;
2. implement measures to verify and certify the copy of the credentials by an
independent third party;
3. request that the first payment take place from, or to an account opened in the name
of the client with a financial body based in a Member State of the European Union,
or in a State which is a party to the European Economic Area treaty;
4. obtain confirmation of the identity of the client from a financial body based in a
Member State of the European Union or in a State which is a party to the European
Economic Area treaty or in another country which imposes equivalent obligations in
terms of combating money-laundering and the financing of terrorism.
Outsourcing of identification to third parties
Third-party introduction
Conditions governing the use of a third party introducer
I) The third party introducer must be a financial body, an accountant or an attorney.
II) The third party introducer’s registered headquarters must be based in France, in anEU
Member State or in a country which imposes equivalent obligations in terms of
combating money-laundering and the financing of terrorist activities.
III) The requisite elements of information concerning the identity of the client as well as,
where applicable, that of the beneficial owner, and the purpose and nature of the
business relationship must be provided for the person who is bound by the obligation
prior to the start of the business relationship.
IV) The copy of the identification documents of the client and, where applicable, of the
effective beneficiary, as well as any document required to accomplish the diligence
must be transmitted immediately on request.
V) The person who is bound by the obligation remains liable for compliance with its
obligations.
Conditions linked to the disclosure of information as part of a third party introduction
The third party recipient must be bound by obligations of professional secrecy equivalent to
those by which the third party introducer is bound.
The processing of personal data by the third party recipient must ensure a sufficient level of
protection of privacy; a) it must be based in a country which guarantees this level of
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protection; b) Member States of the EU, and countries recognised by the European
Commission as “adequate” in this respect.

Risk-assessment approach
Even if the third party appears to meet the conditions to qualify as a third party introducer, a
risk-assessment approach must be conducted in order to validate its selection; this involves an
assessment based on:
• the reports issued by the national and international authorities in charge of combating
money laundering and the financing of terrorism;
•

the information available concerning the country where the third party introducer is
based, even if it is a Member State of the EU;

•

the nature of the activity of the third party and any public sanctions which may have
been imposed upon it;

•

the nature and the purpose of the business relationship to be entered into with the
client.

If the third party introducer is part of a group
A financial body belonging to a group can be considered as meeting the conditions required
to be a third party introducer for the other entities of the Group under the following
conditions:
•

the Group must apply measures of vigilance towards its clients which comply with the
regulations against money laundering and the financing of terrorism;

•

systems for the assessment and risk management of money laundering and the
financing of terrorism have been implemented at Group level;

•

the effective implementation of the abovementioned measures and systems is subject
to consolidated audit or to additional monitoring by the ACP;

•

the financial body does not encounter any obstacles in applying procedures against
money laundering and the financing of terrorism in keeping with those of the group;

•

the financial body is based in France, in an EU Member State or in another,
equivalent country.

(Article L. 561-7 of France’s “Code monétaire et financier” and ACP? guidelines on third
party introduction – March 2011).
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From the point of view of the rules against money laundering and the financing of terrorism,
services outsourced to a third party are considered as being performed by the financial
body itself and must be performed in accordance with the obligations laid down by the rules
against money laundering and the financing of terrorism that are incumbent upon it
personally.
The terms and conditions applicable to outsourcing are mentioned in articles 37-1-1 and 372 of CRBF rule no. 97-02 dated 21 February 1997 (which have since been modified).
Means of identification
Before opening an account, financial organisations must check the identity of their customer,
using documentary evidence.
• Natural persons: an official identification document with a photo of the person concerned.
• Legal persons: the original or a certified copy of any act or extract from an official
commercial register showing the name, legal form, and head office together with the powers
of persons acting on behalf of the company.
• Natural or legal persons acting for the account of a third person: they must ascertain the
real identity of the persons on whose behalf an account is being opened or an operation is
being performed when they suspect that the persons opening an account, or initiating an
operation, are not acting on their own behalf. They can rely on any document which they feel
appropriate.
(Articles L. 561-5 and R. 561-5 of France’s “Code monétaire et financier”)
Moreover, before entering into a business relationship with a client, financial bodies must
gather all useful information concerning the purpose and the nature of this relationship and
any other relevant information about the client. The knowledge of the client must be updated
throughout the duration of the business relationship.
(Article L. 561-6 of France’s “Code monétaire et financier”)
Source of information (e.g.: public register for the identification of beneficial owner).
The French AML legislation does not impose any means for checking the identification of the
beneficial owner, and therefore, the financial institution may use any document subject to
personal data protection and banking secrecy laws.
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PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
Banks have obligations of vigilance such as:
• obligation to monitor specific transactions over €150,000 which have unusually
complex conditions and do not seem to have any economic justification or lawful
purpose; banks must ask the customer to provide information about the transaction’s
characteristics and record these in writing;
• Act n°. 93-122 of 29 July 1993, amending the Act of 12 July 1990; sSuspicious
transaction reports are extended to cover amounts and transactions that appear to
be derived from the activities of criminal organisations;
• Act n°. 2001-420 of 15 May 2001; this Act imposes new obligations on financial
institutions in addition to the existing suspicious transaction reporting obligation; the
following must be reported automatically to TRACFIN;
◊ any transaction where the identity of the principal or beneficiary remains
doubtful despite the identity checks that financial institutions have carried out;
◊ any transaction involving a foundation (and in particular a trust) where the
identity of the principal or beneficiaries is unknown;
◊ transactions of a certain amount, carried out in certain countries or
territories, whose legislation or practices are considered by the FATF as
insufficient or an obstacle to combating money laundering; these reporting
obligations are specified on a case-by-case basis, by decree (the first decree
to be adopted on the basis of this provision was decree n°2002-145 of 7
February 2002, which made it obligatory for financial institutions to report to
TRACFIN any transactions carried out on behalf of a customer or a customer’s
principal to an amount greater than €8,000, with persons resident, registered
or established in Nauru; a second decree n° 2003 – 1195 of 15 December
2003 set up the same obligations for Myanmar);
• the Act of 15 May 2001 also amended the scope of the suspicious transaction
report, which now covers amounts and transactions that “may” (instead of “appear to”)
be derived from drug trafficking or “organised criminal activity” (instead of “the
activities of criminal organisations”); these new expressions significantly extend the
scope of the suspicious transaction report insofar as;
◊ with regard to the first, a report must now be filed if there is a mere doubt
about the possibility of drug trafficking or organised criminal activity, even in
the absence of specific or conclusive evidence;
◊ with regard to the second, the aim now is for the law to take into account
criminal behaviour rather than criminal structures;
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• the Act n° 2004 – 130 of 11 February 2004 extends the scope of the suspicious
transactions’ report to amount and transaction that could be derived from fraud
against the European Communities’ financial interests and corruption; this Act also
extends the obligation to report suspicious transactions to lawyers, notaries, and other
independent legal professionals;
• the Act n° 2004 – 204 extends the scope of the suspicious transactions report to
amount and transactions that could contribute to terrorism financing;
• the Regulation n°. 2002-01 of 18 April 2002 relating to obligations of vigilance
with regard to cheques for the purpose of combating money laundering imposes
specific obligations on banks with regard to cheque monitoring.

EXISTING GUIDELINES FOR THE BANKING INDUSTRY
• ACP Guidelines on third introduction of March 2011;
• ACP Guidelines on data sharing of March 2011;
• ACP – TRACFIN Guidelines on SAR of 21st June 2010;
• AMF Guidelines on AML legislation of 15th March 2010;
• AMF – TRACFIN Guidelines on SAR of 15th March 2010;
• Commission bancaire Guidelines on PEPs of 29th January 2010.
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc)
There is limited provision for feedback from TRACFIN. TRACFIN centralises the intelligence
gathering and analyses the information. It forwards the information, if necessary, to the legal
authorities and informs the notifying party that this has been done. It is then subject to the
official secrecy covering all legal proceedings.
PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
The information passed on to TRACFIN in this connection cannot be used for any purpose
other than combating the laundering of money derived from drug trafficking, organized
criminal activity, fraud against the European Communities’ financial interests, corruption or
that which could contribute to Terrorism Financing.
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PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
Article L 562-8 of the Monetary and Financial Code provides that, for amounts or
transactions for which the required reports have been made, proceedings on the grounds of
breach of professional secrecy (articles 226-13 and 226-14 of the Penal Code) cannot be
brought against the directors and employees of the financial institution or against the other
persons mentioned in the legislation who made the reports in good faith.
It also specifies that no action for damages in civil proceedings can be taken, nor any
professional sanction imposed on a financial institution, its directors or employees, or on any
of the persons mentioned in the legislation who made the required reports in good faith. If
any loss results directly from these reports, the State assumes liability for the loss suffered.
These provisions apply even if no proof is given of the criminal nature of the acts on which the
report is based, and also if a court terminates proceedings or discharges or acquits the
accused.
When the transaction has been executed after a report has been made, in accordance with
TRACFIN’s instructions, and unless there is fraudulent collaboration with the owner of the funds
or the principal actor of the transaction, the financial institution has no liability, and its
directors or employees cannot be prosecuted on these grounds by application of articles
222-34 to 222-41 (drug trafficking), 321-1, 2, and 3 (offence of handling stolen goods or
concealing objects obtained through crime) and 324-1 (offence of money laundering) of the
Penal Code. The other persons subject to the suspicious transaction reporting obligation also
have no liability.
In the event of a serious lack of due care or any failure in its internal control procedures, a
credit institution may be subject to sanctions imposed by the Banking Commission (warning,
fine, etc.). However, these are professional, not penal sanctions.
CONSERVATION OF RECORDS AND DOCUMENTS
Financial bodies must keep all documents concerning the identity of their habitual or
occasional clients for five years as of the close of their accounts or the termination of their
relationship with these clients. They must also keep any documents concerning the operations
performed by their clients for a period of five years as of the performance of these
obligations.
(Article L. 561-12 of France’s “Code monétaire et financier”)
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
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In 2003 the French Banking Federation launched a system of awareness and training with
regard to combating money laundering, aimed at the entire banking profession. In 2004, 73
financial institutions and 216,000 bank employees benefited from this tool to fight against
money laundering. This training module was entirely reviewed and updated in 2010 by the
training centre of the banking profession.
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ANTI-MONEY LAUNDERING /CTF LEGISLATION
The German Money Laundering Act (Geldwäschegesetz -GwG) came into force on 29
November 1993. It was introduced in the course of the implementation of the first EU AML
Directive. The German Money Laundering Act was complemented by a new provision in the
Criminal Code imposing criminal sanctions on natural persons who, knowingly or grossly
negligent, participate in money laundering.
Since this date, there have been three major amendments: the first major amendments
followed by the Act on Improving Measures to Combat Organised Crime of 4 May 1998.
Further significant changes were then brought about in 2002 by the Act against Money
Laundering and Terrorist Financing of 8 August 2002, which implemented, inter alia, the
second EU AML Directive.
The most comprehensive changes to the German legal AML framework were recently brought
about by the law implementing the third EU AML Directive and the directive on implementing
measures, the Supplemental Money Laundering Act, which came into force on 21 August
2008. This Act effectively replaced the existing German Money Laundering Act with a
completely amended version, and included a number of additional new provisions in the
German Banking Act concerning bank specific AML obligations, which were amended 2010 /
2011.
PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
OF THE DIRECTIVE
Administrative offences are deemed to have been committed and fines may be imposed for
failure to comply, or to comply correctly, with the German Money Laundering Act or the AML
provision of the German Banking Act.
Natural persons can also be subject to criminal sanctions (fines and/or imprisonment) in
accordance with Section 261 of the Criminal Code (Strafgesetzbuch/StGB).
CENTRAL AUTHORITY FOR REPORTING
Suspicious transaction reports (STR) have to be filed with the competent prosecution
authorities. As a consequence of Germany’s federal structure these are the prosecution
authorities of the federal states. However, a copy of each STR has to be sent to the Federal
Office of Criminal Investigation (Bundeskriminalamt/BKA), where a Central Unit for suspicious
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transaction reports (Financial Intelligence Unit - FIU) has been set up as a consequence of the
2002 amendments of the German Money Laundering Act.
PERSONS RESPONSIBLE FOR REPORTING
The obligation to file an STR lies upon the entities/institutions covered by the AML obligations
of the German Money Laundering Act.
BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
Following the amendments the Money Laundering Act now covers:
o credit institutions, financial services institutions and financial enterprises as defined by
Section 1 of the German Banking Act (i.e. providers of financial services in a broad
sense); branches of foreign financial institutions are covered as well;
o insurance companies which offer life insurance policies and/or accident insurance;
policies with premium redemption(for most of the obligations, insurance brokers are
deemed to be insurance companies);
o insurance intermediaries, lawyers, legal advisers who are members of a chamber of
lawyers, patent lawyers and notaries when they work towards the planning or
execution of specific financial transactions for their clients;
o qualified auditors, certified accountants, tax consultants and agents in tax matters;
o real estate brokers;
o gambling casinos;
o bullion dealers;
o auctioneers;
o other natural or legal persons carrying out a business or a trade, as well as persons
who administer another person’s assets against payment for the fulfilment of their
administrative duties; also persons acting on behalf of those enterprises.
PREDICATE OFFENCES COVERED
The Money Laundering Act covers not only drug-related offences but also all serious crime
pursuant to Section 261 StGB as well as all crimes related to the financing of terrorists.
Serious tax-related crimes are also included.
IDENTIFICATION
a.

Definition (e.g.: PEPs, beneficial owner, thresholds…
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The new German Money Laundering Act has implemented the definitions of the third EU AML
Directive directly or, in the case of PEP, refers to the directive on implementing measures.
However, the understanding and practical implementation of these definitions is subject to a
guidance by the banking industry. An amended Update is planned for 2011.
The German Money Laundering Act has implemented the general threshold of € 15.000 as
regards the customer due diligence (cdd) obligations in relation to transactions outside an
existing business relationship. However, the AML provisions in the German Banking Act sets
out a stricter threshold of € 2.500 with regard to all currency/foreign exchange transactions.
CDD obligations are always to be attended, if there is a non-account based “cross-border
money transfer”.
b.

Identification threshold amount

See above.
c.

Identification at a distance (non face to face)

The German Money Laundering Act contains a provision implementing Art. 13 section 2 of the
third EU AML Directive allowing the non-face to face acceptance of customers subject to
certain requirements regarding the identification of these customers.
d.

Outsourcing of identification to third parties

In accordance with the third EU AML Directive, certain institutions (i.e. other banks, insurance
firms, public notaries situated in the EU, or countries conforming to equivalent requirements
can be relied upon for the performance of the cdd requirements. Furthermore, other third
parties may be relied upon if contractual arrangements are in place covering the relevant
cdd requirements. The “PostIdent”-procedure is accepted by the supervisory authority to
conform to the existing legal requirements and can thus be relied upon.
e.

Means of identification
• Natural persons
For the purpose of verification of the identifying principle, only qualified identity
documentation conforming to the relevant requirements of the German Passport Act,
such as the official identity card or passport, can be relied upon.
• Legal persons
Extracts from official registers (Commercial Register, association register etc.)
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Source of information (e.g.: public register for the identification of beneficial owner)

Official registers can be relied upon for identification purposes as regards legal persons (see
above). The most important are the commercial register, the register of association, the
register of cooperatives and the land/home charge register.
PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
The AML provisions in the German Banking Act set out detailed requirements to be met by
products which can be considered as low risk within the meaning of the directive on
implementing measures. No individual class of product is named as such. In accordance with
the third EU AML Directive, PEP, non-face to face acceptance of customers and correspondent
banking are considered as high risk.
EXISTING GUIDELINES TO THE BANKING INDUSTRY
The German Banking Industry Committee (Zentraler Kreditausschuss / ZKA) has developed
guidelines for the interpretation and implementation of the German AML legal framework.
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc)
There is no general feedback obligation for the authorities receiving STR. However, the
German FIU regularly issues a newsletter with information on trends and cases.
PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
The Money Laundering Act provides for the information collected, to be used for prosecuting
criminal offences mentioned in Section 261 StGB. Furthermore, the information provided with
an STR, may be used for prosecuting other serious crimes. Public prosecutors are obliged to
give the information they have at their disposal to the tax authorities when information
obtained in connection with criminal proceedings is believed to be valuable for an action by
the tax authorities. In this case, the information may be used for tax proceedings and for the
criminal prosecution of tax offences.
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
There are no specific provisions on the protection of employees. However, the entity or
natural person filing an STR cannot be held liable for the consequences of an erroneous STR,
unless the reporting entity/person has acted intentionally or grossly negligent.
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CONSERVATION OF RECORDS AND DOCUMENTS
a) Duration

Records have to be kept for 5 years (counting from the end of the calendar year in which the
customer relationship ends) to which the information relates. For transactions outside a
customer relationship, the year in which the information was obtained.
b) Means of conservation
Records may be stored electronically.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
Information about money laundering is exchanged in some forums. There is a high level AML
working group comprising the Ministry of Finance, the Federal Financial Supervisory Authority
and the German Banking Industry Committee. There is a contact group operated by the
Ministry of the Interior and a round table with the FIU. Furthermore, there are round tables
with the Federal Financial Supervisory Authority (Bundesanstalt für Finanzdienstleistungsaufsicht/BaFin) and the associations of the banking industry.
The Association of German Banks keeps its members informed about legislative developments
and other trends. In addition, a working group within the Association offers a forum to discuss
all issues relating to money laundering. The Association regularly organises
conferences/seminars.
Banks organise their own training programmes.
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ANTI-MONEY LAUNDERING /CTF LEGISLATION
Current Greek AML/CTF legislation is included in:
•
•
•
•
•

the Act on prevention and suppression of money laundering and terrorist financing;
the Criminal Code;
the Greek Criminal Procedure Code;
the Greek Civil Code and;
EU regulations.

The Act on prevention and suppression of money laundering and terrorist financing dates
originally from 1995, implementing the first Money Laundering Directive (91/308). Due to
9/11, the following second EU Directive on Money Laundering (2001/97) and the FATF
special recommendations on terrorist financing, the AML Act was amended in 2005.
The current Act implemented the third EU Money Laundering Directive (2005/60) and FATF 40
recommendations. The Act replaced the Act from 1995 and entered into force on 5 August
2008.
The Act has been amended several times to comply with FATF recommendations (3d mutual
evaluation) and IMF-standards (Article IV consultation).

PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
OF THE DIRECTIVE
The Act states that intentional or grossly negligent violation of the provisions of the Act,
including the obligation to report suspected money laundering or financing of terrorism, is
subject to a fine, unless other provisions provide for stricter sanctions under the regulations of
the Criminal Code.
In the event of particularly gross or extensive intentional violations the penalty may be
increased to imprisonment of up to two years.
CENTRAL AUTHORITY FOR REPORTING
“Anti-Money Laundering, Counter-Terrorist Financing and Source of Funds Investigation
Authority”, established in 2011. The object of the Authority is to take and implement the
necessary measures to prevent and combat money laundering and terrorist financing, as well
as to conduct audits of source of funds’ declarations, submitted by obligated natural persons
that are mentioned in Article 1 (1) (f)-(o) of Law 3213/2003 (Government Gazette 309 A’).
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The Authority comprises three independent Units, each with its separate responsibilities, staff
and infrastructure, reporting to the President.
•

The Financial Intelligence Unit (FIU)

The FIU’s staff shall collect, investigate and evaluate suspicious transaction reports filed with
the FIU by obligated persons, as well as information transmitted to the Authority by other
public or private agencies or brought to the Authority’s attention through the mass media, the
internet or any other source, concerning business or professional transactions or activities
potentially linked to money laundering or terrorist financing. Likewise, they shall investigate
and evaluate any such information transmitted to the Authority by foreign bodies, and shall
cooperate with them for the provision of every possible assistance. The FIU shall provide
guidelines to obligated persons and the above bodies concerning the management of any
case within its scope of authority.
The FIU was established in 1996.

PERSONS RESPONSIBLE FOR REPORTING
AML Act imposes a general requirement for Credit and Financial Institutions (CIs & FIs) to
introduce internal AML controls and communication procedures to prevent transactions that
could be connected with ML or TF. These internal policies also include reporting procedures.
Article 44 of the Act sets out the obligation to designate a compliance officer.
The compliance officers shall assess any information that may lead to suspicion of ML or FT.
The information shall be kept in a special file and if there is such a suspicion, she/he shall
prepare a report and submit it to the FIU as soon as possible. If, as a result of the assessment,
she/he decides not to report the information to the FIU, she/he shall fully justify this decision
in the relevant file. Finally, CIs & FIs shall ensure that:
•
•

•

all employees know the person to whom they must report;
there is a clear and short channel of communication for reporting suspicious and/or
unusual transactions to the AML/CTF Compliance Officer; the internal AML/CTF
practice, procedures and controls shall be recorded in a manual, to be distributed to
all employees; and
there shall be a clear assignment of duties and responsibilities within the SI in order to
ensure effective management of AML/CTF policies and procedures.

BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
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The AML/CTF Act (article 5) applies to the following persons and professions:

a) credit institutions;
b) financial institutions;
c) venture capital companies;
d) companies providing business capital;
e) chartered accountants, audit firms, independent accountants and private auditors;
f) tax consultants and tax consulting firms;
g) real estate agents and related firms;
h) casino enterprises and casinos operating on ships flying the Greek flag, as well as
public or private sector enterprises, organisations and other bodies that organize
and/or conduct gambling and related agencies and agents;
i) auction houses;
j) dealers in high-value goods, only to the extent that payments are made in cash to
the amount of €15,000 or more, whether the transaction is executed in a single
operation or in several operations which appear to be linked; a joint decision of the
Minister of Economy & Finance and the Minister of Development shall lay down
criteria for classification under this category;
k) auctioneers;
l) pawnbrokers;
m) notaries and other independent legal professionals, when they participate,
whether by acting on behalf of, and for their clients, in any financial or real estate
transaction, or by assisting in the planning and execution of transactions for the client
concerning the:
i)
ii)
iii)
iv)
v)

buying and selling of real property or business entities;
managing of client money, securities or other assets;
opening or managing (management of) bank, savings or securities accounts;
organisation of contributions necessary for the creation, operation or
management of companies;
creation, operation or management of trusts, companies or similar structures;
the provision of legal advice continues to be subject to professional secrecy,
unless the lawyer or notary participates in money laundering or terrorist
financing activities or if his/her legal advice is provided for the purpose of
committing these offences or if he/she is aware that his/her client seeks
legal advice in order to commit such offences.

n) Natural or legal persons providing services to companies and trusts (trust and
company service providers) -except the persons under items j and m of this articleswhich by way of business provide any of the following services to third parties:
• forming companies or other legal persons;
• acting as or arranging for another person to act as a director or
secretary of a company, a partner of a partnership, or a similar position
in relation to other legal persons or arrangements;
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providing a registered office, business address, correspondence or
administrative address and any other related services for a company, a
partnership or any other legal person or arrangement;
acting as or arranging for another person to act as a trustee of an
express trust or a similar legal arrangement;
acting as or arranging for another person to act as a nominee
shareholder for another person other than a company listed on a
regulated market, within the meaning of Article 17, paragraph 2, point a,
hereof, that is subject to disclosure requirements in conformity with
Community legislation or subject to equivalent international standards. A
decision of the Minister of Development will specify the requirements for
the incorporation, authorization, registration and the pursuit of business or
profession referred to in this subparagraph, by natural or legal persons.

A joint decision of the Minister of Economy and Finance and the Minister of Justice may
specify further categories of obligated persons and the corresponding competent authorities.
PREDICATE OFFENCES COVERED
a.
b.
c.
d.
e.
f.
g.
h.
i.

participation in an organized criminal group (Article 187 of the Penal Code);
terrorist activities and terrorist financing (Article 187A of the Penal Code);
passive bribery (Article 235 of the Penal Code);
active bribery (Article 236 of the Penal Code);
bribery of judges (Article 237 of the Penal Code);
trafficking in human beings (Article 323A of the Penal Code);
computer fraud (Article 386A of the Penal Code);
sexual exploitation (Article 351 of the Penal Code);
the offences provided for in Articles 20, 21, 22 and 23 of Law 3459/2006
re: “Codified Law on narcotic drugs” (Government Gazette 103 A);
j. the offences provided for in Articles 15 and 17 of Law 2168/1993 re
“Weapons, ammunition, explosives etc.” (Government Gazette 147 );
k. the offences provided for in Articles 53, 54, 55, 61 and 63 of Law
3028/2002 re “Protection of antiquities and cultural heritage in general”
(Government Gazette 153 A);
l. the offences provided for in Article 8, paragraphs 1 and 3, of Legislative
Decree 181/1974 re “Protection from ionised radiation” (Government
Gazette 347 A);
m. the offences provided for in Article 87, paragraphs 5, 6, 7, and 8, and Article
88 of Law 3386/2005 re “Entry, residence and social integration of noncitizens on Greek territory” (Government Gazette 212 A);
n. the offences provided for in the third, fourth and sixth Articles of Law
2803/2000 re “Protection of the financial interests of the European
Communities” (Government Gazette 48 A);
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o. bribery of a foreign civil servant and facilitation or concealment of the
commission of such crime, as provided for in Articles 2 of Law 2656/1998 ;
“Ratification of the Convention on Bribery of Foreign Public Officials in
international business transactions” (Government Gazette 265 A);
p. bribery of employees of the European Communities or of the European Union
Member States, as provided for; a) in Articles 2, 3, and 4 of the Treaty on
Combating bribery of employees of the European Union or of European Union
Member States, which was ratified by the first article of Law 2802/2000
(Government Gazette 47 A) and b) in the third and fourth article of Law
2802/2000;
q. the offences provided for in Articles 29 and 30 of Law 3340/2005 re
“Protection of the capital market from actions by persons holding privileged
information and from actions of market manipulation” (Government Gazette
112 A);
r. tax crimes, smuggling and offences against custom legislation;
s. any other offence punishable by deprivation of liberty for a minimum of more
than six months and having generated any type of economic benefit.
IDENTIFICATION
a.

Definition (e.g.: PEPs, beneficial owner, thresholds…

“Politically exposed persons” 2: natural persons who are or have been entrusted with prominent
public functions and immediate family members, or persons known to be close associates of
such persons.
“Beneficial owner” 3: means the natural person(s) who ultimately own(s) or control(s) the
customer and/or the natural person of whose behalf a transaction or activity is being
conducted.
Both definitions are supplemented by the Commission Directive 2006/70/EC.
b.

Identification threshold amount

Identification is obligatory where there are serious suspicions of money laundering.
Identification is also required for any transaction amounting to €15.000 or more, whether the
transaction is carried out in a single operation or in several operations which appear to be
linked. If the amount is not known at the time of transaction, the identification must be
completed as soon as the amount is known.
2
3

Law 3691/5.8.2008; article 4; par. 11
Law 3691/5.8.2008; article 4; par. 16
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c.

Identification at a distance (non-face to face)

Supervised Institutions (SIs) that provide their customers with the possibility to carry out nonface to face transactions, notably when opening accounts (telephone banking, e-banking etc.)
must adopt procedures that ensure their compliance with the requirements of the AML & CTF
Law in relation to the identification procedures, where required. The above requirements on
natural persons also apply to companies or organisations that request the opening of an
account by mail or through the internet.
In order to minimise the risks arising out of the establishment of such a business relationship,
SIs shall indicatively apply the following additional identification measures:
• obtain confirmation by a credit or financial institution operating in an EU Member
State;
• demand that the first payment within the context of the business relationship be
made through an account in the name of the customer kept with a credit institution
operating in an EU Member State; and
• take appropriate measures to avoid establishing business relations with companies
which the SI has reasonable grounds to suspect of being involved in illegal activities
according to the AML/CTF legislation in force.
d.

Outsourcing of identification to third parties

SIs may rely on intermediaries or other third parties to carry out the customer identification
and verification procedure, applying the appropriate Customer Due Diligence (CDD),
provided that the ultimate responsibility for customer identification and verification remains
with the SI relying on such a third party.
SIs are obliged to take adequate measures to satisfy themselves that copies of identification
data and other relevant documentation relating to CDD requirements will be made available
by the third party upon request without delay. In addition, third parties are required to be
subject to AML/CTF regulation and supervision and SIs are obliged to verify the quality of
the supervisory regime.
“Third parties” shall meet the following requirements:
(1) be subject to mandatory professional registration, recognised by law;
(2) apply Customer Due Diligence (CDD) and record-keeping requirements and have
their compliance supervised.
e.
Means of identification & Source of information (e.g.: public register for the
identification of beneficial owner)
•

Natural Persons: Banking and Credit Committee Decision 281/5/17.3.2009 on the
Prevention of the use of credit and financial institutions supervised by the Bank of
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Greece for the purpose of money laundering and terrorist financing has developed
further guidance on customer identification of natural person. The minimum particulars
required and the documents verifying them are as follows:

Natural persons
1. Full name and father’s name
2. Identity card or passport number
3. Issuing authority
4. Date and place of birth
5. Current residence address
6. Contact phone number
7. Occupation and current occupational address
8. Taxpayer’s Identification Number

valid identity card or passport (or
equivalent document) or a special
identity card of persons serving in law
enforcement agencies and the armed
forces;
verified on the basis of documents that
are difficult to forge or obtain illegally,
including, but not limited to, recent
utility bills, dwelling or occupational
premises lease agreements certified by
internal revenue offices, certificates
issued by internal revenue offices,
employers’ certificates, copy of the last
payroll slip, self-employment start-up
declarations, occupational identity
cards or certificates issued by social
security funds.

9. Specimen of customer’s signature
•

Legal Persons: Banking and Credit Committee Decision 281/5/17.3.2009 on the
Prevention of the use of credit and financial institutions supervised by the Bank of
Greece for the purpose of money laundering and terrorist financing requires that the
following information be collected concerning the identification of legal entities:

S/N
1.

Legal entities
Sociétés anonymes and limited liability companies, including branches of foreign
companies with the same legal form:
A. the Sociétés Anonymes & Limited Liability Companies Issue of the Government
Gazette where a summary of the statutes of the société anonyme or limited liability
company was published, including:
• the name, registered office, objects, number of directors (for sociétés anonymes)
and names of administrators (for limited liability companies);
• the names and identity particulars of the company’s representatives and their
powers;
• the number and date of the decision of the authority that approved the formation
of the société anonyme, or the registration number referred to in Article 8(1) of Law
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3190/1955 “Limited Liability Companies”;
• Government Gazette issues in which any amendments to the statutes in connection
with the above particulars were published, accompanied by certificates of changes
in/amendments to the statutes issued recently by the competent authorities (the court
of first instance having territorial jurisdiction on a limited liability company and the
prefecture having territorial jurisdiction on a société anonyme); and
• the identification and verification particulars of the beneficial owners, where
required, the legal representatives and all persons authorised to operate the
company’s account, as described in para. 5.5.1 above (unless verified by their
official authorities);
B. regarding sociétés anonymes; in addition to the above data, minutes of the general
assembly of a société anonyme certifying the election of the board of directors and
minutes of the board of directors authorising the persons that bind the company with
their signatures, as well as a certificate from the Register of Sociétés Anonymes on
the registration of the above minutes, or the Government Gazette Issue in which this
certificate was published.
Partnerships:
• certified copy of the original statutes that have been filed to the court of first
instance, including any amendments thereto;
• a certificate of amendments to the original statutes issued recently by the court of
first instance having territorial jurisdiction on the partnership; and
• the identification and verification particulars of the partners, the legal
representatives and all persons authorised to operate the company’s account, as
described in para. 5.5.1 above (unless verified by their official authorities).
Other legal persons or trusts:
• establishing documents, as appropriate, whether originals or copies certified by a
public authority; and
• the identification and verification particulars of the legal representatives and all
persons authorised to operate the company’s account, as described in para. 5.5.1
above (unless verified by their official authorities).

2.

3.

PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
Banking and Credit Committee Decision 281/5/17.3.2009 on the Prevention of the use of
credit and financial institutions supervised by the Bank of Greece for the purpose of money
laundering and terrorist financing:
(A) sets a list of minimum required high-risk categories.
•

Non-residents’ accounts

•

Politically Exposed Persons
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•

Accounts of companies with bearer shares

•

Accounts of offshore companies and special purpose vehicles (SPVs)

•

Trusts

•

Accounts of non-profit organisations

•

Portfolio management accounts of important clients

•

Non-face-to-face transactions

•

Cross-border correspondent banking relationships

•

Countries that do not comply adequately with the FATF recommendations

•

Cash transactions

(B) sets a list of minimum required low-risk categories.
•

when the customer is a CI or FI established in the EU or a CI or FI established in a third
country that imposes requirements at least equivalent to those of Directive
2005/60/EC and the CI or FI which is established in a third country is subject to
supervision for compliance with such requirements;

•

when the customer is a listed company whose shares are traded on one or more
regulated markets in the EU, within the meaning of Article 43 of Law 3606/2007, or
the legislation of another Member State, compatible with the provisions of Directive
2004/39/EC;

•

when the customer is a company that operates as an Undertaking of Collective
Investments in Transferable Securities (UCITS) according to Article 2 of Law
3238/2004, is established in the EU and is governed by the legislation of the home
country which is compatible with the provisions of Directive 85/611/EEC, as currently in
force;

•

when the customer is a Greek public authority or legal person in public law or business
or organisation in which the State has an ownership stake of at least 51%;

•

when the customer is a public authority or organisation meeting specific conditions;

•

in the case of electronic money, provided that the monetary value stored in the
electronic device, if it cannot be reloaded, does not exceed €150 or, if the electronic
device can be reloaded, the total amount of transactions in a calendar year does not
exceed €2,500. If the bearer redeems, an amount of €1,000 or more in a calendar
year, identity verification shall be required.

EXISTING GUIDELINES FOR THE BANKING INDUSTRY
The Bank of Greece (National Central Bank and supervised authority of credit & financial
institutions) issued general guidelines on Measures to Prevent Money Laundering and Financing
of Terrorism in 2009.
Supervised Institutions (Sis) are required to scrutinise high-risk accounts, according to the
inherent risk, in order to decide whether or not to maintain them. The employee in charge of
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monitoring the account is required to prepare a brief report stating the results of the review
and send it to the AML/CTF Compliance Officer. The AML/CTF Compliance Officer is, in turn,
required to submit a report to the financial institution’s management for approval.
In practice, the banking industry has already developed its own categories of client/account
where higher levels of due diligence are performed, often for reasons wider than AML/TF
(e.g. fraud, credit risk etc).
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc)
The Greek Financial Intelligence Unit (FIU) prepares an annual report which includes general
feedback, statistics on the number of disclosures (with appropriate breakdowns), and on the
results of the disclosures. However, there is no information on current money laundering
techniques, methods and trends (typologies) and no sanitised examples of actual ML cases.
Reporting forms for all reporting entities are available through the FIU site. Six forms are
available: for banks, investment firms, insurance undertakings, money transfer entities,
currency exchange offices and Designated Non-Financial Businesses and Professions (DNFBPs)
These reports have been formatted for electronic filling. Feedback sent to reporting entities
includes acknowledgment receipt of a Suspicious Transaction Report (STR) and, on a monthly
basis, communicating to reporting entities the outcome of cases opened on the basis of STRs
sent (send to prosecutor, or filled in with the FIU). The reporting forms contain a field in which
a “typology” needs to be indicated and refers to the reason for suspicion of the transaction
reported.
PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
General feedback (summarised feedback) may be used for employee training. Specific
feedback is confidential information and must only be used for the bank’s consideration on
handling and maintaining the customer relationship in question.
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
Article 32 of the AML/CTF Law provide SIs and their directors, officers and employees
protection when reporting STRs, and states that the provision of information to the FIU and
other law enforcement and judicial authorities does not constitute a breach of contract and
cannot give rise to any liability when done in good faith. This protection seems to be
available even if they did not know precisely what the underlying criminal activity was, and
regardless of whether illegal activity actually occurred.
Article 31 criminalises disclosure of the fact that an STR or related information have been
submitted or requested or that a money laundering or terrorist financing investigation is
being carried out. Breach of this provision can result in three months’ imprisonment and a fine.
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This provision applies to SIs and their directors and employees as well as employees of
competent authorities and the Commission of the Article 7 (the FIU).
According to Article 30, a joint decision of the Minister of Economy and Finance and the
Minister of Justice may specify measures to protect the obligated persons’ employees and
obligated natural persons reporting, either internally or externally to the Commission (FIU) or
the Public Prosecutor, suspected cases of committing or attempting to commit the offences set
out in Article 2, from threats or hostile acts.
In any case the reporting bank compliance officer need not sign or be named on the
notification sent to the Financial Intelligence Unit (FIU) and which may come to the knowledge
of the suspected customer during the trial.
CONSERVATION OF RECORDS AND DOCUMENTS
Credit and Financial Institutions (CIs & FIs) are obliged to keep for a period of at least five
years - unless a longer period is required in a legal provision - after the business relationship
with the customers has ended, (as far as agreements are concerned), and for a period of at
least five years following the last transaction, (as far as transactions are concerned), the data
relevant to the abovementioned agreements and transactions, such as legal documents,
copies of documents (on the basis of which the verification of the customer’s identity took
place), and transaction evidence.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
Credit and Financial institutions must develop employee training (including web training)
programmes. In the context of these programmes:
•

employees shall be informed on the legislation and the legal obligations of
the staff, as well as the procedures adopted, including customer identification,
record keeping and internal reporting procedures;

•

the duration and subject of training programmes shall be tailored to each
staff category (newly-hired, front office, compliance, customer recruitment
staff); and

•

training programmes shall be repeated regularly, in order to ensure that the
staff know their duties and obligations and are kept abreast of developments.

The Hellenic Bank Association (via the Hellenic Banking Institute) offers training to compliance
officers and senior staff of banks, and to branch network staff.
The Hellenic Bank Association has produced a useful leaflet aimed at informing consumers
(physical persons) why banks are obliged to request identity information. The information
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leaflet has been printed by HBAs‘ member banks and is available for the customers through
their branch network.
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HUNGARY

Hungarian Banking Association

ANTI-MONEY LAUNDERING /CTF LEGISLATION
Act CXXXVI of 2007 on the Prevention and Combating of Money Laundering and Terrorist
Financing.
PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
OF THE DIRECTIVE
In such a case the Hungarian Financial Supervisory Authority (HFSA) shall take the following
measures consistent with the weight of the infringement:
a) call upon the service provider to take the measures necessary for compliance with
the provisions of this Act, and to eliminate the discrepancies;
b) advise the service provider;
•

to ensure the participation of their relevant employees (managers)
carrying out the activities listed under Subsection (1) of Section 1 in special
ongoing training programmes, or to engage employees (managers) with
the appropriate professional skills required for the aforementioned
activities;

•

to draw up the by-laws within the prescribed deadline, or to adapt it
according to specific criteria;

c) issue a warning to the service provider;
d) order the service provider to cease the unlawful conduct;
e) in addition to, or independent of the measures specified in Paragraphs a)-d),
impose a fine of a minimum of two hundred thousand forints and a maximum of
five million forints
CENTRAL AUTHORITY FOR REPORTING
National Financial Intelligence Unit within the Hungarian Customs and Finance Guard.
PERSONS RESPONSIBLE FOR REPORTING
The bank shall, depending on the structure of the organization, designate one or more
persons (hereinafter referred to as “liaison officer”) to forward without delay the reports
received from the employees of the bank to the national financial intelligence unit. Banks are
required to notify the national financial intelligence unit concerning the appointment of the
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liaison officer, including the name and the position of such an officer, and any subsequent
changes therein, within five working days of the date of appointment or the effective date of
the change.
BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
a) financial services auxiliary to financial services;
b) investment services, auxiliary to investment services’ investment fund management
services;
c) insurance services, insurance agency or occupational retirement provision;
d) commodity exchange services;
e) postal financial intermediation services, postal money transfers, accepting and
delivering domestic and international postal money orders;
f) real estate agency or brokering and any other related services;
g) auditing services;
h) accountancy (bookkeeping), tax consulting services or tax advisory activities;
i)

the operation of a casino or electronic casino;

j)

the trading in precious metals or articles made of precious metals;

k) the trading in goods, involving a cash payment in the amount of three million six
hundred thousand forints or more;
l)

voluntary mutual insurance fund services;

m) the provision of legal counsel or notary services.
PREDICATE OFFENCES COVERED
All criminal activities committed by others, that are punishable by imprisonment (all crime
approach).
IDENTIFICATION
a.

Definition (e.g.: PEPs (politically exposed persons), beneficial owner, thresholds…

PEP: means natural persons residing in another Member State or in a third country who are,
or have been entrusted with prominent public functions within one year before the
implementation of customer due diligence (CDD) measures, and immediate family members,
or persons known to be close associates, of such persons.
a) heads of State, heads of government, ministers and deputy or assistant
ministers;
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b) members of parliaments;

c) members of supreme courts, of constitutional courts or of other high-level
judicial bodies whose decisions are not subject to further appeal;
d) the head of the court of auditors, members of courts of auditors or of the
boards of central banks;
e) ambassadors, deputy ambassadors (chargés d’affaires) and high-ranking
officers in the armed forces;
f) members of the administrative, management or supervisory bodies of Stateowned enterprises.
‘beneficial owner’ means:
a. the natural person who owns or controls at least twenty-five per cent of the
shares or voting rights in a legal person or business association lacking the
legal status of a legal person, if that legal person or business association
lacking the legal status of a legal person is not listed on a regulated market
and is subject to disclosure requirements consistent with Community
legislation or subject to equivalent international standards;
b. the natural person who has a dominant influence on a legal person or
business association lacking the legal status of a legal person as defined in
Subsection (2) of Section 685/B of Act IV of 1959 on the Civil Code of the
Republic of Hungary (hereinafter referred to as “Civil Code”);
c. the natural person on whose behalf a transaction is carried out; and
d. in the case of foundations:
1. where the future beneficiaries have already been determined, the
natural person(s) who is the beneficiary of twenty-five per cent or
more of the property of the foundation;
2. where the individuals that benefit from the foundation have yet to
be determined, the class of natural persons in whose main interest
the foundation is set up or operates; or
3. the natural person(s) who exercise(s) control in the management of
the foundation or exercise(s) control over twenty-five per cent of the
property of a foundation, or who is/are authorized to represent the
foundation;
b.

Identification threshold amount
• million HUF or more
•

c.

In the case of exchanging money: 500,000 HUF

Identification at a distance (non face to face)

No
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d.

Outsourcing of identification to third parties

Yes, if it is carried out by a financial service provider operating in Hungary, in the EU or in a
third country having an AML legislation that meets the EU standards.
e.

Means of identification

Recording in writing of the data of the customer who is present as a general rule.
f.

Source of information (e.g.: public register for the identification of beneficial owner)

Yes
PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
High risk:
• if the customer is not present;
• PEPs;
• exchange of money up to 500,00 HUF or more.
Low risk if the customer is:
• a financial service provider from the EU;
• listed companies;
• FSAs;
• central government bodies, local authorities;
• EU institutions;
• life insurances under 260,000 HUF etc.
EXISTING GUIDELINES TO THE BANKING INDUSTRY
Model Rules issued by the HFSA, self- regulation: Recommendation 5/2008 of the Hungarian
Banking Association.
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc)
Yes, every 6 months from the Hungarian Financial Intelligence Unit (FIU).
PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
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To be sure that the FIU received the STR.
Remark: as of the 15th December 2008, STRs are to be submitted via a secured internet
page.
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
In practice yes, but not in the law.
CONSERVATION OF RECORDS AND DOCUMENTS
8 years
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
Regular trainings, exchange of best practices, common seminars with the FIU.
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ANTI-MONEY LAUNDERING /CTF LEGISLATION
The main provisions in Irish law relating to Money Laundering/Terrorist Financing are set out
in Section 31of the Criminal Justice Act 1994, (as amended by Section 21 of the Criminal
Justice (Theft and Fraud Offences) Act 2001), Sections 32 and 57 of the Criminal Justice Act
1994, and Section 23 of the Criminal Justice (Theft and Fraud Offences) Act 2001. The
Criminal Justice (Terrorist Offences) Act 2005 amended Sections 32 and 57 of the Criminal
Justice Act 1994 to include the offence of financing terrorism.
The legislation is supplemented by Guidance for various sectors (including credit and financial
institutions) which may be relied upon by a designated body or individual when
demonstrating compliance with the legislative provisions.
The 3rd AML Directive has not yet been implemented in Ireland although a draft General
Scheme of the new AML Bill was published in February 2008 for consultation purposes. The
new legislation which is expected shortly will repeal, replace and consolidate existing
legislation.
The Guidance is also under review and the redrafting process is at an advanced stage. The
new Guidance will have a core section with applicability to all sectors and sectoral guidance
for specific sectors.
Please note: All answers below are based on existing legislation.

PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
OF THE DIRECTIVE
The Criminal Justice Act 1994 sets out the various offences which are deemed to be felonies.
A person found guilty of an offence can be faced with a fine or imprisonment for up to 14
years.
If the Financial Regulator suspects a breach of Irish AML/CFT law its only possible course of
action would be to submit an STR to the FIU. It is also possible that in certain cases the facts
giving rise to a breach of the legislation and/or guidance notes may also constitute a breach
of requirements which are the subject of administrative sanctions.
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CENTRAL AUTHORITY FOR REPORTING

The Financial Intelligence Unit (FIU) was formed in 1995 following the enactment of the
Criminal Justice Act (1994) that required designated institutions to report STRs. The FIU is part
of the Garda Siochana (Police) and operates autonomously within the Garda Bureau of
Fraud Investigation (GBFI) as a law enforcement style FIU that is able to exchange
information within and outside the Garda through police information exchange channels.
Since 2003 STRs are also sent to the Revenue Commissioners.

PERSONS RESPONSIBLE FOR REPORTING
Designated bodies and their employees are responsible for reporting.
The guidance notes require each designated body to appoint an MLRO and the MLRO has
the responsibility for deciding whether the information contained in reports received from
staff should be reported to the Garda and the Revenue Commissioners.
The guidance notes specify that an employee is in compliance with their obligation to report
a suspicious transaction if they have reported their suspicion in accordance with the internal
procedure established within their designated body.
Also, the Financial Regulator is obliged to report to the Garda and Revenue Commissioners
any information relevant to that body that leads it to suspect that a criminal offence may
have been committed by a supervised entity.

BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)

The current legislation covers the following entities/activities: banks, building societies, money
brokers, trustee savings banks, life assurance providers, persons providing a service in
financial futures and options exchanges, national post services, Credit Unions, persons
providing a service in relation to buying and selling stocks, shares and other securities and
persons providing foreign currency exchange services, accountants (other than an accountant
who provides a service in his or her capacity as an accountant to a person who employs him
or her under a contract of service); auctioneers and estate agents; auditors and tax advisers;
solicitors where the activity consists of the provision of assistance in; the planning or execution
of transactions for clients concerning the buying or selling of land or business entities;
managing of client money, securities or other assets; opening or management of bank,
savings or securities accounts; organisation of contributions necessary for the creation,
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operation or management of companies; creation, operation or management of trusts,
companies or similar structures; acting on behalf of and for a client in any financial
transaction or transaction relating to land; the provision of services to a person in connection
with the purchase or sale of land where payment for the land concerned is in cash and is not
less than €13,000; the provision of investment business services or investment advice, the
carrying out of trustee or custodian duties for a collective investment scheme; the provision of
money remittance services; activities of administration companies consisting of the provision of
services to collective investment schemes; activities of dealers in high value goods, including
precious stones, precious metals and works of art where payment for the goods concerned is
in cash and is not less than €15,000; activity of operating a casino.
PREDICATE OFFENCES COVERED
The money laundering offence relates to “property” which represents the proceeds of
criminal conduct. “Criminal conduct” is conduct which constitutes an indictable offence if
committed within the State. Therefore, predicate offences include all indictable offences.
Under Irish law, crimes are classified as either summary offences or indictable offences.
Summary offences are offences of a minor nature and are those which are tried before a
judge without a jury. Indictable offences are offences which may be (at the accused’s
election), or must be tried on indictment before a judge and jury.

IDENTIFICATION
The focus of current legislation is on KYC principles. Guidance provides details on customer
identification but it does not address 3rd Directive elements such as PEPs (politically exposed
persons).
The Guidance does provide detail on how to establish identity and the type of
documentation/methods that should be used in verifying identity.
Definition (beneficial owner)
The requirement to identify beneficial ownership is contained in s. 32 (5) of the Criminal
Justice Act (CJA) (1994), which requires that where a designated body proposes to provide
a service for a person to whom it knows or has reason to believe to be acting for a third
party, it shall take “reasonable measures” to establish the identity of the third party.
Identification threshold amount
Identification must be established on entering into a business relationship or opening an
account, or in respect of individual transactions amounting to €13,000 or more or, in respect
of a series of transactions, which are or appear to be linked and which amount in aggregate
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to €13,000 or more or in any other case (irrespective of the amount) where money
laundering is suspected, regardless of the amount.
Identification at a distance (non-face to face)
The Guidance provides information on the types of evidence that should constitute
satisfactory confirmation of identity on a non-face to face basis.
Outsourcing of identification to third parties
The Guidance states that in the case of a single transaction to be effected by a financial
institution for a person introduced to it by another designated body, it is regarded as
reasonable for the financial institution, in establishing identity, to rely on the written assurance
of the designated body or corresponding body that it has established the person’s identity
and holds evidence of that identity and will provide copies of such evidence if requested to
do so. The name and address of the customer must also be provided in writing by the
introducing body. If the person being introduced forms any continuing relationship with the
financial institution, then the financial institution concerned must itself obtain separate
evidence of identity.
Means of identification
The CJA (1994) does not specify what constitutes adequate evidence of identity but the
Guidance provides goes into some detail about the different types of identification that
could be used in different scenarios.
Source of information (e.g.: public register for the identification of beneficial owner)
No public register exists for the identification of the beneficial owner per se but the
Companies Registration Office (CRO) may be consulted for a fee. The CRO is the central
repository of public statutory information on Irish companies and business names.
PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
The Guidance does make some distinctions as to products and transactions which are of a
higher/lower risk but the risk-based approach as a concept is not currently reflected in the
legislation or guidance.
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EXISTING GUIDELINES FOR THE BANKING INDUSTRY

Sectoral guidance notes complement the AML obligations under the CJA (1994) and provide
additional more detailed information for the banking sector on how to implement AML/CFT
measures. The guidance notes are issued by the Money Laundering Steering Committee
(MLSC), which is made up of different government agencies and private sector bodies. The
guidance notes provide an explanation on the requirements of the CJA (1994) and its
amendments; provide a steer on internal controls, policies and procedures as well as dealing
with many aspects of CDD, record keeping, STR reporting and education and training
procedures. Guidance to financial institutions has also been provided in relation to Terrorist
Financing after the enactment of the Criminal Justice (Terrorist Offences) Act (2005). While
not legally binding, the Guidance Notes establish the requisite standards of regulatory
compliance and may be taken into account by a court in assessing whether an institution has
fulfilled its statutory obligations.
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc)
The FIU and Revenue Commissioners provide regular feedback to Industry based on STR’s
received and they highlight trends and new developments. The MLSC also provides a forum
through which practical experiences may be shared. Irish Banking Federation runs several
Committees and Working Groups on AML which meet regularly to discuss new developments.

PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
It increases the designated bodies understanding of their role in the detection, investigation
and prosecution of those that are involved in money laundering. It aids in the development
of training and assists in system enhancement which will ultimately improve detection of
money laundering.

PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
The protection of employees of designated bodies is ensured by s.57 (7) of the CJA (1994),
stating that pursuant to a suspicious transaction disclosure made in good faith the person
making the disclosure should not incur a liability of any kind for breaching any statutory or
other restriction upon the disclosure of information.
Section 58 (2) of the CJA (1994) states that where a report has been made, a person who
knowing or suspecting that such a report has been made, makes any disclosure which is likely
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to prejudice any investigation arising from the report shall be guilty of a “tipping off”
offence.
CONSERVATION OF RECORDS AND DOCUMENTS
Section 32, (9) of the CJA (1994) requires that designated bodies retain;
1. a copy of all materials used to identify a customer or prospective customer;
2. the original documents or copies admissible in legal proceedings relating to any
transaction.
Documents must be retained for a period of 5 years after the business relationship has ended
or the last transaction has been executed.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
Statutory obligations exist regarding staff training in s.32 (9B) of the CJA (1994) as
amended.
The guidance notes set out the details and appropriate measures to be taken by designated
bodies to fulfil the education and training requirements of the legislation. The Guidance also
includes a section on internal controls, policies and procedures. This requires that institutions
have adequate arrangements and procedures in place to provide continuing training
programmes for employees.
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ANTI-MONEY LAUNDERING /CTF LEGISLATION
The Third Directive and Commission Directive 2006/70/EC were implemented in Italy through
Legislative Decree no. 231 of 21 November 2007, (which entered into force on 29
December 2007 and, for art. 49 – on cash, cheques and passbooks - on 30 April 2008).
Legislative Decree no. 231 of 21 November 2007 (hereinafter simplified to Decree
231/2007) repealed and almost entirely replaced previous laws and regulations on this
matter.
In addition to Decree 231/2007 – in turn revised and integrated in several parts by later
legislation, specifically by Legislative Decree No. 151 of 25 September 2009 - there are
other important provisions in Italian anti-money laundering legislation, namely:
o provisions on the setting up of a single electronic database (“Archivio Unico
Informatico” in Italian) issued by the Bank of Italy on 23 December 2009;
o anomaly indicators for detecting suspicious transactions, issued by the Bank of Italy on
28 August 2010;
o provisions on organisation, procedures and internal controls, issued by the Bank of Italy
on 10 March 2011 and due to enter into force on 1 September 2011);
o transaction reporting instructions for financial and credit intermediaries issued by the
Italian Financial Intelligence Unit (FIU) on 4 May 2011.
Decree 231/2007 states that the measure enacted to implement the repealed and replaced
legislation should continue to be applied, insofar as they remain compatible with the new
legislation, until the date the implementing measures of the new decree enter into force. To
this end, by a measure published on 19 December 2007, the Ministry of Economy and
Finance identified provisions deemed immediately repealed or incompatible, as well as the
provisions of measures that continue to apply. Specifically it appears that:
• for identification and registration requirements, the amount of €12,500 is replaced
by the new limit of €15,000;
• the new definitions contained in Decree 231/2007 and, specifically, the concept of
fractioned transactions together with that of money laundering and terrorist financing
replace prior definitions;
• all obligations concerning customer and beneficial owner due diligence requirements
are immediately applicable: accordingly the obligations contemplated by Ministerial
Decree No. 142 of 3 February 2006 and the Italian Exchange Office and Financial
Intelligence Unit Measure of 24 February 2006 must be integrated with the new
obligations set out in Decree 231/2007;
• the new “risk-based approach” principle is immediately applicable;
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the anomaly indicators contained in the Bank of Italy rules will continue to be applied
vis-à-vis reporting suspicious transactions.

PENALTIES IN NATIONAL LAW FOR FAILURE TO COMPLY WITH NATIONAL
PROVISIONS TO THE DIRECTIVE
Anti-money laundering laws provide for criminal and administrative sanctions. The table
below illustrates the most important sanctions.

Due diligence requirements

Criminal sanctions

Administrative sanctions

Failure
to
fulfil
the
provisions
related
to
customer due diligence
concerning the identification
requirement is punishable by
a fine in ranging from
€2,600 to €13,000.

With respect to failure to
follow instructions issued by
the Supervisory Authority on
customer due diligence, an
administrative fine shall be
imposed
ranging
from
€10,000 to €200,000 .

The person carrying out the
transaction who omits to
provide the particulars of
the party on whose behalf
he/she is carrying out the
transaction or provides false
information, is punishable by
imprisonment from 6 months
to 1 year and a fine
ranging from €500 to
€5,000.
If
the
identification
requirement was fulfilled
using fraudulent means
which
obstructed
identification of the party
carrying out the transaction,
the above fine is doubled.
If the person carrying out
the transaction does not
provide information on the
purpose
and
intended
nature of the business
relationship or provides
false information, he/she is
punishable by imprisonment
from 6 months to 3 years
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with a fine ranging from
€5,000 to €50,000.

Registration requirements

Requirement
to
report
suspicious transactions

Any obliged person omitting
to register the information,
late
or
performing
registration or making an
incomplete registration, is
punishable by a fine
ranging from €2,600 to
€13,000. If the registration
requirement was fulfilled
using fraudulent means
which
obstructed
identification of the party
carrying out the transaction,
the above fine is doubled.

With respect to failure to
comply with instructions
issued by the Supervisory
Authority on the registration
requirement,
an
administrative fine shall be
imposed
ranging
from
€10,000 to €200,000.

Any
obliged
person
violating the provisions on
disclosing
reported
suspicious transactions, or on
disclosing feedback from the
Financial Intelligence Unit
(FIU) to the intermediary, is
punishable by imprisonment
from 6 months to 1 year
with a fine ranging from
€5,000 to €50,000.

Failure to report suspicious
transactions is punishable by
an
administrative
fine
ranging from 1% to 40% of
the unreported transaction
amount. In more serious
cases, in consideration of the
gravity of the violation
inferred
from
the
circumstances
and
the
unreported
transaction
amount, in addition to the
fine the offender shall be
ordered to publish a
summary of the relevant
penalty order in at least two

Members of the board of
statutory auditors, advisory
board, management control
committee, and supervisory

Failure to set up a single
electronic
database
(Archivio Unico Informatico)
is
punishable
by
an
administrative
sanction
ranging from €50,000 to
€500,000. In more serious
cases, in consideration of the
gravity of the violation
inferred
from
the
circumstances
and
the
duration of the violation, in
addition to the fine the
offender shall be ordered
to publish a summary of the
relevant penalty order in at
least
two
national
newspapers, one of which
will
be
a
financial
newspaper, at his/her own
expense.
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board
under
Decree
231/2001, and all other
parties
entrusted
with
management
control
regardless of their title, who
fail to disclose violations of
the provisions on reporting
suspicious transactions to the
business owner or the
company’s
legal
representative or one of
his/her appointed managers
are
punishable
by
imprisonment of up to 1
year and a fine ranging
from €100 to €1,000.

Limitation on the use of cash
and bearer securities

national newspapers, one of
which will be a financial
newspaper, at his/her own
expense. Note that the
Supervisory Authorities shall
inform
the
Financial
Intelligence Unit (FIU) of
potential cases of noncompliance with suspicious
transaction
reporting
requirements
detected
during their intermediary
monitoring activities.

With respect to violations of
the ban on transferring cash
or bearer bank and postal
passbooks for amounts
equal to or exceeding
€5,000, a fine shall be
applied ranging from 1% to
40% of the transferred
amount.
With respect to violations on
the provisions requiring that
bank and postal cheques
issued for an amount equal
to or exceeding €5,000
must indicate the name or
company name of the
payee and bear the nontransferability clause, a fine
shall be applied in an
amount from 1 % to 40 %
of the transferred amount.
In case of violation of the
provisions requiring that
bank and postal cheques
made payable to the
drawer can only be
endorsed for encashment at
a bank or Poste Italiane
S.p.A., a fine shall be
applied ranging from 1% to
40% of the transferred
amount.
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In case of violation of the
provisions requiring that
bank drafts, postal orders
and promissory notes must
indicate the name or
company name of the
payee and bear the nontransferability clause, a fine
shall be applied ranging
from 1% to 40% of the
transferred amount.
With respect to violation of
the provisions requiring that
the balance in bearer bank
and
postal
passbooks
cannot equal or exceed
€5,000, a fine shall be
applied ranging from 20%
to 40% of the balance.
In case of violation of the
rules on settling the balance
in bearer bank and postal
passbooks when the balance
is equal to or exceeds
€5,000 euros, i.e., to reduce
the balance to below the
limit, a fine shall be applied
from 10% to 20% of the
bearer passbook balance.
Violation of the provision requiring
that
when
transferring bearer bank
and postal passbooks, the
transferer must inform the
bank or Poste Italiane S.p.A.
within 30 days of the details
of the transferee and of the
transfer -will result in a fine
from (between) 10% to
20%
of
the
bearer
passbook balance.
In case of violation of the
rules on limits imposed on
individuals
providing
services for remuneration, a
fine shall be applied to an
amount of 20% to 40% of
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the transferred amount.

With respect to violation of
the
ban
on
opening
anonymous accounts or
passbooks
or
those
fictitiously registered, a fine
shall be imposed ranging
from 20% to 40% of the
balance.
With respect to violation of
the ban on any use of
anonymous accounts or
passbooks,
or
those
fictitiously
registered,
opened outside Italy, a fine
shall be imposed ranging
from 10% to 40% of the
balance.
With respect to violation of
the duty to inform the
Ministry of Economy and
Finance within thirty days of
a violation discovered by an
intermediary in relation to
limitations on the use of cash
and bearer securities, or
anonymous accounts and
passbooks
or
those
fictitiously registered, a fine
shall be imposed ranging
from 3% to 30% of the
amount of the transaction,
passbook
balance
or
account balance.
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CENTRAL REPORTING AUTHORITY

With effect from 1 January 2008 a Financial Intelligence Unit (FIU) was established as part
of the Bank of Italy. The Unit is entrusted with receiving and requesting information from
accountable parties, analysing and informing the competent authorities of cases of money
laundering or terrorist financing. Previously, the duties of the FIU were carried out by the UIC
(Italian Exchange Office).
PERSONS RESPONSIBLE FOR REPORTING
According to the recent Bank of Italy’s provisions on organisation, procedures and internal
controls, each bank (or banking group) shall appoint a person in charge of a specifically
established anti-money laundering department. This department can also operate as part of
the Compliance or Risk Management department. The person in charge of the anti-money
laundering department has many duties, including reporting suspicious transactions to the FIU
and/or supervising persons delegated to do so. In addition, banks operating in Italy must set
up a single electronic database within their organisations (art. 37 of Decree 231/2007),
where transactions are recorded together with bank-customer relations and services.
Transactions are recorded if they are equal to, or exceed, €15,000. Accordingly, a person is
appointed to maintain such a database.
BUSINESS ACTIVITIES COVERED BY THE LEGISLATION (INCLUDING SPECIFIC
PROFESSIONALS: NOTARIES, LAWYERS, ETC.)
Decree 231/2007 applies to professionals, auditors and other individuals in addition to
banks and other intermediaries.
Professionals:
•
•
•
•

certified accountants, accountants and qualified accountants
notaries
lawyers
managers and administrators of companies and trusts

Auditors:
•
•

auditing firms
individuals enrolled with the register of auditors

Other parties that carry out:
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debt collection
custody and transport of cash or securities
casino management
offers through the Internet and online games, betting or contests with cash prizes
real estate agencies

PREDICATE OFFENCES COVERED
For purposes of Decree 231/2007, “money laundering” is:
a) the conversion or transfer of property, carried out with the knowledge that it
derives from criminal activity or from actively participating in criminal activity, for
the purpose of concealing or disguising the illicit origin of the property or of
assisting any person who is involved in the commission of such activity in evading
the legal consequences of his/her action;
b) the concealment or disguise of the true nature, source, location, disposition,
movement or rights with respect to, or ownership of, property, knowing that such
property is derived from criminal activity or from an active participation in such
activity;
c) the acquisition, possession or use of property, knowing, at the time of receipt, that
such property was derived from criminal activity or from an active participation in
such activity;
d) participation in one of the activities above, “association to commit”, attempts to
commit and aid, abet, facilitate and counsel the commission of such actions.
The Italian Penal Code’s definition (art. 648-bis) is different and does not cover cases of selflaundering.
“Terrorist financing” means any activity, through any means, aimed at raising, hoarding,
brokering, storing, safe-keeping or disbursing funds or financial resources, in any manner,
intended for use, wholly or in part, in carrying out one or more terrorist acts as contemplated
by the penal code, and therefore regardless of whether the funds and financial resources
are actually used to commit such crimes.
IDENTIFICATION
Customer due diligence (CDD)
1. Knowledge about your customer.
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The new legislation requires that knowledge of one’s customer is not merely formal or limited
to extracting information from identification documents, but rather more substantive and
includes information related to the purposes and nature of the intermediary-customer
relationship.
2. When to apply customer due diligence measures.
Intermediaries, also through distribution network operators, must comply with customer due
diligence measures, when in the course of their duties they:
• establish a business relationship with the customer;
• carry out occasional transactions on customer instructions that require the transfer or
handling of payment means in an amount equal to or exceeding €15,000,
regardless of whether it was carried out in one or several transactions that appear to
be fractioned and related;
• suspect money laundering or terrorist financing regardless of any applicable
derogation, limit or exemption;
• have doubts as to the truthfulness or adequacy of information previously obtained to
identify the customer.
Customer due diligence requirements must be met, moreover, in cases in which, for any
reason, banks, electronic money institutions or Poste Italiane S.p.A. act as go-between or are
involved in the cash or bearer securities transfer between the various parties, of amounts
exceeding or equal to €15,000. Financial brokers must comply with customer due diligence
measures also for transactions of less than €15,000.
3. The content of customer due diligence measures.
With respect to the content of customer due diligence measures, intermediaries, also through
distribution network operators, must:
a. identify the customer and verify such identity on the basis of documents, data
or information obtained from an independent and trustworthy source;
b. identify any beneficial owner and verify such identity;
c. acquire information on the nature and purpose of the business relationship;
d. perform constant monitoring during the course of the relationship.
Customers also have duties under anti-money laundering legislation. In particular, under
penalty of law, customers must furnish all necessary and updated information to allow the
intermediary to comply with customer due diligence measures.
In order to identify a beneficial owner, under penalty of law, customers must provide all
updated and necessary information, in writing, of which they are aware.
4. Methods for compliance with customer due diligence requirements.
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The specific methods for compliance with customer due diligence requirements are defined
and set out in detail in the anti-money laundering operational procedures adopted by the
single intermediaries, procedures of which distribution network operators must be fully aware
and must apply continuously. There are, moreover, general conditions to fulfil and
consequently these must be fulfilled by all intermediaries and distribution network operators.
Specifically, identifying and verifying customer and beneficial owner identity must be carried
out with the customer present and based on valid identity documents before initiating
business relations or effecting transactions. If the customer is a company or entity, actual
representative powers must be verified, and all information must be obtained to identify and
verify the identity of the appointed representative with the power to order transactions to be
carried out. The personal information to obtain is the name, surname, place and date of
birth, address, tax code and details of the identification document; or, if the party is not an
individual, the company name, registered office and tax code or, for legal entities, the VAT
number. For customers, on whose behalf contact was made by financial advisers, insurance
agents or brokers, credit brokers or financial brokers, the intermediary may proceed with the
identification, by acquiring all the necessary financial information from such parties without
the customer needing to be present.
Identifying and verifying the identity of beneficial owners must be carried out at the same
time as customer identification. Based on how much risk is involved, intermediaries must
prepare adequate measures aimed at understanding the ownership and control structure of
the customer. Specifically, intermediaries can decide to utilise public registers or lists
containing information on beneficial owners, request information from their customers or
acquire the information from other sources. Constant monitoring during the business
relationship is carried out by analysing transactions concluded during the course of the
relationship to verify that such transactions are compatible with the knowledge the
intermediary has of his/her customer, the customer’s business activities and the customer’s risk
profile with respect to the origin of the funds, and by updating documents and information
held by the intermediary as required.
Customer due diligence requirements are of such fundamental importance that if
intermediaries are unable to guarantee compliance they have a duty to abstain.
Specifically, if they are unable to identify customers, beneficial owners or obtain information
on the purpose and nature of the business relationship, intermediaries cannot initiate business
relations or carry out transactions; and must put an end to any business relations already
undertaken, and evaluate whether the suspicious transaction need be reported to the
Financial Intelligence Unit.
5. Methods for compliance with customer due diligence requirements through third parties
(remote identification).
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In order to avoid repeating customer due diligence procedures, an intermediary may trust
procedures carried out by third parties. Specifically, customer identification by financial
intermediaries can be completed, also in the absence of the customer, by acquiring a valid
certificate issued by one of the following entities with whom the customer has a relationship
and for which he/she has already been identified in person:
a. financial intermediaries and in particular banks, Poste Italiane S.p.A.,
electronic money institutions, security brokerage firms, management
companies, investment firms, life insurance companies operating in Italy,
money brokers, companies performing payment collection services, financial
intermediaries enrolled in a special register pursuant to art. 107 of the
Consolidated Banking Law, financial intermediaries enrolled in a general
register pursuant to art. 106 of the Consolidated Banking Law, Italian
branches of such entities with headquarters abroad, Italian branches of
harmonised management companies and investment firms and Cassa depositi
e prestiti S.p.A.;
b. credit and financial institutions of Member States;
c. banks with registered and administrative offices in non-EU countries, provided
the country belongs to the FATF, and Italian bank branches in FATF countries
and states.
In the aforementioned case, the certification must be able to prove the identity of the person
to be identified and the person holding the account or having business relations with the
certifying intermediary, as well as the accuracy of the information obtained remotely. The
certification can take the form of a credit transfer from an account for which the customer
was identified in person, and containing the code issued by the intermediary to identify,
uniquely, that customer.
6. The “risk-based approach”.
The risks of money laundering and terrorist financing are not always the same and can vary
greatly depending on the customer, on the transaction, and on the business relationship in
question. Consequently, the customer due diligence requirements must be appropriate and
commensurate with the risk of money laundering and terrorist financing (the “risk-based
approach”).
Without prejudice to the autonomy and responsibility of each intermediary in adopting
appropriate procedures to identify customers, together with the obligation to comply
consistently with instructions adopted by the Supervisory Authority, certain general principles
are identified in the regulations to give an insight into the “risk-based approach”.
Specifically, with reference to customers, in order to identify the risk of money laundering
and terrorist financing the following must be considered:
• legal status;
• the primary business activity;
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behaviour during completion of the transaction or on initiating the business
relationship;
the geographic area of residence or business address of the customer or
counterparty.

With reference to the transaction or business relationship, the risk-based approach entails a
particular focus on:
• the type of transaction or business relationship;
• the manner in which a transaction or business relationship is conducted;
• amount;
• the frequency of transactions and duration of the business relationship;
• reasonable nature of the transaction or business relationship with respect to the
customer’s business;
• geographic area of the product destination involved in the transaction or business
relationship.

Using the risk-based approach, the new legislation provides that:
• in cases of low risk of money laundering or terrorist financing, intermediaries may
apply simplified customer due diligence procedures;
• in cases of high risk of money laundering or terrorist financing, intermediaries must
apply enhanced customer due diligence procedures.
A politically exposed person (PEP) is a citizen of another Member State or non-EU country
that holds or has held an important public office, also including immediate family members or
associates with whom they are known to have close ties.
Regarding transactions and business relationships with politically exposed persons,
intermediaries must:
a. establish adequate risk-based procedures to determine whether the customer
is a politically exposed person;
b. obtain authorisation from the general manager, or other officer holding an
equivalent position, prior to initiating a business relationship with the customer;
c. adopt all necessary measures to establish the source of the wealth and funds
involved in the business relationship or transactions;
d. conduct enhanced ongoing monitoring of the business relationship.
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PRODUCTS AND TRANSACTIONS CHARACTERISED BY HIGH/LOW RISK OF MONEY
LAUNDERING
Simplified customer due diligence procedure
The “risk-based approach” provides that, without prejudice to the need to assess customers,
cases exist whereby it is possible to apply the “simplified customer due diligence procedure”
due to the low risk of money laundering. Application of the simplified customer due diligence
procedure may be justified by the qualification of the customer concerned or the
characteristics of the project involved in the transaction.
For example, the simplified customer due diligence procedure applies when the customer is a
bank, securities brokerage firm or management company. Furthermore, identification and
verification is not required if the customer is a public administration department.
The simplified customer due diligence procedure applies, moreover, in cases of life insurance
policies for which the annual premium does not exceed €1,000, or, for electronic money, if
the device cannot be recharged and the maximum amount stored on the device is no more
than €150.
Enhanced customer due diligence procedure
If there is a high risk of money laundering or terrorist financing, then particularly rigorous
customer identification and verification procedures are required (“Enhanced customer due
diligence procedure”).
The procedure adopted by individual intermediaries shall identify cases in which, in relation
to the activity carried out by the specific intermediary, it is appropriate to apply the
enhanced customer due diligence procedure.
Without prejudice to the autonomy and responsibility of each intermediary to identify cases
of high risk of money laundering and terrorist financing, certain cases are presumed to be
high risk. Specifically, intermediaries must apply enhanced customer due diligence
procedures:
• if the customer is not physically present;
• in cross-frontier correspondent bank relationships with credit institutions from nonEU countries;
• in relation to transactions and business relationships with a politically exposed
person;
• in relation to products or transactions that appear to enhance anonymity.
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When the customer is not physically present, in order to avoid greater risks, intermediaries
must apply one or more of the following measures:
a. ascertain customer identity through documents, data or additional information;
b. adopt supplementary measures to verify or certify documents provided or
requiring confirmatory certification by a bank or financial institution covered
by the anti-money laundering directive 2005/60/EC;
c. ensure that the first payment transaction is carried out through a bank account
opened in the customer's name.
EXISTING BANKING INDUSTRY GUIDELINES
The due diligence and registration requirements are useful to intermediaries’ in complying
with suspicious transaction reporting obligations. With reference to such obligations, in order
to help identify suspicious transactions and based on FIU recommendations, new anomaly
indicators were issued by the Bank of Italy on 24 August 2010.
Another tool of considerable importance and of help to intermediaries is the GIANOS system
(“Generatore Indici Anomalia Operazioni Sospette” in Italian), which allows algorithm-based
detection of anomalies in transactions and customer behaviour. A report of a suspicious
transaction does not constitute a criminal complaint but rather a report to be investigated
which, in turn, could ascertain criminal misconduct.
Parties responsible for reporting suspicious transactions are financial intermediaries (banks,
securities brokerage firms, Poste Italiane S.p.A., trust companies, insurance companies, etc.),
financial advisers, brokers, credit brokers, insurance intermediaries and financial brokers
together with professionals, notaries and lawyers, auditors and other parties, including, for
example, credit collectors, cash custodians and transport operators, public administration
offices, management companies of regulated markets, casinos and real-estate agents.
With respect to previous legislation, the objective scope of application of the reporting
requirements has been broadened. This broadening is connected, on the one hand, to the
new definition of “money laundering”, more extensive than that of the penal code and, on the
other hand, to imposing suspicious transaction reporting requirements upon cases of terrorist
financing.
The obligation to submit a suspicious transaction report to the Financial Intelligence Unit (FIU)
arises when an intermediary is aware of, suspects or has reason to believe that a transaction
in progress, completed or attempted is for money laundering or terrorist financing purposes.
This obligation arises, therefore, when an intermediary “knows”, “suspects” or has a
“reasonable basis to suspect”) that a transaction for money laundering or terrorist financing
purposes is in progress, completed or attempted.
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GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc.)

Suspicious transaction reports are made promptly by intermediaries to the FIU, if possible,
prior to the transaction and as soon as the intermediary becomes suspicious. The head of the
anti-money laundering department and the people in charge of this specific activity within
banks and financial intermediaries have a duty to report suspicions promptly to the FIU.
Distribution network operators, as they are in direct contact with customers, are the first
parties that must evaluate whether any anomalies exist in relation to transactions ordered by
customers. In this assessment, distribution network operators must carefully weigh their
knowledge of the customer against the anomaly indicators present in the transaction.
Financial advisers, financial brokers and credit brokers fulfil reporting requirements by
submitting a suspicious transaction report to the business owner, legal representative or one
of the appointed managers of the intermediary.
The business owner, legal representative or one of the appointed “anti-money laundering
officers” examines the reports received and, if a case appears to be grounded bearing in
mind all known information, including that held on the single electronic database, it is
forwarded to the Financial Intelligence Unit, without naming the party that submitted the
report.
The FIU must investigate reports received by taking into account the data and information
requested and obtained by the reporting parties, information from the accounts’ and
deposits’ register and tax registry, and any information acquired by the FIU during their
analysis and examination.
If a report proves groundless it is archived but retained by the FIU for a ten-year period.
In cases in which a report merits further investigation, the FIU promptly forwards the report,
accompanied by a technical report, to the Anti-Mafia Investigation Unit and the “Guardia di
Finanza” [the Italian finance police], which in turn inform the Anti-Mafia Public Prosecutor if
connected to organised crime.
The FIU provides direct feedback to the reporting intermediary if a report is forwarded to
the investigating bodies, or filed, unless such a disclosure could harm the investigation.
PURPOSES FOR WHICH THE FEEDBACK MAY BE USED
Electronic means, used for reports of suspicious activities, requests for investigation and
exchange of information on reported suspicious transactions between the FIU, the Guardia di
Finanza, Anti-Mafia Investigation Unit and the supervisory authorities, must be able to
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guarantee reception by the addressee(s) only and that the integrity of the information is not
compromised.
PROTECTION OF INSTITUTION EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN
THE EVENT OF NOTIFICATION) OR PERSONS COVERED BY THIS DIRECTIVE
Intermediaries shall adopt appropriate measures to ensure that the identity of the person
reporting the transaction remains confidential. Any documents containing information on this
person must remain under the direct safekeeping of the business owner, legal representative
or appointed manager.
It is important to remember that suspicious transaction reports are submitted to the FIU by the
intermediary without disclosing the name of the reporting party.
The FIU, the Guardia di Finanza and the Anti-Mafia Investigation Unit may request additional
information from the intermediary in order to analyse and examine the report, without need
for a direct request to the reporting party.
In case of a complaint or report in accordance with articles 331 and 347 of the Italian Code
of Criminal Procedure, the identity of the individual who made the report, even if known, is
not mentioned.
The identity of the individual may only be revealed when a court, by reasoned order, deems
it indispensable to ascertaining the offences in question. If documents and information are
seized, measures necessary to guarantee confidentiality of the reporting party’s identity must
be adopted.
Decree 231/2007 provides that, after consulting the Financial Security Committee of the
Ministry of Economy and Finance, the FIU, the Guardia di Finanza and the Anti-Mafia
Investigation Unit adopt adequate measures, if necessary by means of a memorandum of
understanding, to ensure the utmost confidentiality of the identity of reporting parties (art.
45, para. 5).
Prohibited disclosure
Parties responsible for reporting suspicious transactions, or anyone having knowledge thereto
are forbidden to disclose the existence of a report. Specifically, parties responsible for
reporting cannot inform the person concerned or a third party of a report, pending
investigation or potential investigation into money laundering or terrorist financing. This
prohibition does not prevent communication of a report among intermediaries belonging to
the same group.
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Feedback on the outcome of the investigation from the FIU to the intermediary is subject to
the same prohibition of disclosure vis-à-vis customers or third parties.
CONSERVATION OF RECORDS AND DOCUMENTS
Intermediaries are obliged to conserve documents and register the information acquired
during the customer due diligence (CDD).
Specifically, intermediaries must conserve:
(i)
copies of, or references to, documents requested from the customer during the due
diligence procedure, for a period of ten years from the end of the business
relationship;
(ii)
written documents and registrations (consisting of the original documents and
copies having the same legal effect) pertaining to transactions and business
relations, for a period of ten years from execution of the transaction or the end of
the business relationship.
Intermediaries must register the following information:
(i)
with respect to business relationships, the date the relationship commenced, the
personal details of the customer together with general details of the person
authorised to act on behalf of the person concerned in the business relationship
and the reference code of the relationship where applicable;
(ii)
with respect to transactions of an amount equal to, or exceeding, €15,000,
including transactions which appear to be fractioned or related, the reason,
amount, type of transaction, payment means and the personal information of the
person carrying out the transaction and the person on whose behalf it is carried
out. With regard to the previous legislation which contemplated a limit of
€12,500, the new legislation contemplates that the registration requirement
applies to transactions of an amount equal to or exceeding €15,000.
The above information must be:
• conserved for ten years;
• promptly registered within 30 days of conclusion of the transaction or the start,
modification or end of the business relationship.
In cases, whereby the intermediary receives information to be registered from a financial
adviser, financial broker, credit broker or other party acting on behalf of the intermediary,
the term of thirty days to register begins when the intermediary receives the information. Any
financial adviser, financial broker, credit broker or other party acting on behalf of the
intermediary is, in turn, obliged to forward such information to the intermediary within thirty
days.
Fractioned transactions
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A “fractioned transaction” is a transaction that is considered as such from an economic
perspective, with a value equal to, or exceeding the limit of, €15,000, carried out through
several operations, each under the limit, at different times but within a legally limited
timeframe of seven days, provided the requisites are met. (By circular dated 17 April 2008,
Associazionne Bancaria Italiana (ABI) set a limit of €5,000 or more for registering fractioned
transactions on the single electronic database). Fractioned defines financial flows
characterised by multiple movements within a limited time (7 days) and combined for the
purpose of meeting the obligations of a single associated contract.
Aggregate data
Intermediaries must forward aggregate data on their operations to the FIU on a monthly
basis, in order to allow the analysis of potential cases of money laundering or terrorist
financing in certain areas. The Financial Intelligence Unit identifies the type of data to be
submitted according to a risk-based approach and defines the methods by which the data
should be aggregated and transmitted, also by direct access to the single electronic
database.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, EDUCATION, ETC.)
In terms of informing and training intermediaries, ABI implements intensive programmes,
among which:
•
•
•
•

high level inter-company seminars such as those carried out in March and July 2008;
in-house training, already carried out approximately 140 times for a total of 3675
employees;
web-based course, with legal reference and practical examples;
educational instructions to be used by bank employees.

Moreover, ABI has for some time been committed to joint-training with the Superior Council of
Judges on issues of interest to judges and other investigation authorities called upon to
address banking activities.
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ANTI-MONEY LAUNDERING /CTF LEGISLATION
The AML/CTF legislation in Latvia is regulated by more than 30 various legal acts. The main
of which are the following:
• The Law on the Prevention of Laundering the Proceeds from Criminal Activity and of
Terrorist Financing, passed on 17 July, 2008, entered into force on 13August, 2008, thus
fully implementing European Parliament and Council directives 2005/60/EC and
2006/70/EC.
• Provisions of Cabinet of Ministers No. 1071 “Provisions on the List of Indicators of Unusual
Transactions and the Reporting Procedure regarding Unusual and Suspicious transactions”
adopted on 22 December, 2008.
• Provisions of Cabinet of Ministers No. 966 “Provisions on Third Countries which impose
requirements equivalent to those of the European Union regulatory provisions with respect
to the prevention of money laundering and of terrorist financing”, adopted on 25
November, 2008.
• Regulations of the Financial and Capital Market Commission No. 125,”Regulations on
Customer Enhanced Due Diligence” adopted on 27 August, 2008.
• Regulations of the Financial and Capital Market Commission No. 63,”Regulations for
creation of an Internal Control System” adopted on 2 May, 2007.
PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
TO THE DIRECTIVE
The Financial and Capital Market Commission (FCMC) is entitled to implement one or several
of the following measures: a warning; specify restrictions; partially or fully suspend the
provision of financial services; stop activities, or impose fines of up to 100,000 lats
(€141,000).
The applicable sentence for terrorism or terrorist financing is life imprisonment or deprivation
of liberty for a term of not less than eight years and not exceeding twenty, with confiscation
of property.
For a person who commits laundering of criminally acquired financial resources or other
property, the applicable sentence is deprivation of liberty for a term of not less than three
years and not exceeding twelve, with confiscation of property.

126 | P a g e

EBF Anti-Money Laundering Report 2011

CENTRAL AUTHORITY FOR REPORTING

The Latvian FIU – the Office for Prevention of Laundering of Proceeds Derived from Criminal
Activity (‘Control Service’ for short)- was established on 1 June 1998 and is a member of the
Egmont Group. It is a State body, which operates under the monitoring of the Prosecutor’s
Office of the Latvia Republic.
PERSONS RESPONSIBLE FOR REPORTING
A legal person subject to Law on the Prevention of Laundering the Proceeds from Criminal
Activity and of Terrorist Financing shall appoint a structural unit of one or several employees
to be entitled to take decisions and be directly responsible for compliance with this Law. In
addition to the general requirements, credit and financial institutions, excluding capital
companies that buy and sell foreign currency cash, shall appoint a board member who shall
be responsible for the prevention of money laundering and of terrorist financing in the
respective credit or financial institution.
BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
•
•
•
•

•
•
•
•

Credit institutions;
Financial institutions;
Tax advisers, external accountants, sworn auditors in commercial companies of sworn
auditors,
Sworn notaries, sworn advocates, other independent legal professionals when they
act in the name and for the benefit of their customers to assist in the planning and
execution of a transaction, to participate in any transaction or to perform other
professional activities related to transactions, for the benefit of their customer, in the
following cases:
a. buying or selling of real estate, shares in the capital of a commercial
company;
b. managing a customer's money, financial instruments, and other funds;
c. opening or managing all kinds of accounts with credit institutions or
financial institutions,
d. creating, managing or ensuring the operation of legal arrangements,
making investments necessary for creating, managing or ensuring the
operation of legal arrangements;
Legal arrangement and company service providers;
Persons acting in the capacity of agents or intermediaries in real estate transactions;
Organisers of lotteries and gambling;
Persons providing money collection services;
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Other legal or natural persons involved in trading real estate, transport vehicles,
items of culture, precious metals, precious stones and articles thereof or other goods,
acting as intermediaries in the said transactions or providers of services, where the
payment is made, in cash, in lats, or another currency in the amount equivalent to or
exceeding €15 000 at the exchange rate set by the Bank of Latvia on the transaction
day, whether the transaction is executed in a single operation or several linked
operations.

PREDICATE OFFENCES COVERED
In accordance with AML/CTF Law the proceeds shall be recognised as derived from criminal
activity when a person, directly or indirectly, acquires ownership or possession of them as a
result of a criminal offence or in other cases specified by the Criminal Procedure Law.
The money laundering shall mean:
• converting the proceeds from criminal activity into other valuables, changing their
location or ownership, knowing that the proceeds were derived from criminal activity,
and if such actions were aimed at concealing or disguising the illicit origin of such
proceeds, or assisting any other person who is involved in committing such activity, in
order to evade the legal liability of his/her action;
• concealing or disguising the true nature, source, location, disposition, movement or
ownership of the proceeds from criminal activity, knowing that such proceeds were
derived from criminal activity;
• acquiring the proceeds from criminal activity for ownership, possession or use,
knowing, at the time of acquiring such rights that the proceeds were derived from
criminal activity;
• participating in any of the activities mentioned above.
• terrorist financing shall mean the activities as defined by the Criminal Law.
Money laundering shall be recognised as such even where the criminal offence, which is
defined by the Criminal Law and results in a direct or indirect acquisition of the proceeds
derived thereby, was committed outside the Republic of Latvia and, according to the local
legislation, the person committing such criminal activity is held criminally liable.
IDENTIFICATION
a.

Definition (e.g.: PEPs, beneficial owner, thresholds…

Beneficial owner – a natural person:
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who owns, or directly or indirectly controls at least 25% of the share capital or voting
rights of a merchant or exercises another kind of control over the merchant's
operation;
who, directly or indirectly, is entitled to the property, or exercises a direct or an
indirect control over at least 25% of a legal arrangement other than a merchant. In
the case of a foundation, a beneficial owner shall be a person or a group of persons
for whose benefit the foundation has been set up. In the case of political parties,
societies, and cooperative societies, a beneficial owner shall be the respective
political party, society or cooperative society;
for whose benefit or in whose interest a business relationship is established,
for whose benefit or in whose interest a separate transaction is made without
establishing a business relationship in the meaning of Law on the Prevention of
Laundering the Proceeds from Criminal Activity and of Terrorist Financing;

Politically exposed person (PEP) - a natural person who:
• is entrusted with one of the following prominent public functions in another member
state or a third country: the Head of State, a Member of Parliament, the Head of
Government, a Minister, a Deputy Minister or an Assistant Minister, a State
Secretary, a judge of the supreme court, a judge of the constitutional court, a board
or a council member of the court of auditors, a member of the council or of the board
of a central bank, an ambassador, a chargé d'affaires, a high-ranking officer of the
armed forces, a member of the council or of the board of a state-owned capital
company, as well as a person who has resigned from the position of a prominent
public function within one year;
• is a parent, a spouse and a person equivalent to a spouse, a child, his/her spouse or
a person equivalent to a spouse of the persons referred to in Law on the Prevention
of Laundering the Proceeds from Criminal Activity and of Terrorist Financing hereof;
a person shall be treated as equivalent to a spouse provided that the laws of the
respective country contain a provision for such a status;
• is publicly known to have a business relationship with any person referred to in Law
on the Prevention of Laundering the Proceeds from Criminal Activity and of Terrorist
Financing hereof or a joint ownership with such a person of the share capital in a
commercial company, and a natural person that is a sole owner of a legal
arrangement that is known to be established for the benefit, de facto, of any person
referred to in Law on the Prevention of Laundering the Proceeds from Criminal
Activity and of Terrorist Financing hereof;
b.

Identification threshold amount

The subject of the Law shall identify a customer, before establishing a business relationship,
regardless of threshold amount. The subject of the Law shall also identify a customer before
each occasional transaction when:
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not establishing the business relationship, the amount of a transaction or the total
amount of several apparently linked transactions, is equivalent to €15 000 or more;
a transaction corresponds to at least one of the indicators in the list of unusual
transactions, or gives rise to a suspicion of money laundering, terrorist financing or an
attempt thereof;
there are doubts about the veracity of the previously obtained identification data.
Identification at a distance (non- face to face)

Where at inception of a business relationship, a customer has not been identified by a person
subject to the Law, its employee or authorised person, the person subject to the Law shall take
any of the following steps:
• obtain additional documents or information evidencing the customer’s identity;
• perform additional verification or certification of submitted documents or obtain a
statement of a credit institution or a financial institution registered in another Member
State to the effect that the customer has a business relationship with that credit
institution or financial institution;
• ensure that the first payment in the course of the business relationship is carried out
through an account opened in the customer's name with a credit institution to which the
requirements of the Law or of the EU legislative provisions on the prevention of money
laundering and of terrorist financing apply;
• require that the customer is present when executing the first transaction.
d.

Outsourcing of identification to third parties

A person subject to the Law shall be entitled to recognize and accept the results of the
customer identification and customer due diligence performed by credit institutions and
financial institutions other than capital companies that buy and sell foreign currency cash, and
providers of money transmission and remittance services in a Member State and a third
country, provided that the requirements in respect of the prevention of money laundering and
of terrorist financing as enforced in these countries, are equivalent to those of the Law.
Reliance of a person subject to the Law on the results of customer identification and customer
due diligence shall be without prejudice to the duty to monitor the customer’s business
relationship on a continuing basis.
e.

Means of identification

Natural persons shall be identified by verifying their identity on the basis of a personal
identity document in which the following information is provided:
• regarding a resident; the name, the surname, the personal identity number;
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regarding a non-resident; the name, the surname, the date of birth, the number of the
personal identification document and the date of issue, the issuing country and the
authority which issued the document.

Natural persons, non-residents, who have personally appeared before the persons subject to
this Law in Latvia, shall be identified only by a valid document for immigration into Latvia.
Natural persons, non-residents, who have not personally appeared before the persons
subject to this Law in Latvia (non-face to face customers) shall be identified in their country of
residence by using the domestic passport of the respective country, another document that
proves the person’s identity, and is accepted by the respective country, or a document that is
valid for immigration into the country where the person is being identified.
Legal persons shall be identified by requesting that they:
• produce documents giving evidence of their establishment or legal registration;
• notify the registered office address of the customer;
• identify the persons entitled to represent them in the relationship with the person
subject to this Law; and a document giving evidence of the rights of those persons to
represent the legal person or a copy of such a document shall be obtained.
A person subject to the Law shall be entitled to identify a legal person by obtaining the
above information from a publicly available source that is reliable and independent.
f.
Source of information (e.g.: public register for the identification of beneficial owner)
In order to fulfil the duties as set out in the Law, credit institutions and insurance merchants,
that provide life insurance shall be entitled to request, and, free of charge, receive
information on a customer, its beneficial owners and representatives, counterparties to
transactions and their beneficial owners, and also on the persons who have expressed
willingness to start a business relationship with the credit institution or the insurance merchant,
their beneficial owners and representatives, on the spouses of those persons and the first
degree relatives from the following:
•
•
•
•
•
•
•

The Register of Enterprises of the Republic of Latvia;
The State Social Insurance Agency;
The Invalid Documents Register;
The Penal Register;
The State Unified Computerised Land Register;
The State Register of Vehicles;
The Population Register.
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PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
Customer enhanced due diligence represents a set of risk-based activities, that are
performed in addition to customer due diligence in order to:
• identify beneficiary owner (BO), to verify that a person who has been indicated as
BO, is a real customer’s BO.
• perform enhanced monitoring of customer transactions.
A person subject to the Law shall perform enhanced customer due diligence in the following
cases:
• at inception of a business relationship with a customer who has not been physically
present during the identification procedure (non-face to face customers);
• at inception of a business relationship with a politically exposed person;
• when starting cross-border a credit institution relationship with respondents from third
countries.
Credit institutions and financial institutions, that are supervised by the FCMC in accordance
with the Law, shall also perform enhanced customer due diligence in all cases where any of
the high AML risks features have been identified according to data on country of customers
registration (residence), type of commercial activity, legal or ownership form, type of
financial services received or transactions.
A country or a territory shall be considered as having a high customer-residence-(registration)
country-risk where:
• it has been included in the list of low tax or tax free countries and territories as
approved by the Cabinet of Ministers (Cabinet Regulations 276);
• the United Nations Organisation or the European Union has established financial or
civil legal restrictions in respect of it;
• it has been included in the list of non–cooperating countries of the Financial Action
Task Force or that a body has published a statement to the effect that the respective
country or territory does not have regulatory provisions for combating money
laundering or terrorist financing or such provisions fail to comply with international
requirements due to material deficiencies; the Financial and Capital Market
Commission shall notify financial institutions of such countries and
• territories.
The following customers who are characterized by high risk of legalization of proceeds from
crime or terror financing:
• legal persons that issue or are entitled to issue bearer shares (equities);
• legal persons whose ownership or membership structure hampers the detection of the
beneficial owner;
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societies, foundations and legal arrangements equivalent to foundations that are not
established for profit–gaining purposes except in the cases when they have been
granted the status of public good in the Republic of Latvia;
external accountants, legal advisers, or legal arrangement and company service
providers that open accounts on their behalf with financial institutions to perform
financial operations on customers' behalf;
customers whose commercial or private activities are not related to the Republic of
Latvia, except in the cases when a customer enters into a business relationship with a
branch, or a representative office, or a parent, or a subsidiary undertaking in a
foreign country of a financial institution registered in the Republic of Latvia, and the
customer's commercial or private activities are related to the country where that
branch or representative office or the parent or the subsidiary undertaking is located;
the said condition shall not refer to the cases when a customer obtains units of an
investment fund registered in the Republic of Latvia.

Types of customer’s commercial activity characterised by high risk of legalization of criminal
proceeds or terror financing risk shall be considered in case of the following types of
commercial activity:
•
•
•
•
•
•

•

arrangement of gambling;
provision of cash collection services;
intermediation in transactions with real estate;
trading in precious metals and precious stones;
trading in arms and ammunition;
provision of reinsurance services except in the cases when the service provider has an
appropriate licence and its activity is supervised or it has been granted an assessment
in investment category by international rating agencies;
provision of money services (e. g., teller desks for payments, foreign exchange
offices, money transmission agents or other service providers offering money
transmission possibilities).

Products of financial institutions that are characterised by a high risk of legalization of
criminal proceeds or terror financing, are:
• private banking services whereby tailor–made services are provided to wealthy
customers, natural persons, by ensuring overall asset management, including advice on
financial planning, investment, tax and heritage issues, special lending terms, special
procedures whereby these customers and their transactions are serviced and
provided higher confidentiality of customer data;
• loans secured with a collateral of financial instruments or a guarantee issued by a
credit institution of a third country, excluding repo transactions;
• trust services where the amount transferred for trust exceeds an equivalent of
€286 000;
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issuing and servicing payment cards provided that a single customer, natural person,
orders more than 10 payment cards; or, a single customer, legal person, orders at
least 20 payment cards, or a smaller quantity when the number of payment cards is
not related to the economic activity of the customer.
transactions, effected by customers that are characterised by a high risk of
legalization of proceeds from crime or terror financing, shall be considered
transactions complying with the following description:
 the payment made or received conspicuously exceeds the threshold set by a
financial institution as a result of the due diligence of the customer's
economic/personal activity;
 the monthly credit turnover exceeds an equivalent of €286 000 or notably
exceeds another lower threshold set by a financial institution as a result of the
due diligence of the customer's economic/personal activity;
 the three–months’ credit turnover exceeds an equivalent of €714 000 or
notably exceeds another lower threshold set by a financial institution as a
result of the due diligence of the customer's economic/personal activity;
 the yearly credit turnover exceeds an equivalent of €2 857 000 or notably
exceeds another lower threshold set by a financial institution as a result of the
due diligence of the customer's economic/personal activity;
 the first credit transaction on the customer's account is made six months after
the date of establishing a business relationship with the customer and the
monthly credit turnover has reached an equivalent of €71 000;
 the first outgoing payment from the customer's account is made 12 months
after the opening of the account;
 a cash transaction of a customer, natural person, exceeds an equivalent of
€14 000 or the aggregate cash transactions in a month exceed an equivalent
of €71 000, or a cash transaction of a customer, legal person, exceeds the
threshold that has been set by a financial institution for such aggregate of
cash transactions as a result of the due diligence of the customer's economic
activity;
 a customer is a society or a foundation, and within a business relationship,
money is transmitted to a foreign country and the transaction volume exceeds
an equivalent of €10 000.

EXISTING GUIDELINES TO THE BANKING INDUSTRY
By developing appropriate policies and procedures, any legal person subject to the Law
shall establish and document an internal control system for the prevention of money
laundering and terrorist financing that is commensurate with its operations. An internal control
system is a set of measures that includes actions for ensuring compliance with legal
requirements by allocating adequate resources and training of the staff with the aim of
averting, to the extent possible, the involvement of a person subject to the AML/CTF Law.
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When establishing an internal control system, credit institutions, insurance companies and
investment brokerage firms shall follow the requirements for the establishment of the internal
control system, as set out in the Credit Institution Law, the Law on the Financial Instruments
Market, Law on Insurance Companies and Supervision thereof, and the FCMC Regulations No.
63,”Regulations for Creation of an Internal Control System”.
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc.)
Commercial banks rely on their own experience and expertise on new modus operandi, such
as general feedback from the FIU during AML/CTF training programmes, and once a year
during mutual discussions. Tax avoidance and different frauds, such as phishing, etc. should be
mentioned as predicate offences for the most common money laundering crimes.
PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
The feedback from the FIU could be used in order to find latest development and methods of
money laundering and terrorist financing. That would allow appropriate change settings for
monitoring systems and detect possible additional money laundering and terrorist financing
cases.
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
Where, in due course of the Law, a person subject to AML/CTF Law has reported to the FIU
in good faith, whether money laundering, terrorist financing or an attempt thereof, or other
criminal offence related thereto is proven or not during the course of pre-trial criminal
proceedings, or in the court and irrespective of the provisions of the mutual agreement
between a customer and the person subject to the Law, disclosure of information to the FIU
shall not constitute disclosure of confidential information and shall not incur legal, including
civil, liability.
Where a person subject to the AML/CTF Law has refrained from executing a transaction in
good faith in accordance with Article 32 hereof, discontinued business relationship or
requested fulfilment of liabilities before maturity, refraining from or delaying a transaction,
discontinuing a business relationship or requesting fulfilment of liabilities before maturity shall
not incur legal, including civil, liability on the person subject to this Law.
Where the FIU has issued an order for the suspension of a transaction in accordance with the
requirements of the Law, this shall not incur legal, including civil, liability on the person subject
to the Law irrespective of the outcome of the suspension of the transaction.
CONSERVATION OF RECORDS AND DOCUMENTS
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A person subject to the Law shall keep the following for at least five years after the
termination of the business relationship:
• copies of documents evidencing customer identification data;
• information about customers and their accounts;
• statements about the beneficial owner;
• correspondence, including by electronic mail;
• other documents, including in an electronic form, obtained during customer due
diligence.
In separate cases, upon an order of the FIU, they may be extended to more than five years,
but it shall not exceed six years.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
Association of Latvian Commercial Banks (ALCB) provides AML/CTF education and training
courses. Until 06.04.2011, 607 persons successfully passed exams and the Association issued
84 certificates for the Basic AML/CTF programme, 377 certificates for the Advanced
AML/CTF programme, and 146 certificates for the Expert AML/CTF programme.
In order to develop knowledge and skills of MLROs?, the Consulting and Education Centre of
ALCB has concluded an agreement with the Association of Certified Anti-Money Laundering
Specialists (ACAMS). 13 persons successfully passed the ACAMS exams.
There are numerous AML/CTF seminars, trainings and education programmes in which
compliance, monitoring and other banks specialists participate.
From 1998 to 2010, the Control Service has issued 231 publications and provided 242
education programmes regarding AML/CTF.
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ANTI-MONEY LAUNDERING / CFT LEGISLATION
The main legislation concerning AML and CFT is written in the “Law on Professional Due
Diligence” (Due Diligence Act, DDA). In addition, there are mainly the Criminal Code
(“Strafgesetzbuch” abbr. StGB), and the “Law against Market Abuse in the Trading of
Financial Instruments” (Market Abuse Act, MAA).
Customer due diligence (CDD) in Liechtenstein is set out in the Due Diligence Act (DDA), which
transposed the revised FATF Recommendations, the EU Third Money Laundering Directive (EC
Directive 2005/60/EC) and the EC Directive 2006/70/EC, effective 1 March 2009.
Note: the following remarks refer to an unofficial English translation. The German version of
the Act is authoritative.
The DDA defines the scope, requirements, and supervision of CDD, and provides for
enforcement and information sharing. The legal requirements are expanded and specified in
the Government’s Due Diligence Ordinance (DDO).
With entry into force of the Market Abuse Act on 1 February 2007 (amendments 2008,
2009 and 2010), a regulatory framework has been set up to combat market abuse activities
in the Liechtenstein financial centre. The object of this law is to expand the current offence of
insider dealing and to introduce the new offence of market manipulation. Insider dealing, in
the case of the economic advantage acquired through the offence exceeding 75,000 Swiss
francs, and Market Manipulation are both predicate offences to Money Laundering.
Liechtenstein’s Criminal Code is modelled on the Austrian Criminal Code. Money laundering is
criminalized by § 165 StGB; the financing of terrorism pursuant to § 278b, 278c, and 278d
StGB.
PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
OF THE EU DIRECTIVE
In Article 30 et seq. DDA, several penal provisions are stated in the case of criminal offences
(for example for breach of due diligence duties). The Court of Justice can punish anyone with
imprisonment of up to six months or with a fine of up to 360 daily rates (of between 10 to
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1,000 Swiss francs). For committing an administrative offence, the Financial Market Authority
(FMA) 4 can punish the offender with a fine of up to 100,000 Swiss francs.
The provisions of the Due Diligence Act (DDA) are without prejudice to criminal liability
arising from other criminal law provisions.
Most of the relevant criminal law provisions in connection with combating money laundering,
terrorist financing and criminal organisations can be found in the Criminal Code (StGB).
CENTRAL AUTHORITY FOR REPORTING
The Financial Intelligence Unit (FIU) is the central agency for the collection, analysis, and
dissemination of information needed to detect money laundering, predicate offences of
money laundering, organised crime, and terrorist financing. The FIU is a Financial Intelligence
Unit according to the principles laid down by the Plenary Assembly of the Egmont Group in
November 1996 in Rome and amended in Guernsey in June 2004. The FIU is a separate
agency and is not subordinated to any other body, in particular not to the FMA. The FIU
exists upstream of the law enforcement authorities and is not part of them. The FIU is the
Central State Agency to which direct and unfiltered Suspicious Activity Reports (SAR) are
filed.
The Law on the Financial Intelligence Unit (FIU Act) constitutes the formal legal basis for the
FIU. The content of the FIU Act specifies the competencies and responsibilities, as well as the
rights and duties of the FIU in connection with obtaining and analysing information for the
detection of money laundering activities, predicate offences of money laundering, organised
crime, and terrorist financing.
The FIU serves as an interface between the persons subject to due diligence and the law
enforcement authorities (in the first place the Public Prosecutors). Its main task is to analyse
the disclosed information in order to establish if there are indications of money laundering,
related predicate offences, organised crime, or terrorist financing. It is also a duty of the
persons who are dealing professionally with financial instruments and who are therefore
subject to due diligence to submit a report to the FIU if they suspect that a transaction might
constitute insider dealing or market manipulation.
The government has, as well, established a Counter-Terrorism Coordination Task Force,
headed by the FIU, and including representatives of the FMA, national police forces, public
prosecutor, legal assistance unit, judicial service, personal staff to the government (directly
reporting to the prime minister), Foreign Ministry, and the Government’s Press Office.
4 The FMA is an integrated financial supervisory authority for all financial markets and institutions and providers
of financial services. Its objectives are to safeguard the stability of the Liechtenstein financial centre, the
protection of clients, the prevention of abuses, and compliance with international standards.
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PERSONS RESPONSIBLE FOR REPORTING

The persons subject to due diligence must appoint a contact person for the Financial Markets
Authority (FMA) as well as persons or expert bodies for the internal functions of compliance
officers and investigating officers (Article 22 DDA).
In accordance with Article 17 DDA, a suspicious activity report (SAR) in writing must be
immediately submitted to the FIU by the persons subject to due diligence if there is suspicion
of money laundering, a predicate offence of money laundering, organised crime, or the
financing of terrorism, either as such or as a result of special inquiries that validate the
suspicion of money laundering, related in some circumstances or transactions (see Article 9
paragraph 4 DDA).
All suspicious transactions or activities must be reported to the FIU pursuant to Article 17 DDA,
regardless of the financial amount involved. There is no minimum reporting threshold.

BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
Pursuant to Article 3 DDA, the Disability Discrimination Act (DDA) applies to the following
legal entities and individuals (persons subject to due diligence):
a) banks and investment firms licensed under the Banking Act;
b) e-money institutions licensed under the E-Money Act;
c) management companies licensed under the Investment Undertakings Act;
d) insurance undertakings licensed under the Insurance Supervision Act, to the extent they
offer life insurance;
e) the Liechtenstein Postal Service (limited company), to the extent it pursues activities beyond
its universal service that must be notified to the FMA;
f) exchange offices;
g) insurance brokers licensed under the Insurance Brokerage Act, to the extent they broker
life insurance contracts and other services for investment purposes;
h) payment service providers;
i) asset management companies licensed under the Asset Management Act;
k) professional trustees and trust companies licensed under the Professional Trustees Act, to
the extent they pursue activities under Article 7 paragraph 1 (a), (b), (e) or audit activities
under (f) or activities under Article 7 paragraph 2 of the Professional Trustees Act;
l) casinos when granting admission to visitors, regardless of whether the visitor actually takes
part in gaming activities or buys or sells gaming tokens;
m) lawyers and law firms entered in the lists of lawyers or lists of law firms under the
Lawyers Act as well as legal agents as referred to in Article 67 of the Lawyers Act, to the
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extent they provide tax advice to their clients or assist in the planning or execution of
transactions for their client concerning the:
1. buying and selling of undertakings or real property;
2. managing of client money, securities or other assets;
3. opening or management of accounts, custody accounts or safe deposit boxes;
4. organisation of contributions necessary for the creation, operation or management
of legal entities; or
5. establishment of a legal entity on the account of a third party, or acting as a
partner of a partnership or a governing body or general manager of a legal entity
on the account of a third party, or carrying out a comparable function on the account
of a third party;
n) legal entities or individuals licensed under the Law on Auditors and Auditing Companies as
well as audit offices subject to specialized legislation;
o) holders of an authorisation according to Article 180a of the Law on Persons and
Companies (PGR), to the extent that they act as a partner of a partnership or a governing
body or general manager of a legal entity on the account of a third party or carry out a
comparable function on the account of a third party;
p) real estate agents, to the extent that their activities cover the purchase or sale of real
property;
q) legal entities or individuals trading in goods on a professional basis, to the extent that
payment is made in cash to a minimum amount of 25,000 Swiss Francs, irrespective of
whether the transaction is executed in a single operation or in several operations which
appear connected;
r) legal entities or individuals, to the extent that they provide, on a professional basis a
registered office, business address, correspondence or administrative address and other
related services for a legal entity;
s) legal entities or individuals, to the extent that they act as a nominee shareholder for
another person other than a company listed on a regulated market that is subject to
disclosure requirements in conformity with European Economic Area (EEA) law or subject to
equivalent international standards, or to the extent that they provide the possibility for
another person to carry out that function. The FMA shall issue a list of countries with
equivalent regulations;
t) legal entities or individuals who, on a professional basis and on the account of a third
party, act as a partner of a partnership or a governing body or general manager of a legal
entity or carry out a comparable function on the account of a third party;
u) legal entities or individuals who, on a professional basis, accept or keep third party assets
or assist in the acceptance, investment, or transfer of such assets or who, on a professional
basis, carry out external accounting and audits.
2) Liechtenstein branches of foreign legal entities referred to in paragraph 1 above are also
deemed to be subject to due diligence, to the extent such branches are permissible.
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PREDICATE OFFENCES COVERED

Liechtenstein has adopted a combined approach by listing all felonies and a number of
misdemeanours in § 165 StGB as predicate offences of money laundering. Felonies are
intentional criminal offences sanctioned with life imprisonment or imprisonment of more than
three years (§ 17 StGB), whereby the maximum sanction is the determining factor for the
differentiation between felonies or misdemeanours. However, both types of criminal offences
may constitute a predicate offence to money laundering. Misdemeanours listed as predicate
offences for money laundering relate to the following provisions in the criminal act: § 180
(intentional endangerment by polluting water or air), § 182 (intentional endangerment of
animal and plant population), § 223 (forgery of documents), § 224 (forgery of qualified
documents), § 278 (criminal organization), § 278d (terrorist financing) or §304-308
(corruption, bribery and undue influence on officials), offences in terms of Articles 83 - 85 of
the Foreigners Act, and offences in terms of the Narcotics Act or an offence according to
Article 24 of the Market Abuse Act. But also, offences in terms of Article 88 of the Law
concerning Value Added Tax, which exceed 75,000 Swiss Francs and smuggling in qualified
cases, are predicate offences to money laundering.
IDENTIFICATION
a.

Definition (e.g.: PEPs, Beneficial Owner, thresholds…)

Beneficial Owners are defined in Article 2 paragraph 1(e) DDA:
An individual on whose initiative or in whose interest a transaction or activity is carried out or
with whom a business relationship is ultimately established. In the case of legal entities, the
beneficial owner is also the individual who ultimately owns or controls the legal entity.
Politically-Exposed Persons (PEPs) are defined in Article 2 paragraph 1(h) DDA:
Individuals who are or were entrusted with prominent public functions until a year ago or
immediate family members or persons known to be close associates of such persons.
b.

Identification and Verification of the Identity

The identity of the contracting parties and the beneficial owners must be established and
verified at the time of entering into a business relationship (Article 5 et seq. DDA).
Identification requirements apply to contracting parties without any restriction and no
distinction is made between occasional and permanent relationships, although minimum
thresholds are set for occasional transactions. However, the means of verification will depend
on whether the contracting party is an individual or a legal entity.
The persons subject to due diligence must establish the identity of the beneficial owner. By
means of risk-based and adequate measures, they must verify the identity of the beneficial
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owner to satisfy themselves that the identified individual is actually the beneficial owner. If
the contracting party is a legal entity, the risk-based and adequate measures will also
include measures to determine the ownership and control structure of the contracting party.
If doubts arise in the course of a business relationship in relation to the identity of the
contracting party, the persons subject to due diligence must repeat the identification and
verification of the identity of the contracting party. The same rule applies to beneficial
owners.
c.

Extended Scope of Obligations (Article 11 DDA)

Business relationships wherein the contracting party was not personally present for
identification, are deemed to carry higher risks, and consequently, the identity of the
contracting party must be proved by means of additional measures. With regard to business
relationships and transactions involving politically exposed persons and cross-border
correspondent banking, the persons subject to due diligence will have to meet a higher level
of obligations to comply with due diligence requirements.
d.

Prohibited Business Relationships (Art. 13 DDA)

As a matter of principle, it is strictly prohibited to maintain correspondent banking
relationships with shell banks. In the same way it is prohibited to issue or maintain bearer
savings books and to maintain cash or securities accounts denominated after the bearer.
Furthermore, it is not permitted to maintain anonymous cash accounts, savings books or
securities accounts and to maintain cash accounts, savings books or securities accounts with
fictitious names.
e.

Delegation of Due Diligence Obligation

Pursuant to Article 14 DDA, persons subject to due diligence may delegate the following
obligations: establishment and verification of the identity of contracting parties and
beneficial owners, as well as the compilation of a business relationship profile. However,
these obligations may only be delegated to:
• another person subject to the Liechtenstein DDA; or
• an individual or a legal entity abroad that is subject to Directive 2005/60/EC or
equivalent regulation and supervision
f.

Means of identification

Article 6 paragraph 1 DDA provides that the persons subject to due diligence must identify
the contracting party and verify the contracting party's identity by means of conclusive
documents.
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For individuals, conclusive documents are valid official identification documents with a
photograph (i.e. a passport, an identity card or a driver’s licence). Identification documents
are deemed to be valid if these documents entitle the contracting party to enter the
Principality of Liechtenstein at the time of identification and verification. If the contracting
party is unable to obtain such a document from his/her country of origin, the contracting
party must present a certification of identity issued by the competent authority of his place of
residence.
For legal entities entered in the Public Register, conclusive documents are an extract from the
Public Register issued by the Public Registry; a printed electronic extract from a database
administered by the Public Registry; or a printed electronic extract from a trustworthy,
privately administered directory or an equivalent database.
For legal entities not entered in the Public Register, conclusive documents are a certification
issued by a domestic authority, the articles of association, incorporation documents or the
formation contract; certification of the required information by the appointed statutory
auditor; an official licence to engage in business activities or a printed electronic extract from
a trustworthy, privately administered directory or an equivalent database.
g.

Form and treatment of the documents

If a business relationship is established by means of correspondence, the persons subject to
due diligence must include the original or the certified copy of the conclusive document in the
due diligence files. Upon establishing a business relationship or carrying out an occasional
transaction by way of appearance of the contracting party in person, it shall suffice, if the
persons subject to due diligence, take a copy of the original or of the certified copy. On the
copy, the persons subject to due diligence, have to confirm that they have examined the
original or the certified copy. Additionally, they need to sign and date the copy, and include
the document in the due diligence files.
The documents required to verify the identity of the contracting party must be up to date and
reflect current circumstances. Authentification certificates, extracts from the Public Register,
and certifications issued by the appointed statutory auditor must not be older than 12 months.
h.

Source of information (e.g.: public register for the identification of beneficial owner)

See above.
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PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
According to Article 11 DDA, persons subject to due diligence, must define in their internal
guidelines’ criteria, business relationships and transactions with higher risks, and allocate the
respective business relationships and transactions accordingly.
The following business relationships and transactions must always be treated as cases
carrying higher risks:
•

in business relationships where the contracting party was not personally present for
identification, the identity of the contracting party must be proven by means of
additional measures;

•

with regard to business relationships with and transactions involving politically
exposed persons (PEPs), the persons subject to due diligence must:
a) employ adequate, risk-based procedures to determine whether the
contracting party or the beneficial owner is a PEP or not;
b) obtain the approval of at least one member of the general management
before establishing a business relationship with such a contracting party or
beneficial owner or, – where a contracting party or a beneficial owner is
recognised as a politically exposed person in the context of an existing
business relationship – before continuing the business relationship;
c) obtain annually the approval of at least one member of the general
management in order to continue business relationships with PEPs.

•

In respect of cross-border correspondent banking relationships with correspondent
institutions domiciled in a third State, persons subject to due diligence under article 3
paragraph 1 (a) to (h) Due Diligence Act (DDA) (see above) must ensure that they:
a) have sufficient information about the correspondent institution to understand
the nature of the correspondent's business and to determine from publicly
available information the reputation of the institution and the quality of its
supervision;
b) assess the correspondent institution's anti-money laundering and antiterrorist financing controls;
c) obtain approval from at least one member of the general management before
establishing new correspondent banking relationships;
d) record the respective responsibilities in relation to the due diligence obligations
applicable to the institutions involved.

All business relationships, deemed to carry higher risks from a due diligence point of view,
must be monitored more intensively.
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In addition and following a consultation with the Financial Intelligence Unit (FIU), the Financial
Markets Authority (FMA) has issued a specific guideline concerning indicators for money
laundering activities.

EXISTING GUIDELINES TO THE BANKING INDUSTRY
The Banking Act (BA) and the Banking Ordinance (BO) define and regulate banking activities
and entrust the FMA with supervisory powers. BA and BO do not specifically address
AML/CFT issues, but request banks to set up internal guidelines governing powers and
procedures for risk management issues, including operational and legal risks (Article 7.a BA),
and to conduct sound and proper business operations (Article 19 BA).
In the field of AML/CFT, the FMA has issued several guidelines on this subject, e.g. one
concerning monitoring of business relationships and one, dealing with due diligence
inspections conducted by mandated due diligence auditors.
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, ETC.)
After each Suspicious Activity Report (SAR), the FIU gives a case by case feedback to the
reporting entity.
The FIU plays an important role in the transfer of expertise in the area of AML/CFT
prevention by supporting training sessions organised by different institutions, such as the
Institute for Compliance and Quality Management (ICQM), the University of Liechtenstein and
the Financial Markets Authority (FMA). In addition, the annual report of the FIU always
includes a case study and general feedback on the latest trends and typologies.
PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
On the one hand, the feedback from the FIU to the industry is used to improve the system
continuously, while on the other hand, it serves as an early detection and awareness-raising
instrument.
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
Article 19 DDA: if a person has submitted a suspicious activity report (SAR) to the Financial
Intelligence Unit (FIU) and if it turns out that the reporting was not justified, such a person shall
be free of any liability under civil or criminal law, unless the person was acting intentionally.
Equally, there shall be no civil liability for persons who:
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• do not comply with a contracting party’s explicit request to execute a particular
transaction because of a pending SAR; or,
• do not enter into a business relationship or do not execute the requested transaction
or discontinue an existing business relationship because the person cannot fulfil its
obligations under the DDA.
CONSERVATION OF RECORDS AND DOCUMENTS
The persons subject to due diligence must record their compliance with the due diligence
obligations and the reporting duties in accordance with the Due Diligence Act (DDA). For that
purpose, they must keep and maintain due diligence files. Client-related records and
documents shall be kept for at least ten years following the termination of the business
relationship or the execution of an occasional transaction; transaction-related records and
documents, however, shall be kept for at least ten years following the execution of a
particular transaction. In cases of simplified due diligence requirements, the person subject to
due diligence must document the reasons for such an exemption in the due diligence files.
The due diligence files shall primarily contain all records and documents that have been
prepared or inspected for due diligence purposes in order to comply with DDA and DDO
requirements.
They must in particular include:
• the documents and records that were used to identify and verify the identity of the
contracting party and the beneficial owner;
• the profile of the business relationship;
• the documentation on special investigations conducted in connection with DDA and all
documents, records and statements inspected for that purpose;
• records, reflecting transactions and, if applicable, statement of assets; and
• any SAR submitted to the FIU.
The due diligence files must be organised and kept in a manner that:
• due diligence obligations (DDO) required by law can be performed at any time;
• competent, specialised third parties are able to reach a reliable judgement on whether
the provisions of the DDA and the DDO have been complied with; and
• requests of competent domestic authorities and courts, auditors and audit firms can be
dealt with within a reasonable period of time.
The due diligence files may be kept within Liechtenstein only.
During criminal procedures, the prosecuting authorities are empowered to confiscate or to
seal the documents, and extend the retention period.
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STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
Ongoing employee training on AML/CFT matters: persons subject to due diligence must
ensure initial and ongoing training of their staff according to the DDA. This training covers
requirements to prevent and combat money laundering, predicate offences of money
laundering, organised crime, and the financing of terrorism.
The FMA supervises compliance with the legal training obligations.
The Financial Intelligence Unit (FIU) and the Financial Markets Authority (FMA) practise
training activities, both through participation of its staff in various training courses, especially
those organised by specialised organisations, e.g. the University of Liechtenstein, along with
other events. The goal of these efforts is to expand further awareness of the persons subject
to due diligence.
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ANTI-MONEY LAUNDERING /CTF LEGISLATION
•

The law of 9 July 1989, which amends the amending law of 19 February 1973 on the
Sale of Medication and the Prevention of Drug Addiction. This law introduces the principle
of drug-related money laundering as a criminal offence.

•

The law of 5 April 1993 on the financial sector. This law transposes the European Money
Laundering Directive into national law. The law sets out the behaviour to be adopted by
financial sector professionals as regards money laundering.

•

The grand-ducal decree of 6 January 1995 authorising the creation and operating of a
database containing information and notifications from credit institutions and other
financial sector professionals, as well as from life insurance companies and insurance
brokers on facts and transactions likely to be related to money laundering resulting from
drug trafficking.

•

The law of 11 August 1998 introducing the incrimination of criminal organisations and the
offence of money laundering into the Penal Code and amending:
• the amended law of 19 February 1973 concerning the sale of medicinal
substances and the fight against drug addiction;
• the amended law of 5 April 1993 relative to the financial sector;
• the amended law of 6 December 1991 relative to the insurance sector;
• the amended law of 9 December 1976 relative to the organisation of
notaries public;
• the law of 20 April 1977 relative to games of chance and betting on sports
events;
• the law of 28 June 1984 regulating the profession of company auditors;
• the rules of criminal procedure;
• this law? Which? introduces the prohibition of money laundering into a new
section of the Penal Code; it has a twofold objective:
 to extend the scope of application of the offence of money laundering
to offences other than those related to drug trafficking (criminal
organisations, arm trafficking etc.);
 to extend the system concerning the prevention and detection of
money laundering, hitherto limited to the financial sector, to other
sectors likely to be involved in money laundering operations or
confronted with such operations.
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• The law of 31 May 1999 governing the domiciliation of companies and:
• amending and completing certain provisions of the amended law of 10 August
1915 concerning trading companies;
• amending and completing certain provisions of the amended law of 23
December 1909 concerning the creation of a trade and company register;
• amending and completing the amended law of 28 December 1988 regulating
access to professions in the craft industries, the professions of merchant and
industrialist, as well as to other professions;
• completing the law of 12 July 1977 relative to holding companies;
• amending and completing certain provisions of the law of 5 April 1993
relative to the financial sector;
• completing the amended law of 6 December 1991 on the insurance sector.
• The law of 10 June 1999 governing the organisation of the profession of chartered
accountant.
•

The law of 15 January 2001 transposing the OECD Convention of 21 November
1997 on combating bribery of foreign public officials in international business
transactions.

•

The law of 14 June 2001 transposing the Convention on laundering, search, seizure
and confiscation of the proceeds from crime, signed in Strasbourg on 8 November
1990.

•

The law of 1 August 2001 concerning the € changeover on 1 January 2002 and
amending certain provisions laid down by law.

•

The law of 12 November 2004 concerning the fight against money laundering and
terrorist financing and embodying Directive 2001/97/CE amending Directive
91/308/EEC on prevention of the use of the financial system for the purpose of
money laundering.

•

The Law of 17 July 2008 on the fight against money laundering and terrorist financing
and amending article 506-1 of the Penal Code and the Law of 14 June 2001:
the list of predicate offences of money laundering is extended to all offences
punishable by a detention order for a minimum of more than six months.

• The Law of 17 July 2008 transposing Directives 2005/60/EC and 2006/70/EC and
amending:
• the Law of 12 November 2004 on the fight against money laundering and
terrorist financing, as amended;
• the Law of 7 March 1980 on the organisation of the judicial system, as amended;
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the Law of 5 April 1993 on the financial sector, as amended;
the Law of 6 December 1991 on the insurance sector, as amended;
the Law of 9 December 1976 on the profession of notary, as amended;
the Law of 10 August 1991 on the profession of lawyer, as amended;
the Law of 28 June 1984 on the organisation of the profession of company
auditor, as amended
the Law of 10 June 1999 on the organisation of the profession of accountant.

• Grand-ducal regulation of 1 February 2010 providing details on certain provisions of
the amended law of 12 November 2004 on the fight against money laundering and
terrorist financing.
• The Law of 27 October 2010:
• enhancing the anti-money laundering and counter terrorist financing legal
framework;
• organising the controls of physical transport of cash entering, transiting through or
leaving the Grand Duchy of Luxembourg;
• relating to the implementation of United Nations Security Council resolutions as
well as acts adopted by the European Union concerning prohibitions and
restrictive measures in financial matters in respect of certain persons, entities and
groups in the context of the combat against terrorist financing;
•

Grand-ducal regulation of 29 October 2010 implementing the law of 27 October
2010 relating to the implementation of United Nations Security Council resolutions as
well as acts adopted by the European Union concerning prohibitions and restrictive
measures in financial matters in respect of certain persons, entities and groups in the
context of the combat against terrorist financing;

•

Ministerial regulation of 8 November 2010 amending Annex I C of grand-ducal
regulation of 29 October 2010 implementing the law of 27 October 2010 relating
to the implementation of United Nations Security Council resolutions as well as acts
adopted by the European Union concerning prohibitions and restrictive measures in
financial matters in respect of certain persons, entities and groups in the context of
the combat against terrorist financing.

PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT OF THE NATIONAL
PROVISIONS TO THE DIRECTIVE
1) Criminal penalties
Article 9 of the Law of 12 November 2004 (as amended) provides a fine of between
€1.250 to €1.250.000 for non-compliance with the law.
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2) Administrative penalties
In order of seriousness, the Luxembourg Financial Markets Authority “Commission de
surveillance du secteur financier” (CSSF) may impose the following sanctions:
• a warning;
• a reprimand;
• a fine of between €250 and €250,000;
• one or more of the following measures.
a) a temporary or definitive prohibition on the execution of any number of operations
or activities, as well as any other restrictions on the activities of the person or entity;
b) a temporary or definitive prohibition on participation in the profession by the de
jure or de facto, directors or senior management personnel of persons or entities
subject to the supervision of the CSSF.
The CSSF may disclose to the public any sanctions imposed under this article, unless such
disclosure seriously jeopardise the financial markets or cause disproportionate damage to the
parties involved.
The decision to impose a sanction may be referred to the administrative court to allow it to
pass judgement on the merits of the case, within a period of one month, after which no such
referral may be made.
The CSSF may impose a coercive fine upon the persons referred to in paragraph 1 above in
order to compel these persons to act upon the injunctions issued by the CSSF. The amount of
this coercive fine, on the grounds of an observed failure to perform, may not be greater than
€1,250 a day, with the understanding that the total amount imposed on account of an
observed failure to perform may not exceed €25,000.
CENTRAL AUTHORITY FOR REPORTING
The FIU (Public Prosecutor for the Luxembourg Court) must be informed of any fact that could
be an indication of money laundering.
PERSONS RESPONSIBLE FOR REPORTING
Article 5 of the Law of 17 July 2008 requires the professionals to appoint one or several
persons responsible for forwarding data to the authorities. Data, are in practice,
communicated by one or more persons designated for this purpose by the professionals
subject to money laundering legislation.
BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
The obligation to inform the authorities of any suspicion of possible money laundering
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transactions now extends to the following professionals:
• investment firms;
• financial operations advisers;
• brokers;
• market makers;
• professional custodians of securities or other financial instruments;
• corporate domiciliation agents;
• operators of payment systems or clearing systems for securities transactions;
• currency exchange offices;
• debt recovery organisations;
• client communication agents;
• administrative agents of the financial sector;
• operators of Electronic Data Processing (EDP) systems and communication networks of
the financial sector;
• professionals providing company incorporation and management services;
• insurance companies;
• notaries;
• casinos and gaming establishments;
• company auditors;
• accountants;
• pension funds under the prudential supervision of the “Commissariat aux Assurances”;
• persons agreed to undertake the management of pension funds under the prudential
supervision of the “Commissariat aux Assurances”;
• insurance intermediaries agreed in Luxembourg or authorised to exercise their
activities in Luxembourg;
• undertakings for collective investment marketing their units, or shares and defined
under the law of 20 December 2002 relating to undertakings for collective
investment, or under the law of 30 March 1988 relating to undertakings for collective
investment, or under the law of 19 July 1991 relating to undertakings for collective
investment, the securities of which, are not intended to be placed with the public;
• management companies subject to the law of 20 December 2002 relating to
undertakings for collective investment and marketing units or shares of undertakings
for collective investment or carrying out additional or auxiliary activities within the
meaning of the law of 20 December 2002 relating to undertakings for collective
investment;
• pension funds under the prudential supervision of the “Commission de Surveillance du
Secteur Financier” (supervisory authority of the financial sector);
• professionals as referred to in article 13 of the law of 5 April 1993 on the financial
sector:
• persons providing an investment service where that service is provided in a
secondary manner in the course of a professional activity regulated by legal or
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•

•

•
•
•
•
•

regulatory provisions or a code of ethics;
• undertakings, which provide investment services exclusively for their parent
undertakings and subsidiaries;
• undertakings, which provide a service under chapter 2 of the law of 5 April 1993
on the financial sector, other than an investment service;
• undertakings, which provide investment services consisting exclusively in the
administration of employee-participation schemes;
• advisers and managers of Luxembourg collective investment undertakings;
• persons whose main business consists of dealing in raw materials between
themselves or with persons or entities producing or using those products for
business purposes, and who provide investment services only to those
counterparties, and to the extent necessary, for the carrying on of their main
business;
• undertakings which provide investment services consisting exclusively in dealing for
their own account on financial-futures or options markets, or which deal for the
accounts of other members of those markets or make prices for them;
• real estate agents established or acting in Luxembourg;
• lawyers within the meaning of the amended law of 10 August 1991 on the
profession of lawyer when they assist in the planning or execution of transactions
for their client concerning the;
a) buying or selling of real property or business entities;
b) managing of client money, securities, or other assets;
c) opening or management of bank, savings, or securities accounts;
d) organisation of contributions necessary for the creation, operation, or
management of companies;
e) creation, operation, or management of trusts, companies and similar structures;
f) or by acting on behalf of and for their client in any financial or real estate
transaction;
persons, others than those mentioned above, carrying out in Luxembourg, on a
professional basis, the activity of fiscal consultancy, economic consultancy or one of the
activities described under a) and b) of the above list;
natural or legal persons trading in goods, whenever payment is made in cash, and to
an amount of €15, 000 or more, whether the transaction is executed in a single
operation or in several operations which appear to be linked.
trust or company service providers;
management companies and advisers of undertakings for collective investment, of
investment companies in risk capital and of pension funds;
securitisation undertakings when they provide services to companies and trusts;
insurance and reinsurance companies and their intermediaries when they perform credit
or surety transactions;
persons (other than those specifically designated as being subject to the obligations
concerning the prevention of money laundering and the financing of terrorism) who
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pursue on a commercial basis one or more of the activities or operations in the name of,
or, for the account of a client (deposits, loans, leasing, money or securities transfer, issue
and management of means of payment, granting guarantees and taking up
commitments, trading of financial instruments, participation in issues of transferable
securities and provision of related services, asset management, safe custody and
administration of transferable securities for the account of a third party, subscription to,
and placing of, life insurance and other investment products related to an insurance
policy, currency exchange, hire of safe deposit boxes), some of these activities being in
any case reserved for credit institutions. In practice, the following persons are involved;
• persons who provide an investment service solely for their parent company,
branches or for a different branch of their parent company;
• persons who provide a service covered by the Law of 5 April 1993 relating to
the financial sector solely for one or more companies belonging to the same
group as the person who provides the service;
• persons who provide a service covered by Chapter 2 of Part 1 of the Law of 5
April 1993 if this activity is pursued on an ancillary basis within the framework
of a professional activity and if the latter is governed by the laws or
regulations, or by a code of ethics applicable to the profession, which do not
preclude the provision of such a service;
• persons whose investment services consist exclusively in the management of a
system of stock options for employees;
• persons who provide investment services which consist solely in the management
of a stock option system for employees and the provision of investment services
solely for their parent company, their branches or to another branch of their
parent company;
• persons who trade financial instruments for their own account or provide investment
services relating to derivative instruments on primary commodities or contracts on the
derivative instruments referred to in Annex II, Section B, Point 10 of the Law of 5 April
1993 for the clients of their main activity, provided that such services are ancillary, at
group level, to their main activity and that the latter does not consist in the provision of
the investment services referred to in Sections A and C of Annex II to the Law of 5
April 1993 or the exercise of one or more of the activities referred to in Annex 1 to
the Law of 5 April 1993;
• persons whose main activity consists in proprietary trading in commodities
and/or derivative instruments on commodities;
• companies whose services and/or investment activities consist solely in
proprietary trading on a market for financial futures or options or other
markets for financial derivatives and on spot markets for the sole purpose of
hedging positions on derivative markets, or who negotiate or set a price for
other members of the same market and who are covered by the guarantee of
a netting member of that market.
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The scope of application of the law likewise extends to branches in Luxembourg of foreign
professionals and to professionals established under foreign law who provide services in
Luxembourg without setting up branches there.
PREDICATE OFFENCES COVERED
The predicate offences are as follows:
• drug trafficking;
• abduction of minors;
• sexual offences against minors;
• procuring;
• fraud on the financial interests of the State and of international institutions;
• corruption (private and public sector);
• violation of the legislation on arms and munitions;
• crimes and offences committed in the context of, or in relation to, an association
formed with a view to attempting the commission of offences against persons or
property or in the context of, or in relation to, a criminal organisation;
• acts of terrorism and terrorist financing;
• the counterfeiting and falsification of seals, stamps, punches, marks, coins and
banknotes;
• the use and disclosure of trade secrets or manufacturing secrets;
• theft;
• bankruptcy;
• embezzlement;
• fraud;
• illicit trafficking in stolen goods and other goods;
• illicit trafficking in migrants;
• infringement of copyright;
• crimes and offences against the environment;
• smuggling;
• the offences of insider trading and market manipulation;
• attacks on persons who enjoy international protection;
• any other offence punishable by a minimum term of imprisonment longer than six
months.
IDENTIFICATION
a.

Definition (e.g.: personally exposed persons (PEPs), beneficial owner (BO), thresholds…

The Law of 17 July 2008 resumes definitions of the Directive 20005/60/EC, in particular:
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“beneficial owner” means the natural person(s) who ultimately own(s) or control(s) the
customer and/or the natural person on whose behalf a transaction or activity is being
conducted. The beneficial owner shall at least include:
a) in the case of corporate entities;
• any natural person(s) who ultimately own(s) or control(s) a legal entity
through direct or indirect ownership or control over a sufficient percentage
of the shares or voting rights in that legal entity, including through bearer
share holdings, other than a company listed on a regulated market that is
subject to disclosure requirements consistent with Community legislation or
subject to equivalent international standards; a percentage of 25% plus
one share, deemed sufficient to meet this criterion;
• any natural person(s) who otherwise exercise(s) control over the
management of a legal entity;
b) in the case of legal entities, such as foundations, and legal arrangements, such as
trusts, which administer and distribute funds;
• where the future beneficiaries have already been determined, the natural
person(s) who is the beneficiary of 25% or more of the property of a
legal arrangement or entity;
• where the individuals that benefit from the legal arrangement or entity
have yet to be determined, the class of persons in whose main interest the
legal arrangement or entity is set up or operates;
• any natural person(s) who exercise(s) control over 25% or more of the
property of a legal arrangement or entity.
• “politically exposed persons” means natural persons who are or have been entrusted
with prominent public functions, and immediate family members, or persons known to be
close associates of such persons; “natural persons who are or have been entrusted with
prominent public functions” means all natural persons, including:
1. Heads of State, Heads of Government, Ministers and Deputy or Assistant Ministers;
2. Members of Parliament;
3. members of supreme courts, of constitutional courts or of other high-level judicial bodies
whose decisions are not subject to further appeal except in exceptional circumstances;
4. members of courts of auditors or of the boards of central banks;
5. ambassadors, deputy ambassadors (chargés d’affaires), and high-ranking officers in the
armed forces;
6. members of the administrative, management or supervisory bodies of State-owned
enterprises;
7. important political party officials.
“immediate family members” means all natural persons, including in particular;
(a) the spouse;
(b) any partner considered by national law as equivalent to the spouse;
(c) the children and their spouses or partners;
(d) the parents;
•
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“persons known to be close associates” means all natural persons, including;
(a) any natural person who is known to have joint beneficial ownership of legal
entities or legal arrangements, or any other close business relations, with (a) natural
person(s) who is/are or have been entrusted with prominent public functions;
(b) any natural person who has sole beneficial ownership of a legal entity or legal
arrangement which is known to have been set up for the benefit de facto of the
natural persons who are or have been entrusted with prominent public functions.
•

"trust and company service providers" means any natural or legal person who, by way
of business, provides any of the following services to third parties:
a) forming companies or other legal persons;
b) acting as or arranging for another person to act as a director or secretary of a
company, a partner of a partnership, or a similar position in relation to other
legal persons;
c) providing a registered office, business address, correspondence or administrative
address and other related services for a company, a partnership or any other
legal person or arrangement;
d) acting as, or arranging for another person to act as a trustee of an express trust
or a similar legal arrangement;
e) acting as, or arranging for another person to act as a nominee shareholder for
another person;

•

“business relationship" means a business, professional or commercial relationship which
is connected with the professional activities of the institutions, and persons covered by this
Directive, and which is expected, at the time when the contact is established, to have an
element of duration;
"shell bank" means a credit institution, or an institution engaged in equivalent activities,
incorporated in a jurisdiction in which it has no physical presence, involving meaningful
mind and management, and which is unaffiliated with a regulated financial group.

•

b.

Identification threshold amount

With regard to occasional customers (where there is no account relationship) identification
procedures must be carried out for any operation which amounts to or exceeds €15,000.
Financial sector professionals are obliged to demand identification, even when the amount of
the transaction is below the €15,000 threshold, there is suspicion of money laundering.
c.

Identification at a distance (non- face to face)

Professionals have to take specific and adequate measures necessary to compensate for the
greater risk of money laundering which arises when establishing business relations or entering
into transaction with a customer who has not been physically present for identification
purposes (non-face to face operations). Such measures shall ensure that the customer’s
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identity is established, for example, by requiring additional documentary evidence, or
supplementary measures to verify or certify the documents supplied, or confirmatory
certification by a financial institution, governed by the Luxembourg law or subject to
equivalent professional obligations relating to the combat against money laundering or
terrorist financing, or by requiring that the first payment of the operations is carried out
through an account opened in the customer’s name with a credit institution governed by the
Luxembourg law or subject to equivalent professional obligations relating to the combat
against money laundering or terrorist financing. The internal control procedures shall take
specific account of these measures.
d.

Outsourcing of identification to third parties

Article 3-3 of the law of 17 July 2008 provides that the national or foreign credit institutions
and financial institutions’ company auditors, notaries, other independent legal professionals,
and trust or company service providers, subject to equivalent identification requirements are
the only acceptable delegates. However, the ultimate responsibility for meeting those
requirements shall remain with the institution which relies on the third party.
Third parties shall make information, requested, immediately available to the institution to
which the customer is being referred. Relevant copies of identification and verification data
and other relevant documentation on the identity of the customer or the beneficial owner shall
immediately be forwarded, on request, by the third party to the institution to which the
customer is being referred.
e.

f.

Means of identification
•

Natural persons: customer identification must be based on official identity documents
and must be detailed (surname, first name, address).

•

Legal persons: appropriate officially-approved identification documents (Commercial
Register, articles of association, published accounts, etc.).

•

Natural or legal persons acting for the account of a third person: where there is
doubt, or uncertainty, as to whether a natural person is acting for his/her own
account, financial sector professionals must take reasonable steps to obtain
information on the true identity of the persons for whom the customer is acting.
Source of information (e.g.: public register for the identification of beneficial owner)

The pertinent information or data on the client, the beneficial owners, and on the control of
legal persons, may be obtained from public registers, from the customers, or other reliable
sources.
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PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
Article 3-2 of the Law of 17 July 2008 requires the professionals to apply, on a risk-sensitive
basis, enhanced customer due diligence measures, in addition to the measures referred to in
article 3, in situations which by their nature can present a higher risk of money laundering or
terrorist financing.
When the customer has not been physically present for identification purposes, professionals
must take specific and adequate measures to compensate for the higher risk, for example, by
applying one or more of the following measures:
a) ensuring that the customer's identity is established by additional documents, data or
information;
b) supplementary measures to verify or certify the documents supplied, or requiring
confirmatory certification by a credit or financial institution, governed by the
Luxembourg law, or subject to equivalent professional obligations relating to the fight
against money laundering or terrorist financing;
c) ensuring that the first payment of the operations is carried out through an account,
opened in the customer's name with a credit institution, governed by the Luxembourg
law, or subject to equivalent professional obligations relating to the fight against
money laundering or terrorist financing .
In respect of cross-frontier correspondent banking relationships with respondent institutions
from third countries and, contingent upon the assessment of a higher risk, credit institutions
must:
a) gather sufficient information about a respondent institution to understand fully the
nature of the respondent's business and to determine from publicly available
information the reputation of the institution and the quality of supervision;
b) assess the respondent institution's anti-money laundering and anti-terrorist financing
controls;
c) obtain approval from senior management before establishing new correspondent
banking relationships;
d) establish by document the respective responsibilities of each institution;
e) with respect to payable-through accounts, be satisfied that the respondent credit
institution has verified the identity of, and performed ongoing due diligence on the
customers having direct access to accounts of the correspondent, and that it is able,
upon request, to provide relevant customer due diligence data to the correspondent
institution.
In respect of transactions or business relationships with politically exposed persons residing
abroad or holding a public function in a foreign country or holding a public function on
behalf of a foreign country, credit institutions must:
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a) have appropriate risk-based procedures to determine whether the customer or
beneficial owner is a politically exposed person;
b) have senior management approval for establishing business relationships with such
customers;
c) take adequate measures to establish the source of wealth and source of funds that
are involved in the business relationship or transaction;
d) conduct enhanced ongoing monitoring of the business relationship.
This also applies where a customer has already been accepted and the customer or the
beneficial owner is subsequently found to be, or subsequently becomes, a politically exposed
person.
Credit institutions are prohibited from entering into, or continuing a correspondent banking
relationship with a shell bank, or with a known bank, or to permit its account to be used by a
shell bank.
Professionals are required to pay special attention to any money laundering or terrorist
financing threat that may arise from products or transactions that might favour anonymity,
and to take measures if needed, to prevent their use for money laundering or terrorist
financing purposes.
EXISTING GUIDELINES TO THE BANKING INDUSTRY
The ABBL has edited a “Vademecum of the professional obligations relating to money
laundering and terrorist financing”: this document is intended to assist credit institutions and
other financial sector professionals in the effective performance of their obligations, in
accordance with the statutory and regulatory provisions applicable in the matter, and to
provide various details regarding the practical implementation of the legislation.
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
Under article 5(1) of the Law of 17 July 2008, professionals are held to cooperate with the
Luxembourg authorities responsible for the combat against money laundering and financing
terrorist.
Identity of employees providing the information is held confidentially by the authorities,
unless disclosure is essential to ensure the regularity of legal proceedings, or to establish
proof of the facts forming the basis of these proceedings.
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CONSERVATION OF RECORDS AND DOCUMENTS

Under article 3(6) of the Law of 17 July 2008, professionals are required to keep the
following documents, or information, for use in any investigation into, or analysis of, possible
money laundering or terrorist financing by Luxembourg authorities responsible for the combat
against money laundering and terrorist financing:
a) in the case of the customer due diligence, a copy or the references of the evidence
required, for a period of at least five years after the business relationship with their
customer has ended, without prejudice to longer periods of conservation prescribed
by the other laws;
b) in the case of business relationships and transactions, the supporting evidence and
records, consisting of the original documents or copies admissible in court proceedings
under the applicable Luxembourg legislation for a period of at least five years
following the carrying-out of the transactions or the end of the business relationship,
without prejudice to longer periods of conservation prescribed by the other laws.

STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
Training in the combat against money laundering has always been an integral and important
part of the ongoing training provided for bank staff, and this includes, in particular, that
offered by the Institut de Formation Bancaire, Luxembourg (IFBL). The Institute's mission is to
promote professional skills in the banking and financial fields. Ongoing training is an essential
element in the development of Luxembourg as a financial marketplace, not least because its
reputation must necessarily be based on the know-how and professionalism of those who
work in that marketplace.
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MALTA

Malta Bankers’ Association

ANTI-MONEY LAUNDERING /CTF LEGISLATION
•
•
•
•

The Prevention of Money Laundering Act of 1994 (as amended).
The Prevention of Money Laundering and Funding of Terrorism (Regulations)
of 2008. 5
The Dangerous Drugs Ordinance, Cap.101 (as amended).
Gaming Act Regulations of 1998 (as amended).

PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
TO THE DIRECTIVE
Regulation 4 establishes the obligations to have systems in place and to provide the
necessary training to prevent money laundering and the funding of terrorism. In brief,
Regulation 4 requires subject persons (i) to have procedures in place for customer due
diligence, record keeping, and reporting of suspicious transactions; (ii) to have measures to
apply these procedures consistently including in non-face to face transactions; (iii) to establish
effective and adequate procedures on internal control, risk assessment and management,
compliance and communications; (iv) to provide training to employees including awareness on
the domestic legislation and regulations; and (v) to ensure effective screening procedures
when hiring employees. Sub-regulation 5 of the regulation establishes penalties for noncompliance with the foregoing. A person found guilty of non-compliance shall, on conviction,
be liable to a fine not exceeding €50,000 or to imprisonment for a term not exceeding two
years; or, to both fine and imprisonment.
Regulation 5 provides that when such an offence is committed by a body or another
association of persons, corporate, or non-corporate, every person who at the time of the
commitment of the offence was a director, manager, secretary or other similar officer of such
a body or association, or was purporting to act in any such capacity, shall prima facie be
guilty of that offence, unless he proves otherwise. Moreover, Regulation 5 provides that such
a body or association of persons shall be liable to an administrative penalty of not less than
€1,200 and not more than €5,000. Such an administrative penalty can be imposed by the
Financial Intelligence Analysis Unit either as a one-time penalty, or, on a cumulative basis,
provided the accumulated penalty does not exceed €50,000.

5

The 2008 Regulations were published and came into force on 31st July 2008. The regulations transpose in
totality the EU Third Directive (2005/60/EC) and the Implementing Directive (2006/70/EC)
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CENTRAL AUTHORITY FOR REPORTING

According to sub-regulation 6 of Regulation 15, knowledge or suspicion of money laundering
should be reported to the Financial Intelligence Analysis Unit (FIAU).
The FIAU is a Government agency within the Ministry of Finance, the Economy and Investment,
having a distinct legal personality. It is an administrative type of financial intelligence unit
and is structured on the Egmont Group FIU model, of which the Unit has been a member since
2003. The FIAU is the national central authority responsible for the collection, processing,
analysis, and dissemination of financial information with a view to combating money
laundering and the financing of terrorism.
PERSONS RESPONSIBLE FOR REPORTING
The Regulations define a subject person as any legal or natural person carrying out either
relevant financial business or a relevant activity as defined below (see “Business Covered by
the Legislation”). All subject persons are required, under the Regulations, to report suspicious
transactions or activities. In this regard, all subject persons must appoint a Reporting Officer
to receive internal reports of suspicious operations. The Reporting Officer must consider, in the
light of all available information, any reports made to him, and will have reasonable access
to any information held by the bank which may assist him for the purpose of considering the
report. Where so determined by the Reporting Officer, the report will be submitted to the
FIAU within five working days from when the suspicion first arose. The regulations further
require that where the Reporting Officer, for justifiable reasons, determines not to report to
the FIAU, the Reporting Officer shall record the reasons for such determination in writing, and
upon request, make such information available to the FIAU, or a supervisory authority acting
on behalf of the FIAU.
BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
The Act covers all persons.
The Regulations cover all persons and institutions undertaking “relevant financial business” or a
“relevant activity”.
“Relevant financial business” includes: banking, insurance or investment-related business, as
well as foreign exchange bureaux and stockbrokers.
“Relevant activity” includes non-financial businesses and professions such as auditors, external
accountants and tax advisors, real estate agents, notaries and other independent legal
professionals when assisting their clients in the planning, management, or execution of certain

163 | P a g e

EBF Anti-Money Laundering Report 2011

financial investment and real estate transactions, trust and company service providers, casino
licences, and traders when payment is made in cash to an amount equal to €15,000.
PREDICATE OFFENCES COVERED

Crimes specified in Article 3(1)(a) of the 1988 United Nations Convention Against Illicit
Traffic in Narcotic Drugs and Psychotropic Substances, as well as any criminal offence under
the laws of Malta.
IDENTIFICATION
a.

Definition (e.g.: PEPs, beneficial owner, thresholds…

Identification is one element of the Customer Due Diligence (CDD) process. The Regulations
require identification, and verification of the identity of all applicants for business and
beneficial owners (as defined); directors or other persons vested with the administration and
representation of legal entities or arrangements must also be identified.
Identification must be obtained:
•
•
•
•

at the start of all business relationships;
in any transaction exceeding the threshold amount of €15,000 or an occasional
transaction involving a money transfer or remittance exceeding €1,000;
in the case of a series of transactions that in aggregate would exceed the threshold
of €15,000;
where money laundering is suspected, regardless of the amount involved.

Customer acceptance policies and procedures must also be in place to enable subject persons
to determine whether the applicant for business is a politically exposed person.
b.

Identification threshold amount

Further to the mandatory application of the identification and verification process at the start
of all business relationships, the identification threshold amount of €15,000 applies to one-off
transactions or to a series of transactions that appear to be connected.
c.

Identification at a distance (non-face to face)

Regulation 11 provides the obligation of the application of enhanced due diligence in
circumstances as defined by the regulations. Institutions offering any type of financial service
at a distance are therefore required to implement additional procedures to identify
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positively the customer, including the beneficial owner, and to confirm and verify details.
Thus, Regulation 11 requires that, in addition to the standard customer due diligence process
as established under Regulation 7, in the case of non-face to face identification, subject
persons are to apply one or more additional measures as follows, in order to compensate for
the higher risk: (i) use additional documentation and information for identification purposes;
(ii) verify or certify the documentation supplied through supplementary measures; (iii) obtain
certified confirmation of the document supplied through a person carrying out a relevant
financial activity; and (iv) ensure that the first payment or transaction into the account is
carried out through an account held in a recognised credit institution.
d.

Outsourcing of identification to third parties

Regulation 12 provides for instances where a subject person may rely on another subject
person or on a third party for the performance of the CDD requirements under the
regulations, provided that the subject person ‘relying’, remains responsible for compliance
with the CDD obligations under the regulations. In this regard, the regulations require the
subject person ‘relying’, to ensure that the relevant CDD documentation and information is
made available to it.
The regulations provide for third party identification reliance as follows:
•

subject persons as identified under the regulations may rely on other subject persons
under the regulations if the latter carry out “relevant financial business” (see “Business
Covered By The Legislation” above), or exercise a professional activity as auditors,
external accountants, tax advisers, notaries, independent legal professionals, or
providers of trustee or any other fiduciary service.

•

Subject persons as identified under the regulations may rely on third parties who are
situated in another Member State or in a reputable jurisdiction, and who are subject
to authorisation to undertake activities equivalent to those falling within the scope of
the definition of “relevant financial business”. However, outsourcing to third parties
whose main business is currency exchange or money transmission or remittance
services is only allowed in the case of subject persons who themselves have, as their
main business, currency exchange or money transmission or remittance services.

• subject persons, as identified under the regulations, who are auditors, external
accountants, tax advisers, notaries, independent legal professionals, or persons
providing trustee or any other fiduciary service may rely on third parties (as defined
above) who undertake equivalent activities.
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Means of identification

The legislation provides general guidelines on what would constitute adequate evidence of
identity.
Natural persons
The Regulations require the production of a reliable means of identification but do not
establish what specific documents are acceptable. The Guidance Notes have laid down that
a national identity card, passport or other document bearing a photograph and other
personal details are some of the accepted means of identification.
Legal persons
Identification is required for the body corporate, all directors, all qualifying shareholders
and all other persons authorised to transact on behalf of the company.
Natural or legal persons acting for the account of a third person
Reasonable measures must be taken to establish the identity of all persons concerned,
including beneficial owners and qualifying shareholding, held under a nominee, trustee or
fiduciary arrangement.
f.

Source of information (e.g.: public register for the identification of beneficial owner)

Corporate ownership structures are validated, as far as practicable, via independent means
such as company registry searches, audited accounts, certification by reputable third parties,
etc.
Where the tracking of the ownership chain of the principal leads to an entity whose
beneficial ownership cannot be traced further (e.g. a foreign-registered company which has
bearer shares, or whose shares are held by a nominee), banks normally obtain an autodeclaration of beneficial ownership from the individual(s) who claim(s) to be the owner(s) of
such companies. The declaration also incorporates an undertaking by the person(s) signing the
declaration to advise the bank of any change in the shareholding position.
PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
a.

Low Risk
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•

persons authorised to undertake “relevant financial business” (see “Business Covered
By The Legislation” above) or equivalent in another Member State or reputable
jurisdiction;

•

legal persons listed on a locally regulated market or equivalent regulated market
within the Community or a reputable jurisdiction;

•

beneficial owners of pooled accounts held, for example, by notaries and other
independent legal professionals; provided that supporting identification
documentation is available or may be made available on request.

•

domestic public authorities or public bodies which fulfil certain criteria;

•

legal persons which, whilst not having the status of public authorities or public bodies,
satisfy certain criteria;

•

life insurance policies involving a single premium not exceeding €2,500, or periodic
premiums not exceeding €1,000 in any calendar year;

•

insurance policies in respect of pension schemes, as well as pension, superannuation or
similar schemes that provide retirement benefits to employees;

•

electronic money, where the amount that can be stored / recharged, does not exceed
€150 or, where a limit of €2,500 per annum is imposed for recharging;

•

other products which fulfil certain criteria laid down in the Regulations.

b.

High Risk
•

where the applicant for business has not been physically present for identification
purposes;

•

politically exposed persons residing in another Member State or in any other
jurisdiction, including their immediate family members or persons known to be their
close associates;

•

shell banks, with which correspondent banking relationships are prohibited;

•

products or transactions that might favour anonymity;

•

new or developing technologies which may give rise to the threat of money
laundering / funding of terrorism;

•

cross-border correspondent banking relationships with respondent institutions from a
country other than a Member State.

EXISTING GUIDELINES TO THE BANKING INDUSTRY
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Implementing Procedures in Terms of The Provisions of The Prevention of Money Laundering
and Funding of Terrorism Regulations were published by the Financial Intelligence Analysis
Unit in May 2011

GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc.)
According to Article 32 of the Prevention of Money Laundering Act, the FIAU, on the request
of a subject person who has filed a suspicious report, shall provide feedback which the FIAU
considers to be of interest to that subject person to enable that subject person to regulate its
position. The 2008 new regulations further require the FIAU to provide subject persons with
timely feedback, on the effectiveness of suspicious transaction reports and other information
which it receives, and on the effectiveness of the statistical data gathered.
PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
According to Article 32 of the Prevention of Money Laundering Act, the purpose of the
provision of feedback on specific STRs that is provided to the subject person that filed the
specific STRs is in order to enable that subject person to regulate his/her affairs and to assist in
carrying out duties under this Act or any regulations made hereunder.
Conversely, the
provision of general feedback under the new regulations, although not specifically stated
under the regulations, is to assist subject persons in understanding possible trends in money
laundering or in the financing of terrorism, thus enabling them to adjust their preventive
internal controls continuously, in order to cater for such developments, and to enable them to
understand and measure more efficiently the effectiveness of their role in the chain for the
prevention of money laundering and the financing of terrorism.
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
In principle the law requires that any knowledge or suspicion of money laundering / funding
of terrorism transactions or any information that could lead to such activities, must be
reported.
Any bona fide communication or disclosure made in accordance with the Regulations will not
be treated as a breach of professional secrecy, and will not involve the staff and bank in
any liability of any kind.
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The Regulations also require any investigating, prosecuting, judicial, or administrative
authority and subject persons to protect and keep confidential the identity of persons and
employees who report suspicions of money laundering or the funding of terrorism, either
internally or to the FIAU.

CONSERVATION OF RECORDS AND DOCUMENTS
a.

Duration

Identification documents must be kept for at least five years after the relationship with the
customer has ended.
Transaction records must be kept for at least five years after the completion of the
transaction.
b.

Means of conservation

Unless otherwise provided in other legislation, documents may be kept in formats other than
that of the original documents, such as electronic, or other forms.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
Institutions run training programmes drawn up for their employees, some of whom are sent on
training courses abroad. They also regularly attend and participate in local and international
seminars and conferences.
The Malta Bankers’ Association, together with other recognised associations and bodies
representing persons who are subject to the legislation, sit on the Joint Committee for the
Prevention of Money Laundering and Funding of Terrorism. This Committee is chaired by the
FIAU and also includes representatives of supervisory authorities, the Police, and the Attorney
General’s office. The Committee is not a decision-taking body, but provides a forum for
discussion and exchange of views relating to the prevention of money laundering and funding
of terrorism, with a view to developing common standards and best practices.
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THE NETHERLANDS

The Netherlands Bankers’ Association

ANTI-MONEY LAUNDERING /CTF LEGISLATION
•
•
•
•
•

1994: coming into force of the Disclosure of Unusual Transactions (Financial Services)
A on 1 February 1994.
1994: coming into force of the Identification (Financial Services) Act on February
1994.
2002: implementation of an act making money laundering an autonomous criminal
offence.
2002: coming into force of a new Identification Services Act
2008: coming into force of the anti-money laundering and terrorist financing act on 1
August 2008; this law replaces the Compulsory Identification Act (WID) and the
Disclosure of Unusual Transactions (Financial Services) Act. It transposes Directive
2005/60/EC and 2006/70/EC.

PENALTIES IN NATIONAL LAW FOR FAILURE TO COMPLY WITH THE NATIONAL
PROVISIONS OF THE DIRECTIVE
The Ministry of Finance can impose an administrative fine on institutions that fail to comply
with the AML/CFT Act.
CENTRAL DISCLOSURE OFFICE
Banks in The Netherlands have to report unusual transactions to the Financial Intelligence Unit
Netherlands (FIU-NL). The FIU is the central agency for the collection and analysis of
information needed to detect money laundering and terrorist financing. Operating
independently from the police and the judicial authorities, it processes disclosures and, where
necessary, conducts further inquiries. If the FIU considers a transaction suspicious, it will
forward the information to the appropriate authorities. If the reported transaction is found to
be suspicious, the reporting bank will be notified of this.
There is a FIU supervisory committee, which comprises representatives of the relevant
economic sectors, government officials and regulatory authorities. Its task is to monitor the
mandatory disclosure process and the way the FIU performs its duties. In addition, the
committee defines the indicators of unusual transactions.
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PERSONS HANDLING DISCLOSURE

Within 14 days of detection, an institution is to report the unusual transaction to the FIU. The
act does not give any specifications about the internal reporting procedures. In practice,
every bank will have a designated officer or unit responsible for the disclosure of unusual
transactions.
ACTIVITIES COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
The act covers the following institutions:
• banks and other credit institutions;
• money service businesses (bureau de change, cheque encashment centre’s and
money transmission services);
• life insurance companies;
• investment companies and institutions;
• financial service providers (for life insurance);
• trust service providers;
• accountants, auditors and tax advisers;
• lawyers, notaries and other providers of (legal) services that involve participation
in a financial or property transaction;
• dealers in high value goods of any description involving payments of €15.000, or
more;
• casinos;
• credit card companies.
PREDICATE OFFENCES COVERED
The law covers the laundering of the proceeds of any type of serious crime and money
related to terrorist financing.
Since 2001 money laundering has been criminalised as an autonomous offence.
1. Three types of money laundering
The following three types of money laundering have been included in the Criminal Code since
6 December 2001:
•

under Section 420bis of the Criminal Code the intentional type of money laundering
is punishable. At the time of the action, the suspect should know that the object he is
hiding or concealing is crime-related. As regards such knowledge, conditional
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•

•

intention shall be sufficient. The terms “hide” and “conceal” used in the description of
the offence also imply intent. Here, too, conditional intent shall be sufficient.
so-called intentional money laundering is the generic term of the special term habitual
money laundering, which is punishable under article 420 of the criminal code. A
person is guilty of habitual money laundering when he repeatedly engages in
intentional money laundering.
finally, there is the guilt variant of money laundering, included in section 420 quater
of the criminal code. In this latter case it must be proven that the suspect should
reasonably have suspected that the object was crime-related. As regards the acts
performed by the suspect in respect of the money laundering intent should be proven.
Conditional intent is sufficient in this regard; knowingly and willfully exposing oneself
to the all but imaginary chance that one’s actions are instrumental in hiding, or
concealing, etc., something.

2. Independent ground for prosecution
Before sections 420 bis, 420 ter and 420 quater of the criminal code came into effect,
money laundering was considered as a variant of handling stolen goods (section 416 and
417 of the criminal code). However, during the past decade the importance of the
independent penalisation of money laundering was increasingly recognised. Not least, as a
result of the greater importance attached by the policy and the judiciary to the tracing of
crime-related money, and to dealing with financial facilitators within organised crime (as for
instance criminal money exchangers, money couriers, as well as professional service
providers).
3. No confusion with predicate offence
Under the money laundering provisions, in order to combat money laundering more
effectively, the receiver of stolen goods/stealer rule does not apply, as is the case in sections
4167 and 417 of the criminal code. This also means that actions relating to objects
originating from crimes committed by the money launderer himself, fall under the provisions
of sections 420 bis and 420 ter of the criminal code. This reflects the wish on the part of the
legislator to express the independent punishability of money laundering.
It is also important that the Netherlands Supreme Court, in its ruling of 2 October 2007, NJ
2008, 16, determined that the notion that the sole possession of an object is insufficient to
qualify as money laundering, is not supported by law.
4. Conviction for predicate offence not requisite
The money or any other goods that are laundered should proceed from a crime committed
prior to that. It is not a requisite that the property be wholly crime-related: property that has
been financed in part with criminal funds and in part with legal money is regarded as
proceeding from crime. It is also important that the Netherlands Supreme Court¸ in its ruling
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of 28 September 2004 (LJN No. AP2124, HR 02679/03, determined the proof that the
property which “proceeds from a punishable fact” does not rest on evidence that the
property in question proceeds from an accurately pinpointed crime. This also implies that the
evidence does not need to make clear by whom, when and where this crime has actually
been committed.
Indeed, nothing appears to stand in the way of also regarding a tax offence as a predicate
offence for money laundering.
Besides money laundering, the act also covers the financing of terrorism.
Financing of terrorism is defined as:
a. the deliberate acquisition or being in possession of goods with a monetary
value designed to accommodate the commission of a criminal offence as
referred to in section 83 of the criminal code;
b. the intentional furnishing of monetary resources to accommodate the
commission of a criminal offence as referred to in section 83 of the criminal
code,
c. the furnishing of monetary support, as well as the intentional raising of funds
for an organisation of which the object is to commit criminal offences as
referred to in section 83 of the criminal code.
IDENTIFICATION
a.

Definition (e.g.: PEPs, beneficial owner, thresholds…)

Politically Exposed Person (PEP)
According to section 8, paragraph 4, an institution has to ensure that it has risk-based
procedures in place in order to determine whether the customer is a politically exposed
person (PEP) who does not reside in the Netherlands.
It also has to ensure that the decision to enter into a relation is taken by a duly authorised
person, that the source of the assets is determined and that the relation is constantly
monitored. Based on the directive, PEPs are understood to include, amongst other things:
heads of state, government leader, ministers, ambassadors, army officers, etc. Immediate
family members (spouse, children, etc.) and close associates of such persons (ultimate
beneficiary of a legal entity) are also regarded as PEPs.
Regarding associated persons, the explanatory memorandum to the act, notes that an
institution is not required to undertake an active investigation into this relation; increased
investigation is only necessary if the relation is publicly known.
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The principle-based approach enables institutions to determine themselves how the policy
regarding PEP is to set up in order to satisfy the legal obligation. According to the
explanatory memorandum, no single method will be able to prevent an institution from
sometimes failing to (immediately) recognise a PEP as such. Institutions are required, however,
to make reasonable efforts to recognise and to identify a PEP.
Guidance from the Netherlands Bankers´ Association
To determine whether a customer is a PEP, the institution can do several things, such as:
a) checking public sources (such as the Internet); or
b) collecting information from one of its branches in the customer’s home country;
or
c) testing against lists of names furnished by commercial organisations.
Ultimate Beneficial Owner
An ultimate beneficial owner is defined as:
• any natural person who has sole beneficial ownership of a legal entity or a legal
arrangement which is known to have been set up for the benefit de facto of the
person referred to in paragraph 1 (see original text of the directive).
To prevent that a legal entity hides individuals who can engage in financial transactions
completely anonymously, the Act for the Prevention of Money Laundering and the Financing
of Terrorism (WWFT) includes the institution’s obligation, where applicable, to identify the
ultimate beneficial owner (UBO) and to take risk-based and adequate measures to verify his
identity, or where it concerns a legal entity, to take risk-based and adequate measures
aimed at gaining insight into the customer’s ownership and control structure.
Here, too, the principle-based approach plays an important role. It is up to an institution to
determine how the obligation can be met. The only requirement made is that the measures
are tailored to the risks involved in respect of the customer, product or transaction in question.
As regards the gaining of insight into the customer’s ownership and control structure, an
institution need only depend on the information given by the customer (identification) when it
concerns a low-risk customer.
With regard to high-risk customers, an institution will be obliged to conduct further
investigations, including verification of the information furnished by the customer.

b.

Identification threshold amount

Identification must be verified:
– at the start of a business relation;
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where no continuing business is intended, when the sum involved is €15,000 or
more;
– whenever money laundering is suspected regardless of the amount; or
– where a money transfer transaction is involved (no threshold amount).

c.

Identification at a distance (non face to face)

Non-face to face is regarded as a high-risk situation. The institutions will then take additional
measures to compensate for this. For instance the institution may:
• verify the customer’s identity by means of additional documentation, data or
information;
• verify the documentation furnished by the customer; or
• check the initial payment from/into the customer’s account.
d.

Outsourcing of identification to third parties

Institutions may outsource parts of the customer investigation, including:
• identification;
• UBO identification;
• intended purpose of the relation;
• the institution remains responsible;
• in case of a structural nature, the agreements are laid down in writing;
• financial institutions are additionally subject to the outsourcing regime provided
for in the Financial Supervision Act (Wft).
e.

Means of identification

Dutch law draws a clear distinction between:
identification = causing a person to state his identity;
verification = identifying a person by means of documents, etc.
Verification
• Natural persons
• Documents, particulars or information obtained from a reliable source
• Documents referred to in a ministerial regulation
•

Dutch legal entity
• Documents, particulars or information obtained from a reliable source
• Documents referred to in a ministerial regulation

•

Foreign Legal entity
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Reliable documentation conventionally used in cross-border transactions. Or designated
under domestic law

Other institutions (religious bodies, owners associations (VvE) etc.)
• By ministerial regulation

f.

Source of information (e.g.: public register for the identification of beneficial owner)

The chamber of commerce can be checked (for legal persons). In the Netherlands, registration
in the trade register is compulsory for every company and almost every legal entity. There is
no such thing as a public register for the identification of beneficial owners.
PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
Low risk:
If the customer is:
• a financial institution established in the EU and certain other countries with similar
regulations and supervision (designated by the minister);
• listed companies in member states and certain other countries;
• customers keeping money on accounts of notaries and lawyers;
• a Dutch government body;
• a European body;
• no customer investigation will be required (unless there is a money-laundering risk);
Furthermore, there will be a low risk customer investigation in case of:
• life assurance policy with a contribution of less than EUR 1,000 a year or a lump sum
of €2,500;
• pension Insurance contract, without surrender clause;
• electronic money (to a limited amount);
• prepaid cards of €50. or electronic systems (up to €2,500 a year) High risk
• If risk of money laundering or terrorist financing is high
• In case of non-face to face contact
• In case of a correspondent bank relation with a bank established in a non-EU Member
State
• If the customer is a PEP
EXISTING GUIDELINES FOR THE BANKING INDUSTRY
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The Netherlands Bankers Association (NVB) has formulated general guidelines with respect to
the list of AML/CFT indicators.
At the beginning of 2009, guidance will be given by the NVB about the risk-based
possibilities of implementing the new AML/CFT act.
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc.)
In order to satisfy the legal requirements to inform reporting entities about the follow-up to
the disclosures, feedback is given in five different ways:
• individual feedback; acknowledgement of receipt;
• individual feedback; forwarding to “suspicious” persons;?
• individual feedback; outcome report;
• general feedback; statistical analysis of forwarded disclosures;
• general feedback; case histories, typologies, trends.
Individual: acknowledgement of receipt
Upon each disclosure all reporting entities will receive acknowledgement from FIU-Nederland
that the report has been received. This currently happens five days after the disclosure was
received by the reporting office. The acknowledgement of receipt lists the transaction
number, the recording date and the so-called guide list number, which is used for internal
registration purposes. In some cases the acknowledgement of receipt is sent in batches. The
acknowledgement of receipt is important in that it holds the reporting entities harmless.
Individual feedback: forwarding to “suspicious” persons
This kind of feedback will be subject to the condition that the feedback to the reporting entity
can be delivered to a central department with an independent function (e.g. a compliance
department). Such an independent department does not maintain relations with customers
and does not share the information on forwarded reports to “suspicious” persons with any
other sections of the institution.
Individual feedback: outcome report
The new act, as in fact does the current act, specifically provides for feedback in the form of
outcome reports.
According to the explanatory memorandum, the proposal means that reporting entities must
receive an outcome report that, in case of a transaction that is declared suspicious, outlines
the outcome of a subsequent criminal investigation. Article 391 of the Criminal Records Act
(Wet Justitiële en strafvorderljke gegevens) provides in what circumstances the Board of
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Procurators General is allowed to furnish data on criminal proceedings. In accordance with
this act the Board will be asked for advice on the further elaboration of the outcome reports.

General statistical analysis of forwarded reports
In accordance with the evaluation criteria of the Financial Action Task Force on Money
Laundering (FATF), the Financial Intelligence Unit (FIU) will annually furnish reporting entities
with an analysis of the reports, broken down by reason for forwarding, type of indicator,
time at which the original report has come in, or any other characteristics. Furthermore, the
FIU annually puts out, for each reporting group or professional group, detailed case histories
that have proven valuable. Performance agreements about this obligation are being made
with the public prosecutor and the departments involved.
General case and histories, typologies, trends
The FIU inform the reporting entities by means of the website, through newsletters and
through the organisation of “reporting entities days” about trends that have been found
important for the investigation services. Communication with the reporting entities is also
important for the FIU and the public prosecutor to keep abreast of new developments with
regard to money laundering practices.
The responsible Ministries of Finance and Justice, in turn, will make a contribution through the
Working Group for Indicators. In this working group, the reporting entities, the regulators of
the FIU, and the public prosecutor, present their analyses of trends, typologies, and case
histories with regard to money laundering and the financing of terrorism. The sharing of
information in this working group can serve as input for the periodic updating of the
guidelines.
PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
The purpose of receiving general feedback is that the descriptions of characteristics and
trends produce an up-to-date idea of the risks. General feedback must make a real
contribution to the ability to recognise money laundering activities. This will enable the
institution to adapt its monitoring systems accordingly and will keep the staff alert (training
and information).
The purpose of the individual feedback is that the reporting entity can use it to tailor its own
position vis-à-vis the customer and his/her transactions and thus avoid integrity risks. Based on
the internal reports, in relation to the feedback, the reporting entities must be able to assess
whether, and if so, to what extent further investigation is necessary. This assessment also
involves an enhanced investigative focus on certain accounts and/or transactions.
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PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
DISCLOSURE) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
Under the AML/CFT act the institution is liable under criminal law. Violation of the regulations
would mean that the legal entity, not the individual employee, is liable.
Money laundering and accommodating such practice is punishable by law. Still, the act rules
out that an institution that has made a disclosure, based on these details, be convicted. This
indemnity relates to the information reported by the institution only. The indemnity covers
both the institutions and their staff insofar as they are involved in the disclosure.
Besides this indemnity against criminal proceedings, there is also indemnity against civil
proceedings. The latter implies that the institution (and employee) cannot be held liable for
any damage sustained by a third party as a result of a disclosure. The indemnity against
liability does not apply if it is proven that, in view of all the facts and circumstances,
disclosure should, in all reasonableness, not have been made.
PRESERVATION OF RECORDS AND DOCUMENTS
After verification, the institution must record the identity in an accessible manner, with the
following particulars.
Natural persons
• Name, date of birth, address and place of residence or establishment of the
customer.
• Nature, number and date and place of issue of the identity document.
• Nature of the service.
Legal persons
• Legal form, name given in the articles of association, business name, address and
Chamber of Commerce and number, if applicable.
• Name and date of birth of the representative.
• Nature of the service.
The institution must preserve the data in an accessible manner for a period of five years from
the date of the termination of the business relation or up to five years from the date of
execution of the transaction in question.
Other statutory provisions may make longer storage periods compulsory.

179 | P a g e

EBF Anti-Money Laundering Report 2011

The disclosure details relating to an unusual transaction must also be preserved for a period
of five years.
STEPS TAKEN TO INCREASE AWARENESS OF THE PRACTICE OF MONEY LAUNDERING
(E.G.: TRAINING, INFORMATION…)
Under the act, an institution must ensure that its employees, insofar as it is relevant to the
exercise of their duties, are cognisant of the legal regulations and are trained to recognise
unusual transactions.
To achieve this, the banks develop different instruments (including e-learning or in-company
training).
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ANTI-MONEY LAUNDERING /CTF LEGISLATION

•
•
•
•

Act of 6 March 2009 No. 11 relating to measures to combat money laundering and
financing of terrorism etc (the Money Laundering Act).
Regulation of 13 March 2009 No. 302 on measures to combat the laundering of
proceeds of crime etc. (the Money Laundering Regulations).
The General civil penal code of 1902 Section 317 on receiving the proceeds of a
criminal act.
The General civil penal code of 1902 Section 147a, Section 147b and 147c on
terrorism.

Money Laundering Act and Money Laundering Regulations incorporating the Third AntiMoney Laundering Directive (2005/60/EC)
PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL
PROVISIONS OF THE DIRECTIVE
The new Anti-Money Laundering Act section 28 states that any persons who fail to comply
with sections 5, 6, 7, 8, 15, 17, 18 or 22 or regulation pursuant to these sections, can be
liable to penalties such as a fine, or in severe cases, prison for up to one year.

CENTRAL AUTHORITY FOR REPORTING
Norway’s financial intelligence unit (FIU) is named Økokrim. The Norwegian National
Authority for Investigation and Prosecution of Economic and Environmental Crime (Økokrim)
was established in 1989 and is both a national police unit and a prosecution authority.
Økokrim is organised with multidisciplinary teams. One of ØKOKRIM’s tasks is to receive and
process suspicious transaction reports pursuant to the Money Laundering Act. As a police
agency, ØKOKRIM reports to the National Police Directorate regarding administration and
funding. When it comes to prosecution of criminal cases, ØKOKRIM reports to the Director
General of Public Prosecutions. They all report to the Ministry of Justice.
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PERSONS RESPONSIBLE FOR REPORTING

A person in the management shall be assigned special responsibility for following up the
procedures, according to the proposal for a new Act Section 23.
BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
According to the Money Laundering Act Section 4 the Act applies to the following
undertakings and legal persons:
1 bank and other financial institutions;
2 Norges Bank (Central Bank of Norway);
3 e-money institutions;
4 institutions operating activities consisting of transfer of money or financial claims;
5 payment institutions;
6 investment firms;
7 management companies for securities funds;
8 insurance companies;
9 insurance brokers;
10 postal operators in connection with provision of postal services;
11 securities registers;
12 services associated with letting of safe deposit boxes.
The Act also applies to the following legal and natural persons in the exercise of their
professions:
1 state authorised and registered public accountants;
2 authorised external accountants;
3 lawyers and other persons who provide independent legal assistance on a professional or
regular basis when they assist or act on behalf of clients in planning or carrying out financial
transactions or such transactions concerning real property or movable property of NOK 40
000 or more;
4 real estate agents and housing associations that act as real estate agents;
5 companies who provide services similar to those listed above, from No. 4 to No. 5;
6 corporate services providers (establishing of businesses etc.);
7 dealers in objects, including auctioneering firms, commission agents and the like, in
connection with cash transactions of NOK 40 000 or more, or a corresponding amount in
foreign currency.
This Act also applies to persons who, and undertakings which, perform services on behalf of
or for entities with a reporting obligation.

182 | P a g e

EBF Anti-Money Laundering Report 2011

When a lawyer acts as manager of a bankrupt’s estate, the provisions laid down in sections
17, 18, 20, 21, 27 and 28 shall apply.

PREDICATE OFFENCES COVERED
In principal all predicate offences are covered according to a change in the General Civil
Penal Code of 1902, which will be continued in the new Penal Code of 2005 not yet entered
into force.
IDENTIFICATION
a.

Definition (e.g.: PEPs, beneficial owner, thresholds…)

The Money Laundering Act Section 2 contains definitions of transaction, beneficial owner. The
Act Section 9 contains a definition of PEPs.
b.

Identification threshold amount

According to the Money Laundering Act Section 6, the client must be identified if a customer
relationship is established, or if he carries out a transaction of more than approximately
€11.000, or, if a suspicious situation has occurred.
c.

Identification at a distance (non-face to face)

According to the Money Laundering Act Section 7, fourth sentence, further documentation on
identity must be submitted.
d.

Outsourcing of identification to third parties

An entity with a reporting obligation may, pursuant to the Money Laundering Act, Section 12,
enter into a written agreement with another entity with a reporting obligation, or post office
with a licence, regarding verification of identity that entities with a reporting obligation are
obliged to perform. In such cases, the primary entity with a reporting obligation is responsible
for ensuring that identity verification is carried out in a due and proper manner in
accordance with the law and regulations and for establishing proper routines.
e.

Means of identification

Natural persons and physical identification document (ID): according to the Money
Laundering Regulations, Section 5, a identification document must be issued by a public
administration or another body with proper control routines for the issuing of IDs with
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satisfactory safety level, and include full name, signature, photograph and personal identity
number or an equivalent number.
Natural persons and electronic ID: according to the Money Laundering Regulations, Section 6,
it must be issued according to the Regulation 21 November 2005 No. 1296 Section 3.
Legal persons: according to the Money Laundering Regulations, Section 7, a registration
certificate not older than three months is regarded as a valid ID.
f.

Source of information (e.g.: public register for the identification of beneficial owner)

No public register is available for the identification of the beneficial owner (BO).
PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
According to Section 12 in the Money Laundering Regulations “Investigation of suspicious
transactions”; examples of circumstances that may trigger the obligation to make
investigations are that the transaction (1) appears to lack a legitimate purpose, (2) is
unusually large or complex, (3) is unusual in relation to the customer's habitual business or
personal transactions, (4) involves a transfer to or from a customer in a country or area
lacking satisfactory measures against money laundering or terrorist financing, or (5) is
otherwise of an anomalous nature.
EXISTING GUIDELINES TO THE BANKING INDUSTRY
The Financial Supervisory Authority of Norway published general guidelines for all private
entities covered by the new anti-money laundering legislation in 2009, according to the
provisions in the EU3 and the Norwegian Act and Regulation. On the Finance Norway
homepage www.fno.no there are also a set of guidelines (in the Norwegian language only)
on identity check, which contain: recommendations on how to establish customer relationships;
handle transactions with customers without a previous relationship; on identity papers; and
how to handle typically suspicious customers and transactions.
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc)
The FIU (Økokrim) submit only general feedback on modus operandi etc. Official reports
indicate that the content of the suspicious transactions (STRs) can be linked to different types
of crime. Modus operandi indicates the type of crime that the FIU believes STRs can be
related to. Based on reports so far, FIU in Norway estimates that tax evasion constitutes
almost 40%, and fraud at least 15% of the reported transactions, while possible terrorist
financing constitutes only 3%.
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PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
According to the Money Laundering Act Section 30, the Ministry of Finance may lay down
regulations regarding the handling of suspicious transactions. The information is only used in
criminal investigations. ØKOKRIM may provide information that it receives pursuant to the
provisions of section 18 to public authorities other than the police that are engaged in tasks
associated with the prevention of offences covered by section 147a, section 147b or section
147c of the Penal Code (terrorist financing etc.).
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
According to the Money Laundering Act, Section 28 on the proposal for a new Act, entities or
individuals that wilfully or by gross negligence contravene or are accessory to any
contravention of this Act Section 5, 6, 7, 8, 15, 17, 18, or 22, or regulations laid down
pursuant there to, shall be liable to fines. In the case of particularly aggravating
circumstances, imprisonment for a term not exceeding one year may be imposed.
According to Section 20 in the Money Laundering Act, information provided to FIU in good
faith, pursuant to section 18 does not constitute a breach of the duty of secrecy and does not
provide a basis for compensation or penalties.
According to the Act, Section 21, neither the customer nor any third party shall be made
aware that investigations as mentioned above are being carried out.
According to the Money Laundering Act Section 31, for the purpose to protect natural persons
from violation of their right to privacy through the processing of personal data, the Supervisory
Board for Measures to Combat Money Laundering (the Supervisory Board) shall supervise:
1. Økokrim/FIU’s handling of information received pursuant to section 18;
2. Økokrim’s orders and authorizations pursuant to section 19, first paragraph; and
3. Økokrim’s handling of information pursuant to section 29.
The Supervisory Board shall consist of at least three members who shall be appointed by the
Government. In addition, one or more deputies shall be appointed. The chairman of the board
shall satisfy the requirements applicable to Supreme Court judges. Økokrim shall provide the
Supervisory Board with the information, documents, etc. that the Supervisory Board finds
necessary for its supervision. When so required by the Supervisory Board, Økokrim’s officials
are obliged to give evidence to the Supervisory Board without regard to the duty of secrecy.
CONSERVATION OF RECORDS AND DOCUMENTS
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According to the Money Laundering Act, Section 22, the entity with a reporting obligation
shall retain a copy of the necessary documents used in connection with the proof of identity,
and data recorded for five years after the termination of the customer relationship, or after
the transaction is carried out. Documents and other data retained by the entity with a
reporting obligation shall be destroyed within one year after expiry of the retention period.
According to Section 17 of the Money Laundering Regulation, data as mentioned shall be
retained in the form of copies of presented identity documents. Each copy shall be endorsed
with "certified true copy" and the signature of the person who carried out the verification of
identity. Entities with a reporting obligation shall retain data by such means as ensure that the
documents do not lose their value as evidence.
Entities with a reporting obligation shall ensure that documents are secured so as to protect
them against unauthorized access. The Act relating to the Processing of Personal Data
(Personal Data Act), with appurtenant regulations, applies to the retention of personal data
by entities with a reporting obligation.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
According to Section 23 in the Money Laundering Act, entities with a reporting obligation
shall establish satisfactory internal control and communication procedures. A Training
programme and follow up shall be implemented for employees and other persons who
perform tasks in fulfilment of obligations, pursuant to the Act.
The obligations also include measures such as training, maintenance and upgrading of
expertise, including participation in special training programmes in which employees and
other persons who perform tasks in fulfilment of the regulations, learn to recognise
transactions which may be related to the laundering of crime proceeds , and receive
instruction in handling such cases.
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ANTI-MONEY LAUNDERING /CTF LEGISLATION
•
•

•

•
•

The Banking Act of 29 August 1997, Journal of Laws of 2002 No. 72 item 665 with later
amendments.
The Act on counteracting the introduction into financial turnover of assets originating from
illegal or undisclosed sources and counteracting the terrorism financing of 16 November
2000, Journal of Laws of 2003 No. 153 item 1505 with later amendments.
Ordinance of Minister of Finance of 20 May 2003 on the definition of transaction
register template, the mode of its maintenance and the mode of submitting the data from
the register to the General Inspector of Financial Information – Journal of Laws of 2003
No. 101 item 935.
The Penal Code of 6 June 1997,Journal of Laws of 1997 No. 88 item 553 with later
amendments.
The Act on public trading in Securities of 29 September 2005, Journal of Laws of 2005
No. 183 item 1538 with later amendments.
PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT OF THE NATIONAL
PROVISIONS TO THE DIRECTIVE

Penalties are imposed by The Act on counteracting the introduction into financial turnover of
assets originating from illegal or undisclosed sources and counteracting the terrorism financing
of 16 November 2000, Chapter 8 and The Penal Code of 6 June 1997 Art. 299.
Any person committing a crime of “money laundering” described in Art. 299 of the Penal
Code shall be liable to a penalty of deprivation of liberty for a period of 6 months to 8
years (and up to 10 years in case of organized crime).
Any person acting in the name or in the interest of an obligated institution who violates the
Act, shall be liable to a penalty of deprivation of liberty for a period of three months to five
years.

CENTRAL AUTHORITY FOR REPORTING
The General Inspector of Financial Information (GIFI), in the rank of the Under-Secretary of
State at the Ministry of Finance. The General Inspector of Financial Information governs the
unit being a part of the Ministry of Finance.
All transactions over €15.000 and all suspicious transactions (STRs), irrespective of their
value, have to be reported to GIFI.
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GIFI has a right to stop a transaction and/or to block an account for 48 hours as well as
report the transactions and other related data to Prosecutor Office or other Law Enforcement
Agencies.

PERSONS RESPONSIBLE FOR REPORTING
Management of each “obliged” institution has to set up suitable money laundering prevention
procedures and appoint a person responsible for preparing and putting into operation such
procedures.
All customer identification data and information on the money laundering prevention
procedures must be disclosed to the authorized employees of the General Inspectorate of
Financial Information and within the legal proceedings to the Prosecutor or Court. The bank’s
information relating to AML should also be accessible to the authorized staff of the General
Inspectorate of Banking Supervision.

BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
•
•
•
•

Penal Code has general application.
Banking Law applies to banks and credit institutions.
Public Trading in Securities Act covers brokerage houses.
The Act on counteracting the introduction into the financial turnover of assets originating
from illegal or undisclosed sources and counteracting the terrorism financing, defines a
large number of “obliged institutions”: banks, brokerage houses, notaries, real estate,
agencies, casinos, Post Office, leasing companies, pension funds, legal advisers, etc. These
entities must monitor their financial operations and report suspicious transactions to the
GIFI.
PREDICATE OFFENCES COVERED

Any form of serious crime, inter alia:
•
•
•
•
•
•
•

trafficking in arms and nuclear materials;
drug–related offences;
forgery of currencies and securities;
extortion;
armed robbery;
smuggling;
terrorism.
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and tax evasion, duty and obligatory social insurance payments.
IDENTIFICATION

a.

Definition (e.g.: PEPs, beneficial owner, thresholds…)

Obliged institutions have to identify their clients whenever they receive from them instructions
or orders to execute a transaction. The identification requirement shall extend also to
beneficiaries of the transaction and include the purpose of the person or firm and noting of
the name or first name, last name (for persons) and address. This, to be determined to the
extent possible, by the institution in question, performing with due diligence.
If circumstances of the transaction suggest that the person executing it does not act in her/his
own name, the institution in question should try to identify the entities, in the name of, or on
behalf of which, the person executing the transaction is acting.
PEP (Politically Exposed Persons) and UBO (Ultimate Beneficial Owners) are not defined in
Polish legislation. (both either in caps or small caps)
a.

Identification threshold amount

Customers must always be identified when the transaction exceeds the equivalent of
€15,000 or when the transaction is suspicious.
c.

Identification at a distance (non-face to face)

Banks are obliged to verify the clients’ identity with valid ID documents. Generally, such a
verification is based on a face to face procedure although in some financial institutions that
are obliged to report suspicious transactions, distance identification procedures with the use
of an electronic signature are allowed, as this is regulated by the Electronic Signature Act.
At the request of the Banks’ Supervisory Body, the banks are to implement the identification
standards in line with the Basel Committee requirements.
d.

Outsourcing of identification to third parties

There are no detailed regulations regarding outsourcing of identification to third parties.
General outsourcing requirements are regulated by the Banking Act.
e.

Means of identification
•

Natural persons: determining and noting the distinguishing features of a document
confirming the person’s identity pursuant to separate regulations, or of a passport, as
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well as the first name, last name, the citizenship and address of the person executing
the transaction, and furthermore, the PESEL (Universal Electronic System for
Registration of the Population i.e. national citizens’ registry) number in case of the
identification on the base of identity card or country code in case of the passport.
•

•

f.

Legal persons: noting of up-to-date information from a court registry extract or some
other document specifying the name (person/firm), the organizational form of the
legal entity, its seat and address, and information from a valid document confirming
the authority of the person executing the transaction to represent the legal entity, as
well as noting of data described above pertaining to the representing person.
Natural or legal persons acting for the account of a third person: after identification
of the person who is physically undertaking the transaction, the proxy must disclose
the identity of the persons on whose behalf the operation is being made.
Source of information (e.g.: public register for the identification of beneficial owner)

Institutions, obliged to report STRs, do not have an access to any special databases e.g.
databases of national identity numbers (PESEL). They can only use public registers such as
Court register of companies.

PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING

There is no reference to product/transaction characterised by high/low risk of money
laundering in Polish legislation.

EXISTING GUIDELINES TO THE BANKING INDUSTRY

GIFI issued a dedicated Guidance for ‘obliged’ institutions and co-operating units covering
wide range of anti-money laundering (AML) issues e.g. some theory followed by examples
describing typical modus operandi and obligations.
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GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc.)

General Inspector of Financial Information (GIFI) publicises on official government web site
www.mofnet.gov.pl general reports of its activity, frequently asked questions, and important
news.
However, there are no provisions for feedback from GIFI following notification of a suspicious
operation.
PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
The general information can be used by ‘institutions, obliged to report STRs, to support their
AML activity
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
Any person reporting facts to the appropriate authority, suggesting criminal offences, or any
such report - unless it has been made untruthfully with the intent to mislead, or unless there has
been gross negligence - cannot be held liable.
CONSERVATION OF RECORDS AND DOCUMENTS
a.

Duration

Identification records and documents must be kept for 5 years.
b.

Means of conservation

Original paper and/or microfilm/electronic form.

STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G. TRAINING, INFORMATION…)
The General Inspector of Financial Information introduced an AML awareness programme
and a set of training for the ‘obliged’ institutions. The Polish Bank Association organises
seminars on the subject of money laundering and bank fraud. All institutions, obliged to
report, are compelled to provide the AML internal staff with training.
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ANTI-MONEY LAUNDERING /CTF LEGISLATION
Law nº 25/08, of 5 June 2008, which transposes the third AML Directive into Portuguese Law,
consolidates all provisions and replaces the former legislation.
PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
OF THE DIRECTIVE
Regarding financial institutions: a fine of €25.000 to €2.500.000 for legal persons and of
€12.500,00 to €1.250.000,00 for natural persons.
Regarding non-financial institutions: a fine of €5.000 to €500.000 for legal persons and of
€2.500,00 to €250.000,00 for natural persons.
CENTRAL AUTHORITY FOR REPORTING
The Prosecutor General and the Financial Intelligence Unit (FIU).
PERSONS RESPONSIBLE FOR REPORTING
Regarding financial institutions, the Compliance Head Officer or the person in charge of
internal audit.
Regarding non-financial institutions, the executives of the company concerned.
BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
The law covers financial institutions, i.e.:
• credit institutions and financial institutions (both those with their head office in
Portugal and branches located in Portugal which have their head office
elsewhere);
• finance companies;
• life insurance companies;
• pension fund management companies;
• post banks;
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securitization companies;
foreign exchange offices;
investment funds management companies.

The law also covers non-financial institutions, including:
• casinos;
• estate agents;
• real-estate management companies;
• companies which organise gambling or lotteries;
• dealers in antiques or works of art;
• jewellers;
• aircraft, boat and car dealers;
• auditors and external accountants;
• cash and value carriers;
• notaries and registry officers;
• lawyers (barristers and solicitors);
• tax advisers.
PREDICATE OFFENCES COVERED
The offences covered are those relating to drug trafficking, terrorism, arms, and nuclear
devices trafficking, extortion, kidnapping, procuring, human organs’ trafficking, child
pornography, corruption, economic and financial crimes, tax fraud and, in general, any
offence punishable by a sentence of imprisonment of a minimum of more than 6 months and
of a maximum of more than 5 years.
IDENTIFICATION
a.

Definition (e.g.: PEPs, beneficial owner, thresholds…)

The definitions of politically exposed persons (PEPs) and beneficial owner (BO) are the same
as those of the Directive.
b.

Identification threshold amount
•

For banks and other financial institutions: customers must be identified when they
initiate operations for amounts in excess of €15.000,00.

•

For non-financial institutions, the identification thresholds are the following:
• casinos: €2.000,00 for each transaction;
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antiques and art dealers, jewellers, aircraft, boat and car dealers;
€15.000,00 for each cash transaction;
• gambling or lottery companies: €5.000, 00 for each transaction;
• Estate agents and real-estate management companies: they must always identify their
customers.
c.

Identification at a distance (non-face to face)

The measures of our law are the same as those of the Directive.
d.

Outsourcing of identification to third parties

This is permitted to financial institutions, but not to currency exchange offices. The third party
must be a financial institution established in Portugal, in another Member State or in a third
equivalent country.
e.

Means of identification

Customer identification must be made by a valid probative document, containing a
photograph which indicates the complete name, the date of birth, and the nationality of the
person concerned.
Current means of customer identification are the following.
Natural persons
• Portuguese citizen: national identity card
• Foreign residents: residence permit
• Non-EC residents: passport
• EC residents: national identity card or passport.
Natural or legal persons acting for the account of a third person
• Natural person: the identity card of the person holding the power of attorney
and of the third party, together with the power of attorney itself.
• Legal person: the corporate registration card of the legal person holding the
power of attorney and the power of attorney itself.
f.

Source of information (e.g. public register for the identification of beneficial owner)

The client’s declaration and the public registers for the identification of the beneficial owner.
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PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
Our law contains a provision similar to article 8.2. of the Directive, but there is no list of
products or transactions characterised by high or low risk.
EXISTING GUIDELINES FOR THE BANKING INDUSTRY
Our Central Bank will issue a Regulation by the end of this year.
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc.)
Our Central Bank and Financial Intelligence Unit (FIU) issue regular information on the
practices of the money launderers and terrorist financers and our FIU gives feed-back on the
outcome of the disclosures.
PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
Only by the institution that has reported the suspicious operation, to prevent similar situations
and to motivate the personnel that has made the disclosure possible.
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
The identity of the employees or the persons covered by the Directive can never be
revealed.
CONSERVATION OF RECORDS AND DOCUMENTS
Records and documents must be kept for a period of seven years.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G. TRAINING, INFORMATION…)
Several training sessions have been held and are still under way, either within each bank or
at sectoral level.
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Slovak Banking Association

ANTI-MONEY LAUNDERING /CTF LEGISLATION
Slovak Parliament has adopted the new AML Act as a harmonisation of the 3rd AML Directive,
Act o. 297/2008 on the “Prevention of Legalization of Proceeds of Criminal activity and
Terrorist Financing”. This act came into effect on 1 September 2008.
PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT OF THE NATIONAL
PROVISIONS TO THE DIRECTIVE
Penalties in volume up to 10.000.000,-SKK (€332 000) and/or revocation of licence for
conducting business.
CENTRAL AUTHORITY FOR REPORTING
The Financial Intelligence Unit (FIU) shall serve as a national unit for the area of the
prevention and detection of legalisation and terrorist financing. It shall, among its activities:
• receive, analyse, evaluate and process unusual transaction reports and other
information related to legalisation or terrorist financing for the fulfilling of the tasks
under this Act, or under a special regulation;
• submit a case to law enforcement authorities if the facts indicate that a crime has
been committed;
• require and control the compliance to obligations by ‘obliged’ entities,
stipulated by this Act;
• submit initiative for imposition of a fine on an ‘obliged’ entity due to
infringement of, or non-performance of obligations to an authority which is
under a special regulation that authorises ti to fine the legal entity, unless that
authority itself deals with the case under Sec. 32 or 33;
• submit initiative for the revocation of an ‘obliged’ entity’s licence for the conduct of
business or other independent gainful/profitable activity of the entity, obliged to
report, due to repeated infringement or non-performance of obligations
stipulated by this Act with an authority which is authorized to decide on the
revocation of the licence under a special regulation;
• require that the authorities, with which a proposal for imposition of a fine or a
initiative for revocation of a licence has been filed, give notification/feedback on the
way of handling the proposals and initiatives submitted and on the measures
adopted.
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PERSONS RESPONSIBLE FOR REPORTING
Contact Person

The, entity, obliged to report on suspicious transactions, shall be obliged to prepare an
activity programme aimed at the prevention of legalisation and terrorist financing
(hereinafter referred to as the “Programme”). The Programme shall contain the appointment
of a person who is liable for the prevention of legalisation and terrorist financing and
provides reporting of unusual transactions and ongoing contact with the Financial Intelligence
Unit.
BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
(1) ‘Obliged’ entity for the purposes of this Act understood:
• a credit institution;
• a financial institution other than a credit institution, such as the Central Securities
Depository; a stock exchange; a commodity exchange; an asset management
company and depository; a securities dealer; an investment services broker; a
foreign collective investment entity; an insurance or re-insurance company; an
insurance broker and a reinsurance broker; a pension asset management
company; a supplementary pension insurance company; a legal person or a
natural person authorised to perform exchange of foreign currency, or wireless
foreign currency transfers, or to provide foreign exchange services; a legal
person, or a natural person authorised to trade in ‘receivables’; a legal person or
a natural person authorised to carry out auctions safe for distrainment, finance
lease, or other financial services pursuant to a special regulation, (there is
something wrong with the categories, here below the letter (b) features again…..)
• the Export-Import Bank of the Slovak Republic; (in classification where does this
come?)
• a gambling game operator;
• a postal undertaking;
• a court distrainer;
• an administrator who manages in bankruptcy, restructuring or debt removal
proceedings under a special regulation;
• an auditor, an accountant, and a tax adviser;
• a legal person or a natural person authorized to perform real estate brokerage
services;
• an advocate or notary who provides the customer with services related to;
• purchase or sale of real estate or ownership interests in a company;
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management or safekeeping of funds, securities or other property;

(2) Opening or management of an account with a bank or a foreign bank branch or of a
securities account; or
(3) Establishment, operations or management of a company, an association of a natural or
legal person, a special-purpose corporation or another legal entity;
•
•

•

•
•

a company service provider, unless it is an obliged entity referred to at letter h) or j);
a legal person or a natural person authorised to provide the services of corporate or
economic advisers, the services of public carriers or messengers or forwarding
services;
a legal person or a natural person authorised to operate an auction hall, a legal or
natural person authorised to trade in works of art, collector’s items, antiques, cultural
monuments, items of cultural heritage, precious metals or gemstones, a legal or
natural person authorised to place products made of precious metals or gemstones on
the market, or a legal or natural person authorised to operate a pawnshop;
a legal person or a natural person authorised to mediate housing savings;
other persons, if so stipulated, by a special regulation.

(3) For the purposes of this Act, the ‘obliged’ entity shall also mean a branch, a business unit
or establishment of a foreign legal person or a natural person referred to in subsection 1,
including an agency for a foreign credit institution or a foreign financial institution, which
operates in the Slovak Republic.
(4) For the purposes of this Act, the ‘obliged’ entity shall also mean an entrepreneur not
referred to in subsections 1 and 2, who carries out cash transactions to the amount of
€15,000 or more, regardless of whether the transaction is carried out in a single operation or
in several operations which appear to be linked.
IDENTIFICATION
a.

Definition

PEP:
(1) Politically exposed person for the purposes of this Act shall be understood to be a
natural person who is entrusted with prominent public functions, and not having permanent
residence in the Slovak Republic during, and one year after his term of office.
(2) Prominent public office shall mean:
• Head of State, Prime Minister, Deputy-Prime Minister, minister, head of a
government agency, State Secretary or a similar deputy of a minister;
• Member of Parliament;
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judge of the supreme court, judge of the constitutional court or other highlevel judicial body the decisions of which are not subject to further
appeal, except in exceptional circumstances;
member of the court of auditors or of the central bank board;
ambassador, deputy-ambassador or chargé d’affaires;
high-rank military officer;
member of executive body or supervisory body of a state enterprise or a
state-owned company; or
a person holding a similar post in the institutions of the European Union or
international organisations.

(3) Politically exposed person for the purposes of this Act shall also be understood to be
a natural person who is:
• spouse, or partner equivalent to a spouse, of a person referred to in
subsection 1;
• child, son-in law or daughter-in law of a person referred to in subsection
1, or a person having a status similar to that of son-in law or daughter-in
law of a person referred to in subsection 1; or
• parent of a person referred to in subsection 1.
(4) Politically exposed person for the purposes of this Act shall also be understood to be
a natural person who is beneficial owner of:
• the same customer, or to be otherwise in control of the same customer, as
a person referred to in subsection 1, or runs a common business with a
person referred to in subsection 1; or
• a customer established for the benefit of a person referred to in
subsection 1.
Beneficial owner
Beneficial owner is a natural person for the benefit of whom a transaction is being carried
out or a natural person who:
• has a direct or indirect interest, or their total and at least 25 % in the
equity capital, or in the voting rights in a customer being a ‘legal person–
entrepreneur’, including bearer shares, unless that legal person is an issuer
of securities admitted to trading on a regulated market who is subject to
disclosure requirements under a special regulation; 6
• is entitled to appoint, otherwise constitute or recall a statutory body, a
majority of members of a statutory body, a majority of Supervisory Board
members or another executive body, supervisory authority or auditing
authority of a customer being a legal person-entrepreneur;
6)

Act No. 566/2001 Coll. as amended
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• in a manner, other than those set forth in subsections 1 and 2, controls a
customer that is a legal person-entrepreneur;
• is a founder, a statutory body, a member of a statutory body or of
another executive body, supervisory authority or auditing authority of a
customer being a corporation, or is entitled to appoint, otherwise constitute
or recall those authorities;
• is a beneficiary of at least 25% of funds distributed by a corporation,
provided the future beneficiaries of those funds are designated; or,
• rank among those persons for whose benefit a corporation is established
or operates, unless the future beneficiaries of funds of the corporation are
designated,
Identification threshold amount
(2) The entity, obliged to report, shall be obliged/bound to perform customer due diligence:
• at the moment of establishing a business relationship;
• when carrying out an occasional transaction outside a business relationship
worth at least €15,000, regardless of whether the transaction is carried out in
a single operation, or in several related operations which are or may be
linked;
• if there is a suspicion that the customer is preparing or carrying out an unusual
transaction regardless of the amount of the transaction;
• when there are doubts about the veracity or completeness of customer
identification data previously obtained; or,
• where concerning withdrawal of a cancelled final balance of bearer deposit.
(3) The ’obliged’ entity shall be further bound to perform the identification of a customer and
verification of his/her identification in the case of carrying out a transaction to the amount of
at least €2,000, unless it concern any of the examples under subsection 2.
Identification at a distance (non face to face)
Section 7
Identification for the purposes of this Act, shall be understood upon performance by third
parties under Section 13, receiving information and supporting underlying documentation
from a credit institution or a financial institution.
d.

Outsourcing of identification to third parties

Section 13
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(1) The obliged entity may receive data and documentation under Sec. 10, subsection 1,
letters a) to c) and are require to perform customer due diligence (CDD) from a credit
institution or a financial institution under Sec. 5, subsection 1, letter b, items 1 to 10 that
operates in the territory of a Member State.
(2) A credit institution or a financial institution which has already performed customer due
diligence shall, without delay, supply data within the range of Sec. 10, subsection 1, letters a)
to c), including copies of the respective documentation to an ‘obliged’ entity proceeding
under subsection 1 and providing for the receipt of data.
(3) The application of the procedure under subsection 1 shall not release the ‘obliged’ entity
from liability for the performance of customer due diligence under this Act.
(4) Business relationships of obliged entities, with persons acting for the ‘obliged’ entities on
the basis of a contractual relationship other than employment, shall not be regarded as
performance by third parties.
e.

Means of identification/verification

Section 8
Verification of identification for the purposes of this Act shall be applied as follows:
•

•

•

in the case of a natural person, verifying the data under Section 7, letter
a) in his/her identification document, if contained therein, and verifying
the appearance of that person by comparing it to his/her appearance
on the identification document in his presence; in the case of a natural
person being an entrepreneur, this shall also include verification of the
data under Section 7, letter a) on the basis of documents, data or
information obtained from the official register or other official record in
which the entrepreneur is entered or from other reliable and
independent sources;
in the case of a legal person, verifying the data under Section 7, letter
b) on the basis of documents, data or information obtained from the
official register or other official records in which the legal person is
entered or from other reliable and independent sources, and verifying
the identity of a natural person who is authorised to act on behalf of the
legal person according to the data under Section 7, letter a), and
verifying his/her power to act on behalf of the legal person;
in the case of a person represented by virtue of a power of attorney,
verifying his data according to the data under Section 7, letter c) on the
basis of documents, data or information obtained from the submitted
power of attorney containing an authenticated signature, from the
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•

•

•

•

f.

official register or other official record or from other reliable and
independent sources, and verifying the identification of a natural person
who is authorised to act on the basis of the power of attorney to the
extent specified under Section 7, letter a), in his/her identification
document in
in the case of an underage person who possesses no identification
document, it verifies type and number of the identification document,
and appearance of the underage person’s legal guardian by
comparing it to his/her appearance on the identification document;
verifying the identification number or code, allocated to the customer for
carrying out transactions by the ‘obliged’ entity’s technical device under
a special regulation), provided the customer has already been identified
under Sec. 7, letters a) to d);
the customer identifying him/herself by an electronic signature, provided
the customer has already been identified under Sec. 7, letters a) to d);
or
verification of identification in a different manner, if allowed by a
special regulation.

Source of information (e.g.: public register for the identification of beneficial owner)

see e. Means of identification/verification
PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
Section 4
(1) Unusual transaction shall mean a legal or other act which indicates that its execution may
enable legalisation or terrorist financing.
(2) Unusual transaction shall above all mean a transaction:
• which, having regard to its complexity, unusually high amount of funds, or any
other aspect, goes apparently beyond the common framework or nature of a
certain type of transaction or a transaction of a certain type of customer;
• which, having regard to its complexity, unusually high amount of funds or any
other aspect, has no apparent economic purpose or lawful purpose;
• where the customer refuses to identify him/herself or to provide the information
necessary for the ‘obliged’ entity to perform customer due diligence referred to
in Sections 10 to 12;
• where the customer refuses to provide details of the upcoming transaction, or
tries to provide as little information as possible, or provides such information that
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•
•
•

•

•

•

it is possible to verify by the ‘obliged’ entity only with great difficulty or vast
expense;
where the customer demands its execution based on a project which raises
doubts;
where use is made of money of low nominal value in a considerably high
amount;
with a customer in whose case it can be presumed that given his/her occupation,
position or other characteristics, he/she is not, or cannot be, the owner of the
required funds;
where the amount of funds available to the customer is apparently
disproportionate to the nature or scope of his/her business activities or his/her
declared financial position;
where there is a reasonable assumption that the customer or beneficial owner is
a person on whom international sanctions are imposed under a special
regulation7), or a person who is likely to be related to a person on whom
international sanctions are imposed under a special regulation; or
where there is a reasonable assumption that its subject is to be goods or a
service that may relate to goods or a service on which international sanctions are
imposed under a special regulation.

EXISTING GUIDELINES TO THE BANKING INDUSTRY
Methodological guidance of the Financial Market Supervision Unit of the National Bank of
Slovakia of 17 December 2009 No. 4/2009 for protection of a bank and branch office of a
foreign bank against money laundering and terrorist financing.
http://www.nbs.sk/_img/Documents/_Dohlad/ORM/BankyAOcp/MU_4_2009_AML_EN.pdf

GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc.)
Section 26
The Financial Intelligence Unit shall:
• disclose information on the forms and ways of legalisation and terrorist financing and
the methods of recognising unusual transactions;
• inform the ‘obliged’ entity on the effectiveness of an unusual transaction report and on
the procedures that follow receipt of an unusual transaction report, unless there is a
threat of hampering the processing of the unusual transaction,

7)

Act No. 460/2002 Coll. on the Application of International Sanctions Assuring International Peace Settlement
and Security as amended by Act No. 127/2005 Coll.
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PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
No regulation in the Anti-Money Laundering Act

PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
Section 26
(2) The Programme of the obliged entity must contain:
• a procedure applied from the moment of detecting an unusual transaction to
its immediate reporting to the Financial Intelligence Unit, including procedure
and responsibility of employees evaluating the unusual transaction;
• the manner of ensuring the protection of employees who detect unusual
transactions;
• the content and a schedule for special training of employees who may, in the
course of performance of their occupation, come into contact with an unusual
transaction.
CONSERVATION OF RECORDS AND DOCUMENTS
Section 19
(1) For customer due diligence purposes, an obliged entity shall be authorised, even without
the consent of, and notification to the persons concerned, to detect, obtain, record, keep, use
or otherwise process 8 personal data and other data according to Sec. 10, subsection 1 and
Sec. 12, subsections 1 and 2; in doing so, the ‘obliged’ entity is authorised to obtain personal
data necessary to complete the purpose of processing by copying, scanning, or other
recording of official documents on a data carrier and process birth registration numbers and
other data and documents without the consent of the person concerned 9, according to Sec.
10, subsection 1 and Sec. 12, subsections 1 and 2.
(2) The obliged entity shall be obliged to keep for a period of five years:
• following the termination of its business relationship with the customer; data
and written documents obtained under Sec. 10 to 12;
• from the moment of the carrying out a transaction; all data and written
documents about it.

8)
9)

Section 4, subsection 5 and Section 7, subsection 3 of Act No. 428/2002 Coll.
Sec. 10, subsection 6 of Act No. 428/2002 Coll.
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(3) The obliged entity shall be bound to keep data and written documents under subsection 2
even for a period longer than five years if the Financial Intelligence Unit requests so in
writing; the Financial Intelligence Unit in a request shall specify a period and the extent to
which the data and written documents shall be kept.
(4) Even a person who ceases to act as an obliged entity shall have the obligations under
subsections 2 and 3 until the expiry of the period during which an obliged entity shall be
obliged to keep the data and written documents under subsections 2 and 3.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G. TRAINING, INFORMATION…)
Section 26
(3) The obliged entity shall be obliged to provide for special training of employees aimed to
make them acquainted with the Programme, at least once during a calendar year, and
always before an assignment of the employee to a job position requiring the fulfilment of
tasks under this Act. The ‘obliged’ entity shall be obliged to ensure that the Programme is
permanently available to each employee performing the tasks under this Act.
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The Bank Association of Slovenia

ANTI-MONEY LAUNDERING /CTF LEGISLATION
Law on the Prevention of Money Laundering and Terrorist Financing (Act) No. 60 of 6 July
2007 which transposes the third AML Directive and replaces former Law on the Prevention of
Money Laundering.
The act authorises the Minister of Finance to enact several rules, which are already in force.
• Rules on the Method of Forwarding Information to the Office for Money
Laundering Prevention of the Republic of Slovenia (Office).
• Rules laying down conditions to be met by a person to act in the role of a
third party
• Rules on Performing Internal Control, the Authorised Person, Safekeeping and
Protection of Data and Keeping of Records of Organisations, Lawyers, Law
firms and Notaries.
• Rules on the Method of Communicating the Information on Lawyers, Law Firms
or Notaries to the Office for Money Laundering Prevention of the Republic of
Slovenia.
• Rules laying down conditions under which a person may be considered as a
customer representing a low risk of money laundering or terrorist financing.
• Rules laying down the list of equivalent third countries.
• Rules laying down conditions under which there is no obligation to report cash
transaction data for certain customers.
• Rules laying down conditions to determine and verify customer’s identity by
using customer’s qualified digital certificate.
PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
OF THE DIRECTIVE
The act imposes several penalties and different penalties between:
1) most serious offences (i.e.: failure to prepare a risk analysis or establish a risk assessment
for individual groups or customers, business relationships, products or transactions; failure to
carry out customer due diligence; establishing a business relationship with a customer without
prior application of the prescribed measures; effecting a transaction without prior
application of the prescribed measures; failure to determine and verify the identity of a
natural person or his/her statutory representative, sole proprietor or self-employed person,
legal entity, statutory representative of a legal entity, authorised person, agent of other civil
law entities or beneficial owner of the legal entity or similar foreign law entity; or failure to
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obtain the prescribed data, or to obtain them in the prescribed manner, or to obtain the
certified written authorisation for representation, etc.) for legal entities which are prescribed
from €12.000 to €120.000;
A fine of €800 to €4,000 shall be imposed on the responsible person of a legal entity, sole
proprietor or self-employed person for the offences stated above;
A fine of €4,000 to €40,000 shall be imposed on a sole proprietor or self-employed person
for the offences stated above.
2) serious offences (i.e. failure to carry out customer due diligence within the prescribed
scope; failure to define procedures for implementation of the prescribed measures in its
internal regulations; failure to demand a written statement from the customer, statutory
representative, failure to monitor business activities undertaken by a customer through the
organisation with due diligence, entrusting a third party to carry out customer due diligence
without having verified whether that third party meets all the conditions stipulated by this Act,
etc.) for legal entities which are prescribed from €6,000 to €60,000;
A fine of €400 to €2,000 shall be imposed on the responsible person of a legal entity, sole
proprietor or self-employed person for the offences stated above;
A fine of €2,000 to €20,000 shall be imposed on a sole proprietor or a self-employed
person for the stated above.
3) minor offences (i.e. failure to examine beforehand, when determining and verifying the
identity of a customer, the nature of the register from which data on the customer shall be
obtained; failure to inform the Office for Money Laundering Prevention of the Republic of
Slovenia (Office), and to take appropriate measures to eliminate the risk of money
laundering or terrorist financing; failure to inform its branches and majority-owned
subsidiaries with head offices in third countries of the internal procedures relating to the
detection and prevention of money laundering and terrorist financing, etc..) for legal entities,
which are prescribed from €3.000 to 30.000.
A fine from €200 to €1,000 shall be imposed on the responsible person of a legal entity,
sole proprietor or a self-employed person for the offences stated above.
A fine of € 1,000 to €10,000 shall be imposed on a sole proprietor or self-employed
person for the offences stated above.
Among persons, stated above, employees of organisations, auditing firms, independent
auditors, legal entities and natural persons performing accounting or tax advisory services,
lawyers, law firms and notaries and persons pursuing the activity of selling goods are also
responsible for the same offences and could be penalised from €200 (employees) to
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€120.000 (auditing firms, independent auditors, legal entities and natural persons
performing accounting or tax advisory services).
CENTRAL AUTHORITY FOR REPORTING
Central authority for reporting in the Republic of Slovenia is the Office for Money Laundering
Prevention of the Republic of Slovenia (Office).
PERSONS RESPONSIBLE FOR REPORTING
Every person under obligation (see next title) has to nominate an authorised person and one
or more deputies. The exceptions are organisations of fewer than four employees who are
not to be required to appoint an authorised person.
BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
Persons (further on: organisations) who are under obligations of Act, are:
1. banks, branches of banks from third countries and Member State banks which
establish branches in the Republic of Slovenia or are authorised to perform banking
services directly in the Republic of Slovenia;
2. savings banks;
3. companies providing certain payment transaction services, including money
transmission;
4. post;
5. management companies of investment funds, branches of management companies of
investment funds from third countries, management companies of investment funds
from Member States which establish branches in the Republic of Slovenia or are
authorised to provide services of investment fund management in the Republic of
Slovenia, and other persons who may provide particular services or activities of
managing investment funds pursuant to the Act governing investment fund
management;
6. founders and managers of mutual pension funds and pension companies;
7. brokerage companies, branches of brokerage companies from third countries,
brokerage companies from Member States which establish branches in the Republic
of Slovenia or are authorised to provide services relating to securities directly in the
Republic of Slovenia, and other persons who may provide particular services relating
to securities pursuant to the Act governing the securities market or the Act governing
the financial instruments market;
8. insurance companies authorised to pursue life insurance business and insurance
companies from Member States which establish branches in the Republic of Slovenia
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or which are authorised to pursue life insurance business directly in the Republic of
Slovenia;
9. electronic money undertakings, branches of electronic money undertakings from third
countries, and electronic money undertakings from Member States which establish
branches in the Republic of Slovenia or which are authorised to provide electronic
money services directly to the Republic of Slovenia;
10. currency exchange offices;
11. auditing firms and independent auditors;
12. concessionaires organising special gaming in casinos or gaming halls;
13. organisers regularly offering sport wagers;
14. organisers and concessionaires offering games of chance via the Internet or other
telecommunications means;
15. pawnbroker shops;
16. legal entities and natural persons conducting business relating to;
• granting credits or loans, including consumer credits, mortgage credits,
factoring and financing of commercial transactions, including forfeiting;
• financial leasing;
• issuing and management of payment instruments (such as credit cards and
travellers’ cheques);
• issuing of guarantees and other commitments;
• portfolio management services to third parties and related advice;
• safe custody services;
• mediation in the conclusion of loan and credit transactions;
• insurance agency services for the purpose of concluding life insurance
contracts;
• insurance intermediaries in concluding life insurance contracts;
• accounting services;
• tax advisory services;
• trust and company services;
• trade in precious metals and precious stones and products made from these
materials;
• trade in works of art;
• organisation and execution of auctions;
• (p) real property transactions.
Pursuant to the provisions of Chapter III by the present Act, the measures for detecting and
preventing money laundering and terrorist financing stipulated, must be applied by lawyers,
law firms and notaries as well.
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PREDICATE OFFENCES COVERED

Predicate offences cover any conduct for the purpose of disguising the origin of money or
other property obtained by an offence and shall include:
1. conversion or any transfer of money or other property derived from criminal activity;
2. concealment or disguise of the true nature, origin, location, movement, disposition,
ownership or rights with respect to money or other property derived from criminal
activity;
3. terrorist financing.
IDENTIFICATION
a. Definition (e.g. PEPs, beneficial owner, thresholds…)
PEPs
The politically exposed person shall mean any natural person who is or has been entrusted
with a prominent public function in the previous year and resides in another Member State or
in a third country, or a person who is or has been entrusted with a prominent public function in
another Member State or in a third country in the previous year, including immediate family
members and close associates.
(3) Natural persons who are or have been entrusted with a prominent public function shall be
the following:
1. Heads of State, Prime Ministers, ministers and their deputies or assistants;
2. elected representatives in legislative bodies;
3. members of supreme and constitutional courts and other high-level judicial
authorities against whose decisions there is no ordinary or extraordinary legal
remedy, save in exceptional cases;
4. members of courts of audit and boards of governors of central banks;
5. ambassadors, chargés d'affaire and high-ranking officers of armed forces;
6. members of the management or supervisory bodies of undertakings in majority
state ownership.
(4) Immediate family members of the person shall be the following: spouse, common law
partner, parents, brothers and sisters, children, and their spouses or common law partners.
(5) The close associate shall mean any natural person who has a joint profit from a property
or business relationship or has any other close business links.
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b. Identification threshold amount

Identification must be verified, when the sum involved is €15.000 or more, or whenever
money laundering is suspected regardless of the amount.
c. Identification at a distance (non-face to face)
The organisation should verify in advance whether the third party entrusted to carry out
customer due diligence meets all the conditions stipulated by the Act.
Customer due diligence (CDD) performed for the organisation by a third party may not be
accepted as appropriate if, within this procedure, the third party determined and verified
the identity of a customer in his/her absence.
The organisation which relies on a third party in respect of customer due diligence shall
remain responsible for the proper customer due diligence procedure under this Act.
The third party could be: banks, branches of banks from third countries and Member State
(EU members) banks which establish branches in the Republic of Slovenia or which are
authorised to perform banking services directly within the Republic of Slovenia; savings
banks; post; management companies of investment funds, branches of management
companies of investment funds from third countries, management companies of investment
funds from EU Member States (Member State) which establish branches in the Republic of
Slovenia or are authorised to provide services of investment fund management in the
Republic of Slovenia, and other persons who may provide particular services or activities of
managing investment funds pursuant to the Act governing investment fund management;
founders and managers of mutual pension funds and pension companies; brokerage
companies, branches of brokerage companies from third countries, brokerage companies
from Member States which establish branches in the Republic of Slovenia or are authorised to
provide services relating to securities directly in the Republic of Slovenia, and other persons
who may provide particular services relating to securities pursuant to the Act governing the
securities market or the Act governing the financial instruments market; insurance companies
authorised to pursue life insurance business and insurance companies from Member States
which establish branches in the Republic of Slovenia or which are authorised to pursue life
insurance business directly in the Republic of Slovenia; a bank of a Member State or a
branch of a Slovenian bank in a Member State; an investment fund management company
from a Member State or a branch of a Slovenian investment fund management company in a
Member State; founders or managers of mutual pension funds from a Member State or a
pension company from a Member State; a brokerage company from a Member State or a
branch of a Slovenian brokerage company in a Member State; an insurance company from a
Member State or a branch of a Slovenian insurance company in a Member State; a branch
or subsidiary of a bank from a Member State in a third country, a branch or subsidiary of a
management company from a Member State in a third country, a branch or subsidiary of a
brokerage company from a Member State in a third country, or a branch or subsidiary of an
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insurance company from a Member State in a third country; a notary situated in a Member
State or in an equivalent third country (third country is a country, which complies with the
Financial Action Task Force (FATF)- EU anti-money laundry standards).
d. Means of identification
Identification must be obtained when establishing a business relationship with a customer;
when carrying out a transaction amounting to €15,000 or more, whether the transaction is
carried out in a single operation or in several operations which are clearly linked, and
whenever there is a suspicion of money laundering or terrorist financing in respect of a
transaction or customer, regardless of the transaction amount.
Identification means:
• establishing the customer’s identity and verifying the customer’s identity on the basis
of authentic, independent and objective sources on the basis of customers’ official
personal identification document (individuals’ and statutory representative of the
company); for companies, the original or certified documentation from the court
register or other public register must be obtained;
• determining the beneficial owner of the customer;
• obtaining data on the purpose and intended nature of the business relationship or
transaction, as well as other data pursuant to Act;
e. beneficial owner
Pursuant to the Act, the beneficial owner of a corporate entity is:
1. any natural person who owns through direct or indirect ownership at least 25% of the
business share, stocks, or voting or other rights, on the basis of which he/she
participates in the management, or in the capital of the legal entity with at least 25%
share, or has the controlling position in the management of the legal entity’s funds;
2. any natural person who indirectly provides, or is providing funds to a legal entity and
is on such grounds given the possibility of exercising control, guiding or otherwise
substantially influencing the decisions of the management or another administrative
body of the legal entity concerning financing and business operations.
For the purposes of the Act, the beneficial owner of other legal entities, such as foundations
and similar foreign law entities which accept, administer or distribute funds for particular
purposes shall mean:
1. any natural person who is the beneficiary of more than 25% of the proceeds of
property under management, where the future beneficiaries have already been
determined or can be determined;
2. a person or a group of persons in whose main interest the legal entity or similar
foreign law entity is set up and operates, where the individuals that benefit from the
legal entity or similar foreign law entity have yet to be determined;
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3. any natural person exercising direct or indirect control over 25% or more of the
property of a legal entity or similar foreign law entity.
PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
For identifying transactions with high risk, banks must compile a list of indicators for the
identification of customers and transactions in respect of which reasonable grounds to suspect
money laundering or terrorist financing exist.
However, banks must classify customers among: enhanced due diligence, regular due
diligence, and simplified due diligence. Estimation as to whether transactions are high or low
risk for money laundering also depends on the classification of the customer.
Otherwise, products or transactions, characterised by a low/high risk of money laundering
are not listed in the Act or in another regulation.
EXISTING GUIDELINES FOR THE BANKING INDUSTRY
Recommendations for applying the Act were issued by our The Bank Association of Slovenia.
In addition to this, the Bank of Slovenia (central bank) is preparing guidelines as well.
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc.)
In accordance with the Act, the Office must notify in writing the person who reported
suspicious transaction in the completion of collecting and analysing data, information and
documentation in connection with a certain person or transactions in respect of which there
are grounds to suspect money laundering or terrorist financing, or established facts that
indicate or may indicate money laundering or terrorist financing, unless the Office judges that
such action may jeopardise further proceedings.
PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
The feedback information is used as support in the activities of the reporting
company/person.
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PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
Protection of employees of the institutions and persons covered by the Directive is prescribed
in the Act:
(1) The organisation, lawyer, law firm, notary and staff shall not be held liable for the
damage caused to customers or to third persons if, in compliance with the provisions of this
Act or the ensuing regulations, they:
1. submit to the Office data, information and documentation on their customers;
2. obtain and process data, information and documentation on their customers;
3. implement an order on temporary suspension of the transaction or the instruction
issued in connection with the said order;
4. implement a request by the Office for the ongoing monitoring of the customer’s
financial transactions.
(2) The staff of organisations, law firms and notaries shall not be held criminally or
disciplinarily liable for the breach of obligation to protect classified data, business and bank
secrecy and professional secrecy due to:
1. their submission of data, information and documentation to the Office in accordance
with the provisions of this Act or the ensuing regulations;
2. their processing of data, information and documentation obtained in accordance with
this Act, for the purpose of verifying customers and transactions in respect of which
there are grounds to suspect money laundering or terrorist financing.
CONSERVATION OF RECORDS AND DOCUMENTS
Records and documents must be retained for a period of 10 years after the termination of a
business relationship or the completion of a transaction.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
The Act requires that the organisation must provide regular professional training and
education for all employees carrying out tasks for the prevention and detection of money
laundering and terrorist financing.
To meet the Act’s requirements, seminars are also organised by our association together with
State supervisors.
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ANTI-MONEY LAUNDERING /CTF LEGISLATION
•

Law 10/2010, of 28 April, on the prevention of money laundering and terrorism
financing.

•

Royal Decree 925/1995, of 9 June, implementing regulations of Law 19/1993
(revised by Royal Decree 54/2005, of 21 January). This Royal Decree will remain in
force until regulations implementing Law 10/2010 are approved.

•

Ministerial Order EHA/2619/2006, of 28 July, setting specific obligations on the
prevention of money laundering for institutions and persons carrying activities of
currency exchange and cross border transfers.

•

Ministerial Order EHA/1439/2006, of 3 May, on the obligation to declare
movements of cash and other means of payment.

•

Ministerial Order EHA/2444/2007, of 31 July, on the external annual report to be
issued on the compliance with the procedures, internal control and communication
obligations required for the prevention of money laundering.

•

Resolution of the Ministry of Finance, of 10 September 2008, containing the list of
equivalent countries.

PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
OF THE DIRECTIVE
Law 10/2010 defines precisely which sanctions can be imposed for breach of obligations
contained in the Law. Offences are classified as serious, very serious and minor. Examples of
very serious offences are informing customers that reporting has been transmitted to SEPBLAC
(Spanish Financial Intelligence Unit) for not providing any information requested by the FIU,
as well as not freezing assets or making funds, financial assets or economic resources
available to persons or entities affected by restrictive measures. Serious offences include,
among others, not reporting transactions to the FIU, not applying due diligence measures or
not complying with the obligations on record keeping and on establishing internal control
procedures. Minor offences are infringements of the law that are either not considered
serious, or, very serious.
Penalties for minor offences:
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• Fine up to €60.000.
Penalties for serious offences
• For companies: a) private or public warning; b) a minimum fine of €60,000 and a
maximum of 1% of the company's own funds, or 100% of the amount of the
transaction increased by 50% or €150,000.
• For management: a) private or public warning; b) fine for minimum amount of €3,000
and a maximum of €60,000; c) suspension from exercising his/her duties for up to
one year.
Penalties for very serious offences
• For companies: a) public warning; b) a minimum fine of €150,000 and a maximum of
5% of own funds, or 200% of the transaction, or €1.5 million.
• For management: a) a fine amounting to between €60,000 and €600,000; b)
disqualification from management positions in the same institution, or from any other
institution, for a period of ten years.
CENTRAL AUTHORITY FOR REPORTING
The Executive Service of the Commission for the Prevention of Money Laundering and
Monetary offences (known by its Spanish abbreviation SEPBLAC) is the central authority for
reporting. The Commission is headed by the Secretary of State for Economy.
The functions of the SEPBLAC, ( the Spain´s Financial Intelligence Unit), are as follows:
•

rendering assistance to the judicial bodies, the Public Prosecution Department, the
criminal police and the competent administrative bodies;

•

reporting to these bodies and institutions on conduct, giving reasonable indications of
a criminal offence or, as the case may be, an administrative infringement;

•

receiving the communications and information that ‘subject persons’ are obliged to
send concerning any event and transaction with regard to which there is reason to
believe, or certainty, that it is related to money laundering. These reports may be
submitted at the initiative of the subject persons or they may be required by the
Executive Service.

•

analysing the information received and taking the further action called for in each
case;
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•

carrying out the instructions and following the guidelines given by the Commission,
and submitting to the Commission the reports that it requests;

•

monitoring the suitability of the internal control and communication procedures and
bodies established by the parties, subject to the anti-money laundering law, and
proposing the necessary corrective measures.

PERSONS RESPONSIBLE FOR REPORTING
Each credit institution can organise itself internally in the way it feels is the most appropriate
in order to prevent money laundering, collect information from branches, analyse evidence of
offences or suspect operations, and communicate it to the competent authority. The
procedures adopted are supervised by the SEPBLAC (Spanish FIU) and must be evaluated
annually by an external expert. Policies and procedures adopted, that must include criteria
for acceptance of new customers, should be recorded in a written document and
communicated to branches and subsidiaries.
In any event, all credit institutions should establish an internal control body and designate a
permanent representative as a contact point for dealings with the Executive Service of the
Commission for the Prevention of Money Laundering (SEPBLAC) and any other administrative
or judicial authority. The permanent representative has to be a relevant member of the staff
of the company and comply with the requirements established by legal regulations. The
appointment of the permanent representative must be communicated to the SEPBLAC that is
entitled to formulate observations or objections.
BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
The law covers the following legal or natural “subject persons”:
a) all forms of financial institutions:
• credit institutions;
• insurance companies;
• investment firms;
• undertakings for collective investment and pension funds;
• portfolio management companies;
• stockbrokers;
• payment companies;
• payment clearing systems;
• credit intermediaries;
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• companies and natural persons carrying on foreign exchange business or cross
border transfers.
b) non-financial enterprises, i.e. expressly including:
• real estate companies and agents;
• notaries, lawyers and attorneys;
• auditors, accountants and tax advisers;
• casinos and lottery organisations;
• jewellers;
• antique shops
• institutions involved in numismatics and philately.
• companies providing money transport services
Persons included in a) or b) groups are subject to different obligations.
PREDICATE OFFENCES COVERED
Law 10/2010, on the prevention of money laundering and terrorism financing, contains a
wide definition of money laundering that includes any action related to funds, properties,
assets, goods, etc. coming from any sort of criminal activity covered by the Penal Code.
Terrorism financing is defined as the provision, deposit, distribution or collection of funds or
financial assets with the purpose of using them in connection with any offence defined as
terrorism by the Penal Code.
IDENTIFICATION
a.

Definition (e.g.: PEPs, beneficial owner, thresholds…)

Law 10/2010 has implemented the definitions on PEPs and beneficial owner as established
by the Directive 2005/60/EC. In case of suspicious transactions that need special
examination, banks are obliged to try to identify if a national PEP is involved.

b.

Identification threshold amount

As a general rule, banks are required to identify any person with whom a permanent
business relationship is established by opening an account or any other transactions,
regardless of the amount of the transaction.
In the case of an occasional customer, credit institutions must identify the customer if the
amount of the transaction exceeds €3,000; this amount could be lowered to €1.000 by
regulations implementing Law 10/2010. In cross-border transfers or currency exchange
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operations the client must be always identified when the transaction is not recorded in an
account.

c.

Identification at a distance (non-face to face)

The legislation in force allows credit institutions to start business relationships or conduct
operations at a distance (by telephone or electronic banking), without the physical presence
of the customer for identification, if the identity of the customer is credited by a certified
electronic signature or the first entry of the account comes from another account opened by
the same customer in Spain or in a country with an equivalent regulation. In any case, within a
month a copy of an official identification document must be given.

d.

Outsourcing of identification to third parties

Law 10/2010 allows in article 8, according to articles 14 to 19 of Directive 2005/60/EC,
performance by third parties of due diligence measures.

e.

Means of identification

Under the Royal Decree 925/2005, still in force, the means of customer identification are the
following.
Natural persons
•
•
•

Spanish citizen: national identity card.
Foreign resident: residence permit.
Non-resident foreigner: passport or national identity card.

Legal persons
•

f.

Spanish legal persons: Tax Registration Number; official articles of association
and statutes.
• Foreign legal persons; documents proving that they have been validly constituted,
in accordance with the legislation applicable to their status.
• Non-commercial communities, associations and other bodies: documents proving
their legal constitution.
Source of information (e.g. public register for the identification of beneficial owner)

There is no public register to allow the identification of the beneficiary owner. The Business
Register offers the possibility of obtaining certain data on legal persons.
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PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
The regulations in force identify areas of activity that require special identification measures,
such as private banking, correspondent banking, remote banking, currency exchange and
cross border transfers. Low risk products and transactions allowing the application of
simplified due diligence measures should be identified by future regulations, although Law
10/2010 already mentions some products or transactions (such as small amount life insurance
policies or pensions) that are subject to simplified due diligence measures.
EXISTING GUIDELINES FOR THE BANKING INDUSTRY
There are no formal guidelines other than the existing regulations in force that are very
detailed.

GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc)
Individual banks get annual feedback from the SEPBLAC (Spanish FIU) consisting of an
assessment of the information on suspicious transactions furnished by each of them. In
addition, the SEPBLAC usually informs the bank that has reported a suspicious transaction
when the information provided has been transmitted to the courts, the police or other
administrative bodies, without identifying the body to which the information has been
provided.
Periodically the SEPBLAC organises meetings in which information is provided on the new
modus operandi, trends, real cases, and so on.
PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
The feedback information provided by the SEPBLAC is subject to the principle of
confidentiality and can be use for internal purposes only.
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
Law 10/2010 provides that banks should adopt appropriate measures in order to keep
confidentiality on the identity of employees having reported a suspicious transaction. Any
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authority or civil servant must also protect any bank employee that has reported a
transaction.
An additional protection for employees is provided by the legislation given that the
permanent representative having to be appointed by each credit institution is the only person
to be in relationship with the SEPBLAC, the courts or any other authority.
CONSERVATION OF RECORDS AND DOCUMENTS
a. Duration
Documents serving as evidence of operations carried out (and where appropriate computer
records) and copy of those relating to identity must be retained for a period of at least 10
years.
b. Means of conservation.
In the case of customer due diligence, a copy of the references is/should be required. In the
case of business relationships and transactions, the supporting evidence and records consisting
of the original documents or copies admissible in court proceedings are required.
In addition, identification documents must be kept in a magnetic, optical or electronic durable
medium allowing an easy way to find it, read it and keep its integrity.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G. TRAINING, INFORMATION…)
Law 10 /2010 requires institutions and persons covered by the Law to take appropriate
measures for employees - especially for those who are in a better position to detect money
laundering transactions -and to be aware of the obligations under the Law on prevention of
money laundering.
Credit institutions must develop an annual plan, approved by the internal control body, on
regular training programmes, aimed in particular at employees in direct contact with
customers, internal seminars, etc.
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ANTI-MONEY LAUNDERING /CTF LEGISLATION
•

The Money Laundering and Terrorist Financing (Prevention) Act from 2009. Latest
amendments came into force on 1(st) January 2011.

Finansinspektionen´s (Financial Supervisory Authority) regulations and general guidelines
governing measures against money laundering and terrorist financing (FFFS 2009:11), came
into force 15(th) May 2009.
PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
OF THE DIRECTIVE
Where a credit institution has violated its obligations pursuant to the Banking and Financing
Business Act, other legislation governing the operations of the institution (for example the
Money Laundering and Terrorist Financing (prevention) Act), the institution’s articles of
association, by-laws or regulations, or internal instructions based on legislation governing the
institution’s operations, the Financial Supervisory Authority shall intervene.
Intervention takes place through an order, during a certain period, to limit the operations in a
certain manner, reduce the risks therein, or undertake other measures in order to rectify the
situation, prohibiting implementation of decisions, or through a notation. Where the
infringement is serious, the credit institution’s licence shall be revoked or, where sufficient, a
warning shall be issued.
Furthermore, according to the Money Laundering and Terrorist Financing (Prevention) Act a
person who intentionally or recklessly fails to conduct the information and monitoring
obligations according to the Act may be imposed a fine.
CENTRAL AUTHORITY FOR REPORTING
The Financial Intelligence Police (FIPO), a part of the National Police Board.
PERSONS RESPONSIBLE FOR REPORTING
An undertaking´s board of directors or managing director shall appoint a money laundering
officer within the undertaking who is responsible for the obligation to provide information
and monitor transaction and reporting.
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BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Banks, credit market companies and mortgage companies and other credit institutions
Financial Institutions, e.g. money services business; bureaux de change and money
transmitters
Fund management companies
Securities companies
Life insurance companies
Companies administrating funds
Insurance brokers
Electronic Money Institutions
Auditors and accountants Tax consultants
Estate agents
Lawyers and other independent legal professional
Casinos and dealers in high-value goods
Deposit companies
Corporate services providers
Company formation agents

PREDICATE OFFENCES COVERED
Sweden has an “all crimes approach”, i.e. all types of crimes can constitute predicate
offences for money laundering.
IDENTIFICATION
a.
Definition (e.g.: PEPs, beneficial owner, thresholds…)
The Swedish regulations contain a definition of personally exposed persons (PEPs) and
beneficial owner (BO).
PEPs are defined as persons who hold or have previously been entrusted with prominent
public functions or equivalent positions.
- Heads of State or Government, ministers and deputy or assistant minister
- Parliament Members
- Judges of Supreme Court, judges of constitutional courts or of other high
level judicial bodies whose decisions are not subject to further appeal
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Except in exceptional circumstances
• Higher officials at auditing authorities and members of governing bodies
of central banks
• Ambassadors, charges d’affaires, and high-ranking officers in the armed
forces
• Members of the administrative, management or supervisory bodies of
State-owned enterprises
Immediate family members refers to
• Spouse
• Any partner considered by national law as equivalent to the spouse
• The children and their spouse or partners, and
• The parents
Beneficial owner where the customer is a legal person, the undertaking shall verify;
• direct and indirect natural owners if the holding in the customer amounts
to more than 25 per cent; and
• the natural persons that exercise a determining influence over the
customer.
b.

Identification threshold amount

The identification must be verified at the start of a business relationship or when one or more
transactions are made at a total amount of €15 000 without any business relationship
starting. Identification is also needed whenever money laundering is suspected.
c.

Identification at a distance (non-face to face)

The identification of a natural and legal person must be carried out by means of documents
or information which the undertaking obtains in writing or in another manner from the
customer, from a third party or from internal or external registers. An external register may
be credit information registers, and registers at governmental authorities such as population
registers or business registers.
Verification of the identity of a natural person at a distance must be carried out by:
using electronic identification in order to create an advanced electronic signature as
set forth in the definition in the Electronic Commerce and other Information Society
Services Act or by using any other similar technology for electronic identification, or
ensuring the customer´s identity in an appropriate manner by;
• obtaining information regarding the customer´s name, civic registration
number or the equivalent as well as address;
• verifying the information against external registers, certificates, other
documentation, or the equivalent, as well as;
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contacting the customer by sending confirmation to the customer´s address in
the population register;
ensuring that the customer sends a copy of the identification document, or the
equivalent;
verification of a legal person´s identity, not physical presence, by means of
a registration certificate, corresponding authorising documents if the
registration certificate has not been issued for the legal person, or conduct
equivalent external registers;
the undertaking shall also contact the customer by sending confirmation to the
customer´s registered address of take an equivalent measure;
the undertaking shall also verify the identity of a representative of a legal
person by;
i. obtaining information on the person´s name, civic registration number
or the equivalent; as well as,
ii. verifying the information against the legal person´s registration
certificate, external registers, identity documentation for the
representative or other equivalent document.

Outsourcing of identification to third parties

Natural and legal persons shall be identified in the same manner as set forth for the
institutions and companies under the Money Laundering Act and regulations.
e.

Means of identification

Natural persons
Verification of the identity must be carried out on the basis of valid certified identity cards,
driving licence or passports issued following the expiry of 1997. Non-residents can verify
their identity by a valid passport or other identity documents issued by a governmental
authority, another authorised issuer which provides information of citizenship. Where the
customer has no identity document, the undertaking may verify the identity by means of other
reliable documents and controls in accordance with the undertaking´s established procedures.
Legal persons
Verification of a legal person and information regarding legal representatives shall be made
on the basis of a registration certificate or other authorising documents. The undertaking shall
also verify the identity of a representative of a legal person in accordance with the
procedure concerning natural persons.
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Source of information (e.g.: public register for the identification of beneficial owner)

Sweden does not have any official register for identification of beneficial owners.
PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
The act contains no definition of high or low risk. The starting point is to conduct basic due
diligence. Exemption from basic due diligence may be used for e.g. Swedish authorities, for
financial institution under supervision within the European Economic Area (EEA) or in a State
outside the EEA if the State´s money laundering legislation corresponds to the Swedish.
Enhanced measures shall be taken if the risk of money laundering is high. Normally there is
high risk in non-face to face transactions, in transactions with a PEP and in relationship with an
institute outside the EEA.
EXISTING GUIDELINES TO THE BANKING INDUSTRY
The Financial Supervisory Authority has issued Regulations and General Guidelines governing
measures against Money laundering and Financing of terrorism.
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc.)
The Financial Intelligence Police (FIPO) acknowledges receipt of every bank notification and
present general feedback at regular meetings with the banking industry.
PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
Among others to collect necessary information for the risk assessment.
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
Disclosure made in good faith by an employee is not treated as a breach of any restriction
on the disclosure of information.
CONSERVATION OF RECORDS AND DOCUMENTS
Information regarding documentation in conjunction with verification of identity shall be
preserved for not less than five years following termination of the business relationship.
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Information and documentation according to the Act on Bookkeeping shall be preserved for a
period not shorter than ten years after the termination of the financial year following the
operation.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
The Association has produced an e-learning education based on the third Money Laundering
Directive. Further, the Association has, in co-operation with the Financial Supervisory Authority
produced written information both for the banks and for customers so that they can be
informed about the obligations imposed on banks in order to combat money laundering. Also,
the Associations have, together with its members, written guidelines for the banking industry.
The Financial Supervisory Authority has provided questions and answers. The Authority also
presents new information continuously on their website for the banking industry.
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Swiss Bankers Association (SBA)

ANTI-MONEY LAUNDERING /CTF LEGISLATION
•

Article 305bis (Money Laundering) and Article 305ter (insufficient diligence in relation
to financial transactions) of the Criminal Code have been in force since 1 August 1990.

•

Article 305ter paragraph 2 of the Criminal Code (right of financial institutions to
report) came into force on 1 August 1994.

•

Federal Act on Combating Money Laundering and Terrorist Financing in the Financial
Sector (Anti-Money Laundering Act), in force since 1 April 1998.

•

Ordinance on the Money Laundering Reporting Office (MROS), in force since 1
October 2004.

•

Ordinance of the Swiss Financial Market Supervisory Authority on the Prevention of
Money Laundering and Terrorist Financing (FINMA Ordinance), in force since 1 January
2011 (replaced the former three Ordinances of the FINMA on the Prevention of Money
Laundering and Terrorist Financing in the Banking, Securities, Trading and Collective
Investment Schemes Sectors, the Private Insurance Sector and the Rest of the Financial
Sector ).

•

Swiss Banks’ Code of Conduct with regard to the exercise of due diligence, came into
force on 1 July 1977 (“risk-based too”; current version CDB 08; 1.07.2008).

•

Ordinance of the Federal Casino Commission on the diligence duties of casinos in
combating money laundering, in force since 1 July 2007.

•

Ordinance on the Professional Practice of Financial Intermediation, in force since 1
January 2010.

PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
OF THE DIRECTIVE
•

Act and Ordinance: unlimited fines, withdrawal of licences, work prohibition for
employees.

•

Swiss Banks’ Code of Conduct: a fine of up to CHF 10 million.
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CENTRAL AUTHORITY FOR REPORTING

Since 1 April 1998, Article 9 of the Federal Law on money laundering makes it compulsory
for financial intermediaries to give notification when they know or presume, on the basis of
founded suspicion, that assets involved in a business relationship are related to an infraction
as defined in Article 305bis of the Penal Code (on money laundering), or are the proceeds of
serious crime or are controlled by a criminal organisation. Violation of that duty to report is
punishable by fine, and licensed financial institutions shall be sanctioned by the regulator, i.e.
the Financial Markets Supervisory Authority.
This notification must be made to the Money Laundering Reporting Office (MROS), an
administrative body (Financial intelligence unit) which reports to the Federal Office for Police.
However, in accordance with Article 305ter paragraph 2 of the Penal Code, financial
intermediaries also have the possibility to exercise their right to report to the Swiss criminal
authorities and/or to the MROS when they believe that assets may originate from serious
crime.
PERSONS RESPONSIBLE FOR REPORTING
The Anti-Money Laundering Act stipulates that all financial intermediaries take organisational
measures against Money Laundering, in particular education of staff and establishment of
control measures. The FINMA Ordinance provides that financial intermediaries shall establish
specialised AML units within the firm. It also provides detailed tasks for such units, such as
issuing directives, setting parameters for transaction monitoring systems etc. Experience shows
that this will involve one or more persons, even possibly a specialised compliance department
focusing on all matters pertaining to the fight against money laundering. A small bank may
outsource this task (for example to its parent company or to an authorised auditing firm).
However, the responsibility for proper AML management remains within the bank, and the
bank will be sanctioned if it defaults.
BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
Criminal Code
Article 305bis of the Criminal Code covers everybody. Article 305ter of the Criminal Code
covers all financial transactions executed by professionals, without highlighting any specific
professions.
Anti-Money Laundering Act
The Anti-Money Laundering Act covers anti-money laundering measures and the vigilance to
be exercised with regard to financial transactions. Article 2 of that law defines the scope of
application of the law. The law applies to financial intermediaries.
The following are considered as financial intermediaries (Article 2 § 2; financial intermediaries
with prudential supervision):
• banks as defined in the Banking Act of 8 November 1934;
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• fund managers provided they manage share accounts and offer or distribute shares in
collective capital investments;
• investment companies with variable capital, limited partnerships for collective capital
investments, investment companies with fixed capital and asset managers within the
meaning of the Collective Investment Schemes Act of 23 June 2006, provided they
offer or distribute shares in collective capital investments
• insurance institutions as defined in the Insurance Supervision Act of 17 December 2004
that deal in direct life insurance or offer or distribute shares in collective capital
investments;
• securities dealers as defined in the Stock Exchange Act of 24 March 1995;
• casinos as defined in the Gambling Act of 18 December 1998.
The following are also considered as financial intermediaries (Article 2 § 3): persons, who,
professionally, accept, hold as custodians, or help to invest or invest assets belonging to third
parties, in particular persons who:
• carry out credit transactions (in particular consumer or mortgage credits, factoring,
commercial financing or financial leasing);
• provide payment services, notably as regards electronic transfers for the account of
third parties, or who issue or administer payment means such as credit cards and
travellers cheques;
• trade in, for their own account or for the account of third parties, bank notes, money
market instruments, currencies, precious metals, commodities or securities (physical
instruments and rights) and their derivatives;
• carry out asset management business (includes attorneys and notaries, publicly active in
that kind of business);
• make investments as investment advisers (includes attorneys and notaries, publicly
active in that kind of business);
• act as custodians for or manage securities (includes attorneys and notaries, publicly
active in that kind of business);
The following are not covered by this law (Article 2 § 4):
• the Swiss National Bank (monetary authority);
• tax exempt occupational pension institutions;
• persons providing services exclusively to tax exempt occupational pension institutions;
• the financial intermediaries covered under paragraph 3 as providing services
exclusively to the financial intermediaries listed in paragraph 2 or to foreign financial
intermediaries subject to similar supervision.
PREDICATE OFFENCES COVERED
The legislation covers all assets originating from serious crime (offences punished by a
custodial sentence of more than three years) or controlled by criminal organisations. Swiss
legislation therefore does not provide a list of predicate offences, but implements the
“threshold approach”.
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a. Definition (e.g.: PEPs, beneficial owner, thresholds…)
Swiss law provides rules on identification of customers (individuals, legal entities or
partnerships), identification of beneficial owners, and specific rules on client relationships to
politically exposed persons. Politically exposed persons are defined in the FINMA
Ordinance as persons performing important public functions in foreign states such as heads
of state, politicians, high-ranking public officials in administration, justice, army or in political
parties, but also persons running state enterprises of national importance. Moreover,
companies and persons close to the persons qualify as politically exposed persons (as
mentioned previously), be it for family, personal or business reasons,.
b. Identification threshold amount
When a business relationship is being established, financial intermediaries must verify the
identity of the contracting party and - in case of doubt - must identify the beneficial owner,
whatever the amount involved. The Money Laundering Act sets no express limit above which
cash transactions require an identification procedure. It is up to self-regulatory bodies
implementing this law to fix such limits. For banks, the Due-Diligence Convention CDB 08
fixes this threshold at CHF 25’000.
c. Identification at a distance (non-face to face)
Where a business relationship is established by correspondence or via the internet, the bank
must verify the identity of the contracting partner by obtaining an authenticated copy of an
identification document and checking the contracting partner’s address either by postal
delivery or by another equivalent method.
d. Outsourcing of identification to third parties
The bank may, by written agreement only, appoint an individual or a company to verify the
identity of a contracting partner, provided that:
a) it has instructed such an authorised agent as to its tasks; and,
b) it is able to monitor the proper execution of the verification of identity.
The authorised agent must forward all identification files to the bank and certify that any
copies forwarded are identical to the corresponding originals. The appointment of a third
party by the authorised agent is prohibited. In any case, responsibility for correct CDD
remains with the bank. The bank is exclusively liable towards the regulator and is also
exposed to sanctions under the Code of Conduct.
e. Means of identification
The identification procedure includes checking the identity of the contracting party (which is
a formal procedure based on official identity papers which must contain a photograph of
the person) and the identification of the beneficial owner in case of doubt (which usually is
based on a declaration by the contracting party, but can also consist in a formal
identification by means of copies of the relevant documents). In the case of legal entities and
partnership, the identity of the individuals establishing the business relationship must also be
verified.
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A. Verifying the contracting party’s identity
Natural persons:
Legal persons:

an official document with photograph.
extract from the Commercial Register or other official documents
(documents used for identification are photocopied; copies are to be
filed by the financial intermediary).

B. Identification of the beneficial owner
The contracting party has to disclose the beneficial owner on Form A (full name, birthday,
nationality, address and country of domicile) or Form T (for organised associations of
individuals, assets or patrimony without specific beneficial owners);
- in case of doubt whether the contracting party is him/herself the beneficial owner of
the funds, or in the event of unusual circumstances;
- in the event of a power of attorney given to an unrelated third party;
- in the event of a business relationship established by correspondence with a natural
person;
- in the case of a shell company/personal investment company/trust.
C. Attorneys and notaries
If their financial business is clearly connected to well-defined legal mandates, they have to
indicate to the bank the legal character of their mandate on a no-name base (Form R); if
their financial business is not clearly connected to well-defined legal business, they have to
indicate the beneficial owner on Form A.
Exception: between financial intermediaries (for example subject to banking supervision).
A declaration on Form A, R or T is a legal document. False declarations are punishable as a
crime.
f.

Source of information (e.g. public register for the identification of beneficial owner)

•
•
•
•

Federal Authorities of the Swiss Confederation Legislation (www.admin.ch)
Swiss Financial Market Supervisory Authority (FINMA; www.finma.ch)
Swiss Bankers Association (www.swissbanking.org)
Swiss Commercial Register (www.zefix.admin.ch)

PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF
MONEY LAUNDERING
•
•

if a client opens a relationship, and deposits physically, assets for more than CHF
100’000 at once or subsequently;
pass-through accounts if not based on the declared business profile of the client;
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a transaction for which it is not clear why the customer wants to do it with a specific
bank in a specific place (he/she could better do it elsewhere and with a more
specialised partner);
exchange of banknotes;
exchange of a considerable amount of cash without booking into a client account;
use of considerable amount of cheques;
purchase or sale of precious metal by non-clients;
multiple cash transactions below the threshold (can be registered);
repeated cash withdrawal without legitimate business purpose;
use of financial instruments that do not correspond to the normal investment activity of
the client;
use of numbered accounts for commercial activities;
client tries to avoid personal contacts with bank employees;
many others.

Relationships to politically exposed persons and r to correspondent banks, must be qualified as
enhanced risk relationships, independently of the transactions.
EXISTING GUIDELINES TO THE BANKING INDUSTRY
The Financial Markets Supervisory Authority joined to its AML ordinance a list of suspicious
transactions that may indicate money laundering activities and therefore have to be
investigated in by the bank.
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc.)
The relevant reports can be found on the pages of the Money Laundering Reporting Office
(MROS) at www.fedpol.admin.ch.
PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
The feedback as mentioned above can be used for police investigations and criminal
proceedings directly connected with money laundering and organised crime. Banks use it for
employee training. Feedback in a single case remains confidential and can only be used for
specific criminal proceedings for which it has been given, and for potentially related criminal
proceedings. MROS, on the other hand, is authorised to provide legal assistance to FIUS in
other countries having the same tasks and competences as MROS.

PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
Financial intermediaries making a notification pursuant to Article 9 of the Money Laundering
Act or in accordance with Article 305ter paragraph 2 of the Criminal Code and who are
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blocking the relative assets cannot be pursued for an infringement of financial privacy laws,
nor held liable for breach of contract if acting diligently.
CONSERVATION OF RECORDS AND DOCUMENTS
a) Duration
Documents must be kept for 10 years after they become obsolete (10 years after the
transaction for transactional documents; 10 years after the end of the business relationship for
customer documentation).
b) Means of conservation
Financial intermediaries must put on record documents relative to transactions carried out as
well as customer documentation required, pursuant to the Money Laundering Act, so as to
ensure that third party experts can obtain an objective idea concerning the transactions and
business relationships. Conservation on microfiches or electronic records is possible.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
The Swiss Financial Market Supervisory Authority’s Money Laundering Ordinance requires
banks to issue internal instructions in order to train personnel on how to react when faced with
suspicious transactions. Self-regulatory bodies meet semi-annually for an exchange of
information. The MROS and ML Control Authority representatives participate in these meetings.
The Swiss Association of Compliance Officers (SACO) in its annual meetings regularly puts
prevention of money laundering on the agenda and invites the Swiss Financial Market
Supervisory Authority (FINMA) and the Swiss Bankers Association (SBA) to participate and/or
to act as guest speakers. Self-regulatory bodies, among them, the SBA, also have their regular
common meetings to exchange views, discuss cases and coordinate discussions with the
regulator.
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ANTI-MONEY LAUNDERING /CTF LEGISLATION
•
•
•

Proceeds of Crime Act 2002.
Terrorism Act 2000, the Anti-Terrorism Crime and Security Act 2001, the Terrorism Act
2006, the Terrorist Asset-Freezing Act 2010.
The Money Laundering Regulations 2007 which came into force on 15 December
2007.

PENALTIES IN NATIONAL LAW FOR FAILURE TO RESPECT THE NATIONAL PROVISIONS
OF THE DIRECTIVE
The UK’s Money Laundering Regulations (2007) set out the penalties thus: “a designated
authority may impose a penalty of such amount as it considers appropriate on a relevant
person who fails to comply with any requirement….” in the Regulations.
CENTRAL AUTHORITY FOR REPORTING
The Financial Intelligence Unit in the Serious Organised Crime Agency (SOCA): SOCA was
established in April 2006. It was formed from the National Criminal Intelligence Service
(NCIS), and parts of HM Revenue and Customs, and the Immigration Service. In 2008 the
Asset Recovery Agency merged with SOCA.
PERSONS RESPONSIBLE FOR REPORTING
There are 2 separate obligations in relation to appointing individuals with responsibility for
money laundering prevention.
The first obligation, which applies to all firms carrying out business which is covered by the
Money Laundering Regulations, is to appoint a nominated officer who is responsible for
receiving internal suspicion reports and deciding whether these should be reported to SOCA.
The second obligation only applies, with certain exceptions, to firms regulated by the UK’s
Regulator, the Financial Services Authority (FSA). Where the obligation applies, firms must
appoint a Money Laundering Reporting Officer (MLRO) who must be given certain
responsibilities. In many FSA regulated firms it is likely that the nominated officer and the
MLRO will be one and the same person. A nominated officer will provide a focal point within
a firm where internal suspicions are considered and decisions taken on whether to make an
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external report. An MLRO will also support and co-ordinate business heads’ focus on their
managing of the money laundering risk in their individual business areas. He/she will also
help ensure that the firm’s wider responsibility for forestalling and preventing money
laundering is addressed centrally. The MLRO will provide a focal point for ensuring that the
firm complies with its legal and regulatory obligations. The MLRO is required to be
approved by the FSA before taking up his/her appointment. The FSA also requires the
appointment of a director or senior manager to take overall responsibility within a regulated
firm.
BUSINESS COVERED BY THE LEGISLATION (WHICH SPECIFIC PERSONS: NOTARIES,
LAWYERS…)
The principal legislation covers all persons. The 3rd Directive did not extend the scope of
persons covered, and the 2007 Regulations cover the following activities:
•
•
•
•
•
•
•
•
•
•
•

banks, building societies, and other credit institutions;
individuals and firms engaging in regulated investment activities under the
Financial Services and Markets Act 2000;
insurance companies undertaking long-term life business, including the life business
of Lloyds of London;
issuers of electronic money;
money service businesses (bureau de change, cheque encashment centres and
money transmission services);
the National Savings Bank;
corporate service providers, company formation agents and trust service
providers or managers;
estate agents;
accountants, auditors, tax advisers and insolvency providers;
providers of legal services that involve participation in a financial or property
transaction;
dealers in high value goods of any description involving payments of €15,000 or
more.

PREDICATE OFFENCES COVERED
Prior to the Proceeds of Crime Act 2002, there was a distinction made between the
laundering of the proceeds of drug trafficking and of other crimes, but the Act removed this
distinction. If there is reasonable evidence that ‘property’ was derived from criminal conduct
and that the defendant suspected this, a jury can convict without knowing what particular
offence was committed. The concept of ‘predicate offences’ may therefore be considered
redundant in the UK.
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Definition (e.g.: politically exposed persons (PEPs, beneficial owner, thresholds…)

(i) PEPs: in addition to the definition of PEPs in the 3rd Money Laundering Directive, the FSA
provided advice in December 2006 (FSA Financial Crime Newsletter) that “the definition
is complemented by a list of PEP categories. These categories provide an aid to the
interpretation of the PEPs’ definition, but are not exclusive: firms will have to decide
whether to include additional categories of PEPs on a risk-sensitive basis. For example, it
may be appropriate to apply the same enhanced due diligence measures to customers
who hold political functions at a sub-national level, but whose political exposure is
comparable to that of similar positions at the national level. The flexibility of the
definition is deliberate, and foreseen by the Directive and its implementing measures. A
closed list of PEPs would be both counterproductive and against the principles of the riskbased approach”.
Other guidance is contained within the Joint Money Laundering Steering Group (JMLSG)
guidance (www.jmlsg.org.uk/). It advises that new and existing customers may not initially
meet the definition of a PEP but may subsequently become one during the course of a
business relationship. The firm should, as far as is practicable, be alert to public
information relating to possible changes in the status of its customers with regard to
political exposure. When an existing customer is identified as a PEP, enhanced due
diligence must be applied.
(ii) Beneficial owner: the JMLSG guidance states that “depending on the nature of the entity,
a relationship or transaction with a customer who is not a private individual may be
entered into, in the customer’s own name or in that of specific individuals, or other entities
on its behalf. Beneficial ownership may, however, rest with others, either because the
legal owner is acting for the beneficial owner, or because there is a legal obligation for
the ownership to be registered in a particular way.
In deciding who the beneficial owner is in relation to a customer who is not a private
individual, the firm’s objective must be to know who has ownership or control over the
funds which form, or otherwise relate to the relationship and/or form the controlling mind
and/or management of any legal entity involved in the funds. Verifying the identity of
the beneficial owner(s) will be carried out on a risk-based approach, and will take
account of the number of individuals, the nature and distribution of their interests in the
funds or the transaction and the nature and extent of any business, contractual or family.”
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Identification threshold amount

Identification must be verified at the start of a business relationship or where no continuing
business relationship is intended, when the sum involved is €15,000 or more, or whenever
money laundering is suspected regardless of the amount.
d.

Identification at a distance (non face to face)

The Joint Money Laundering Steering Group (JMLSG) Guidance provides information on the
types of evidence that should constitute satisfactory confirmation of identity on a non-face to
face basis. The Guidance also considers electronic verification and the standards that need
to be met before electronic verification can be relied on.
e.

Outsourcing of identification to third parties

The JMLSG Guidance covers both outsourcing (Chapter 2.7) and “relying on third parties”
(Chapter 5). The JMLSG Guidance on outsourcing notes that “involving other entities in the
operation of a firm’s systems brings an additional dimension to the risks that the firm faces,
and this risk must be actively managed…”. It also notes that “In all cases, the firm should
have regard to the FSA’s guidance on outsourcing.”
On ‘reliance’, the Joint Money Laundering Steering Group (JMLSG) Guidance is in relatively
prescriptive terms, for example: “For one firm to rely on verification carried out by another
firm, the verification that the firm being relied upon has carried out must have been based, at
least, on the standard level of customer verification. It is not permissible to rely on simplified
due diligence carried out, or any other exceptional form of verification, such as the use of
source of funds as evidence of identity.
Firms may also only rely on verification actually carried out by the firm being relied upon. A
firm that has been relied on to verify a customer’s identity may not ‘pass on’ verification
carried out for it by another firm”.
f.

Means of identification

The Regulations do not specify what constitutes adequate evidence of identity but the JMLSG
Guidance provides an interpretation of the legislative and regulatory requirements. The
JMLSG Guidance goes into some detail about the different types of identification in different
scenarios and sets these types against the risk-based approach.
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PRODUCTS AND TRANSACTIONS CHARACTERISED BY A HIGH/LOW RISK OF MONEY
LAUNDERING
The Joint Money Laundering Steering Group (JMLSG) Guidance identifies some questions to
be considered when considering product risk:
• can the product features be used for money laundering or terrorist financing, or to
fund crime?
• do the products allow/facilitate payments to third parties?
• is the main risk that of inappropriate assets being placed with, or moved from, or
through the firm?
• does a customer migrating from one product to another within the firm carry a risk?
As to low risk products, HM Treasury has made it clear that Child Trust Funds should be
considered in this category.
EXISTING GUIDELINES FOR THE BANKING INDUSTRY
UK Guidance for the financial sector is published by the Joint Money Laundering Steering
Group (JMLSG) and all versions since 2001 have been approved by HM Treasury. The
JMLSG currently comprises eighteen financial sector trade associations, and as such,
application of its Guidance cannot be mandatory. However the procedures, which are
tailored for different sectors of the financial industry, are used in the Financial Services
Authority’s assessment of whether a regulated firm has breached its Rules or has breached
the Money Laundering Regulations. Similarly, should a case be brought before the Courts,
the Courts must, in assessing guilt, have regard to whether there has been compliance with the
JMLSG Guidance.
GENERAL FEEDBACK (NEW MODUS OPERANDI, TRENDS, REAL CASES, etc)
The Financial Services Authority (FSA) has published information on specific actions taken by it
against firms in the industry. Over the last three years, three banks have been fined amounts
ranging from £300,000 to £1,26 million. Details of these actions can be obtained from:
http://www.fsa.gov.uk/Pages/Library/Publications_by_date/index.shtml
In March 2008 the FSA published its findings from its ‘Review of firms’ implementation of a
risk-based approach to anti money laundering’. This is available at
http://www.fsa.gov.uk/pages/About/What/financial_crime/money_laundering/library/rep
orts/index.shtml
PURPOSES FOR WHICH THE FEEDBACK INFORMATION MAY BE USED
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The information is only used in criminal investigations. Fiscal authorities have access to the
information disclosed for use in criminal proceedings. Officers of Her Majesty’s Revenue and
Customs (HMRC) are located within the Financial Intelligence Unit of the Serious Organised
Crime Agency (SOCA).
PROTECTION OF EMPLOYEES (INCLUDING LIABILITY OF BANK STAFF IN THE EVENT OF
NOTIFICATION) OF THE INSTITUTIONS OR PERSONS COVERED BY THIS DIRECTIVE
There are criminal penalties within Regulation 47 for breaching the requirements of the
Regulations. The Joint Money Laundering Steering Group (JMLSG) Guidance states that “in
addition to imposing liability on firms, the Money Laundering (ML) Regulations impose
criminal liability on certain individuals in firms subject to the ML Regulations. Where the firm is
a body corporate, an officer of that body corporate, who consents or connives in the
commission of an offence by the firm, or that offence (by the firm) is attributable to any
neglect on his part, himself commits a criminal offence and may be prosecuted”.
Section 37 of the Proceeds of Crime Act states that a disclosure made in good faith by an
employee will not be treated as a breach of any restrictions on the disclosure of information.
CONSERVATION OF RECORDS AND DOCUMENTS
Records proving that identity has been verified must be kept for at least 5 years after the
relationship with the customer has ended.
Transaction records must be kept for at least 5 years after completion of the transaction.
STEPS TAKEN TO INCREASE AWARENESS OF THE PHENOMENON OF MONEY
LAUNDERING (E.G.: TRAINING, INFORMATION…)
The Money Laundering Regulations 2007 require that appropriate measures must be taken
so that all relevant employees are made aware of the law relating to money laundering and
terrorist financing, and, regularly given training in how to recognise and deal with
transactions and other activities which may be related to money laundering or terrorist
financing.
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