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UNDER GDPR – WP250 
 
  

EBF key points: 

 Supporting the clarifications on data breach notification provided by the 

WP 29 notably regarding the issue of when a controller becomes “aware” 

of a breach: The European Banking Federation (EBF) supports the approach of the 

Article 29 Data Protection Authority (hereafter ‘WP29’) guidelines and the 

clarifications on data breach notification under the General Data Protection 

Regulation (GDPR), notably regarding the issue of when a controller becomes 

“aware” of a breach. As stated by the WP29 in the document, “a controller should 

be regarded as having become “aware” when that controller has a reasonable 

degree of certainty that a security incident has occurred that has led to personal 

data being compromised”. The clarification is greatly appreciated. However, further 

clarity on what constitutes a “reasonable degree of certainty” would be welcome to 

further assist data controller protect data subjects’ rights. In addition, the use of 

the word “compromised” raises additional questions as this word is not present in 

the GDPR.  

 Avoiding confusion, consumer fatigue and unnecessary risks: Notification to 

data subjects at all times, especially for the banking sector, may compromise the 

security of banks and facilitate financial crimes by possibly alarming criminals of 

vulnerabilities in the bank’s systems. In the case of a personal data breach, Article 

(34)(3) of the GDPR specifies the conditions in which the communication to the 

data subject shall not be required. Nonetheless, there is still a risk of alarming 

customers unnecessarily. Investigating a suspected breach generally involves a 

significant amount of time and effort on the part of a data controller and it can take 

some time to determine exactly what has happened and who is affected, with the 

picture often changing as the investigation progresses.  
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Thus, it is important to have a sufficient guarantee that the conditions for 

notifying/ communicating the personal data breach to the supervisory 

authority and/ or data subjects are feasible for banks (under the most 

expedient time possible). It would prevent legal uncertainties and ensure that 

authorities and data subjects be well informed without causing excessive burden 

for banks, or unnecessarily alarming data subjects of breaches (in particular 

avoiding confusion, ‘notification fatigue’ and disengagement owing to notifications 

that do not pose material risks).  

 Efficiency of reporting and coordination of processes: The nature of security 

breaches/ incidents are such that often root causes and impacts hit not just 

locally. The incidents frequently need to be managed across groups of 

undertakings and jurisdictions. Banks are already subject to strict 

requirements to notify security breaches/incidents to supervisory and 

competent authorities and other relevant bodies. With the introduction of the 

GDPR, the Directive on security of network and information systems (NIS Directive 

or NISD) and the incident reporting framework of the European Central Bank (ECB), 

not to mention other national regulations, the schemes and authorities for reporting 

are increasing and the schemes are often overlapping. In particular, the data 

breach notification scheme of the GDPR introduces different elements and 

requirements from NISD and the Second Payment Services Directive (PSD2). For 

example, under NISD, operators must notify only the competent authorities. The 

GDPR, however, requires controllers to notify the data subjects — i.e. individuals 

— if the breach poses a “high risk” to their rights and freedoms. 

In view of the above, a common taxonomy of the various data breach 

notification schemes containing common thresholds (e.g. when an incident 

is significant or non-significant, when to report a data breach) needs to be 

reached.  

For groups of undertakings with cross-border activities, the number of authorities 

to notify is even larger. Owing to the need to address such important issues rapidly 

and, given the sensitive nature of sharing information about incidents, it is 

important that these processes be coordinated, and duplication avoided as 

much as possible. For instance, an effective way to manage the data breach 

notifications required by the various legislation might be that the notification of 

a data breach be communicated to only one authority (one-stop-shop) 

which would act as interlocutor by sharing the breach notification with the 

other authorities concerned. 

 

 A need for further clarifications on “adequate security measures”: As there 

is no information in the Guidelines about what should be understood as “adequate 

security measures”, there is a high level of legal uncertainty about the application 

of this requirement. As high fines are associated with the absence of such adequate 

security measures, some general guidance or examples clarifying such measures 

would be welcome.  
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EBF response: 

Chapter I. Personal data breach notification under the 
GDPR  
 

Paragraph B. What is a personal data breach?  
 

 On the types of personal data breaches  
(See page 6 of the WP29 Guidelines) 
 

The EBF believes that there is a need for an established threshold to differentiate more 

effectively between significant and non-significant incidents. In the digital reality, DDoS 

and ransomware attacks will most likely continue to happen and possibly increase in 

frequency. The key challenge however is to be resilient enough at mitigating these attacks 

and their impact.  

 

A Distributed Denial of Service (DDoS) attack should not automatically be considered as 

loss of availability. Even if a homepage or a service has been temporarily closed down due 

to a DDoS attack, this does not mean that it is also a personal data breach. The personal 

data might be accessible by different or alternative means, and would therefore be neither 

unavailable nor altered nor wrongfully disclosed. For instance, a DDoS attack or power 

failure of five minutes, at midnight, with zero impact on customers would not necessarily 

need to be reported. The same could apply to a power failure or any type of unavailability 

from which it is possible to recover quickly, without an impact on the customer personal 

data. 

 

In addition, the first example page 7, in combination with the sentence “if the lack of 

availability of personal data is likely to result in a risk to the rights and freedoms of natural 

persons, the controller will need to notify” creates confusion between the definitions of a 

‘security breach’ (which is broader by definition) and a ‘personal data breach’ (which is 

defined in narrower way under the GDPR). In accordance with these guidelines, the lack 

of availability constitutes a type of personal data breach. Even if the permanent lack of 

availability may be equalled to a temporary loss of data, the wording of this sentence is 

misleading as it does not clearly differentiate a security breach from a personal data 

breach. As a result, we propose that the phrase cited above be erased or that the entire 

example be replaced. 

 

The EBF acknowledges that a data breach is more than ‘just’ the loss of data and that the 

loss of access to data in certain situations could be regarded as a data breach as well.  

However, the definition of ‘data breach’ in the GDPR does not include ‘loss of availability’ 

per se. Therefore, this should only be considered a breach where there is likely to be a 

long-term loss of availability, as this is tantamount to ‘loss’ of data. Defining a temporary 

loss of access to data as an availability breach seems extreme. Moreover, nothing in the 

GDPR suggests that personal data must be available at all times. Hence, there is concern 

that the proposed “loss of availability” threshold might take the breach notification concept 

far beyond what is required under the GDPR. 
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A temporary loss of availability of personal data should not be considered “per se” a data 

breach. For instance, there may be temporary inability to offer a banking service to the 

customers, such as an occurrence of an accidental power outage - as in the example 

mentioned by the WP29 - or a planned outage of the online banking system due to an 

upgrade, in the event of verifications being performed on the related servers or a technical 

incident which does not affect the data in the sense defined under the “personal data 

breach” definition. In the aforementioned situations, this would be a contractual question 

(depending on the respective contract between bank and customer), and not a breach 

notification question. In other words, even if there is a breach of the contractual obligation 

which regulates the service between the parties, this does not mean that personal data 

breach has occurred.  

 

Only a lack of availability accompanied by “accidental or unlawful destruction, loss, 

alteration, unauthorized disclosure of, or access to, personal data transmitted, stored or 

otherwise processed” would be considered as a personal data breach with the potential for 

triggering the notification obligations, even if there are breaches of the security obligation 

detailed in Article 32 of the GDPR. In particular, if the access is lost for a considerable 

amount of time combined with a considerable impact on businesses and/or customers, a 

temporary loss of access could qualify as a noticeable data breach but only by applying a 

combination of criteria. For example, the threshold to communicate a data breach could 

be time combined with the impact on businesses and/or customers that the incident may 

have. Hence, if the impact of a mere temporary unavailability of personal information is 

zero or minimum, then the data breach should not be notified. Otherwise, this would mean 

that banks would have to inform the supervisory authority as well as data subjects in all 

cases of disruptions, even minor, which would lead to an overload for supervisory 

authorities and banks alike. We would thus welcome a clarification in the Guidelines that 

no notification is required for a temporary loss of access to data that would not have a 

material impact on data subjects. This is consistent with Example iii on page 27. 

 

EBF suggestion for amendment: 

 

Therefore, an incident resulting in personal data being made unavailable for a period of 

time is a security breach (and should be documented), yet depending on the 

circumstances, it may or may not require notification to the supervisory authority and 

communication to affected individuals. If the lack of availability of personal data is 

likely to result in a risk to the rights and freedoms of natural persons, then the 

controller will need to notify. This will need to be assessed on a case-by-case basis.   
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 On the possible consequences of a personal data breach:  

(See page 8 of the WP29 Guidelines) 
 

According to the guidelines “if controllers fail to notify either the supervisory authority 

or data subjects of a data breach or both even though the requirements of Articles 33 

and/or 34 are fulfilled, then the supervisory authority is presented with a choice that must 

include consideration of the imposition of the appropriate administrative fine, either 

accompanying a corrective measure under Article 58(2) or on its own” (last paragraph, 

page 8). Furthermore, the Guidelines specify that “controllers might wish to contact and 

consult the supervisory authority to seek advice about informing data subjects about a 

breach in accordance with Article 34, on the appropriate messages to be sent to and the 

most appropriate way to contact individuals’’. Our members would appreciate the WP29 

clarifying that the imposition of an administrative fine is excluded when the controller acts 

in compliance with the supervisory authority’s advice. 

 

 

Chapter II. Article 33 - Notification to the supervisory 
authority  
 

Paragraph A. When to notify 
 

 On when does a controller become “aware”?  
(See page 9 of the WP29 Guidelines)  

 

The EBF welcomes the WP29 clarifications regarding the issue of when a controller 

becomes “aware” of a breach, as the question of the awareness of the controller 

regarding the data breach is quintessential to define the allowed time frame for the 

notification/s. That is why it is extremely important to have an unambiguous definition.  

 

Having said that, and taking into account that non-compliance with the GDPR is heavily 

fined, further clarity on what constitutes a “reasonable degree of certainty” would be 

welcome to further assist the data controller protect data subjects’ rights. It would be 

useful that the WP 29 offers more explicit guidance on the “circumstances” that establish 

a reasonable “degree of certainty” that a security incident has occurred and that has led 

to personal data been “compromised”. Adding or further elaborating examples in Annex B 

of cases where it is difficult to establish a reasonable degree of certainty and therefore 

“awareness” of the controller would provide valuable assistance. Specific clarification is 

needed as to when a controller becomes “aware” when an automated notice is being 

performed via alert and when an incident notice is completed as part of an incident process 

since there may be gaps between these two reporting processes. 

 

In addition, the use of the word “compromised” raises questions as this word is not present 

in the GDPR. This word is being used in many different contexts in IT areas. It is therefore 

extremely unclear what specific meaning the WP29 encompasses in its guidelines.  
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If “compromise” signifies a significant incident, then - as already commented - a threshold 

and taxonomy are needed to understand more clearly when the incident is significant or 

non-significant. Otherwise, banks will be subject to notifying all incidents even in cases 

where there is no impact to the customer. 

 

The EBF understands the importance that the WP29 attributes to reporting a breach to the 

appropriate level of management. It should be noted that it should be up to each controller 

to decide which level of management needs to be involved. Moreover, the financial sector 

already has measures and reporting mechanisms in place due to the related ECB 

requirements but also in the context of the upcoming implementation of PSD2 and NIS 

Directive. The ECB Incident reporting framework is very well structured, and we would 

propose using it as a base reference so as to avoid having to comply with multiple different 

incident reporting schemes.  

 

The WP29 states: “Article 32 makes clear that the controller and processor should have 

appropriate technical and organisational measures in place to ensure an appropriate level 

of security of personal data: the ability to detect, address, and report a breach in a timely 

manner should be seen as essential elements of these measures” (page 11).  Reading this 

passage in combination with possible sanctions for absence of (adequate) security 

measures we would like to highlight the case of banks and their dependency on 

infrastructure. For example, a question arises on who would be responsible in a case of a 

major DDoS attack where several internet providers (Telcos) are affected and as a 

consequence the banks and consumers cannot communicate, thus creating an availability 

breach scenario. Banks are so dependent on infrastructure that they cannot control that 

there are bound to be scenarios beyond their control. Yet another case would be scenarios 

with third parties which the bank may control under contract agreements. However, even 

then, there are many sub-scenarios, such as zero days or a lack of due diligence on behalf 

of customers who may use unsecure software and/ or hardware. This is something that is 

not being considered by the GDPR.  

 

In addition, we would like to raise the issue of the volume aspect of a data breach and the 

consequences on its operational handling. Not every breach can be treated the same 

depending on whether it affects one individual, one thousand individuals or 106 individuals. 

Consequently, not every missing sheet of paper or document escaped from a paper bin 

can nor should be notified. 

 

The EBF understands the intention of the WP29 when it says that a controller should act 

on any ‘initial alert’. However, we believe that forcing controllers to act on all initial alerts 

may prove to be counter-productive.  

 

Depending on the tools and manners of monitoring processing activities and IT systems, 

in what frequency customers or others contact the controller or processor, or on other 

circumstances, the number of incoming alerts may be very high. The controller shall have 

in place appropriate methods of screening and prioritizing alerts in order to distinguish 

valid from false positive alerts.  
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“Material alerts” or a similar term is proposed to be inserted in the sentence as follows: 

“Accordingly, it should be clear that there is an obligation on the controller to act on any 

initial material alert and establish whether or not a breach has, in fact, occurred”. This 

would enable controllers to act accordingly. 

 

It is noted that an early alert which, together with other alerts and/or facts, could be 

identified as a valid or material alert, should not signify the time for when the controller 

should have understood the full scope of the incident. 

 

EBF suggestion for amendment:  

 

Accordingly, it should be clear that there is an obligation on the controller to act on any 

initial material alert and establish whether or not a breach has, in fact, occurred. 

 

 On the processor obligations: 

(See page 11 of the WP29 Guidelines) 
 

We would like to highlight that the statement according to which the controller is deemed 

to be aware once the processor has become aware is not very clear. The GDPR states that 

the processor must notify the Controller of a breach ‘without undue delay’. This is not 

reflected in the draft Guidelines, which seem to simply deem the controller to be aware as 

soon as the Processor is aware. Given that the controller’s obligation to notify (if required) 

is 72 hours after becoming aware, it is not reasonable for this 72 hours period to start 

before the processor has actually advised the controller. 

 

To state that a controller is considered as “aware” at the same moment a processor or 

sub-processor becomes “aware” takes away valuable time where investigations can be 

carried out in an orderly manner with focus on solving the security incident instead of 

primarily focusing on regulatory reporting. This would be detrimental to longer chains of 

sub-processors, where by various reasons, notification directly to the supervising authority 

by sub-processors would not be appropriate. It should be the controller’s responsibility, 

depending on the type and manner of processing, to decide manners for processors to 

notify controllers, of course without undue delay.  

 

Furthermore, it is not clear if the controller, in order to be deemed fully aware, after being 

informed of the breach by the processor (pursuant to Article 32 paragraph 2), is entitled 

to carry on further investigation to ascertain if the breach occurred and to fulfil the relevant 

obligations provided in Articles 32 and 34. To this regard, the WP29, on page 11 of the 

Guidelines, states that “the obligation on the processor to notify its controller allows the 

controller to address the breach and to determine whether or not it is required to notify 

the supervisory authority”. Therefore, it seems that the data controller, once he/she 

receives the notification of the breach from the data processor, may carry out its own 

investigation on the breach, in order to be fully aware if it occurred or not.  
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In addition to the clarification needed regarding when a controller becomes “aware” (see 

our comments above) and also regarding naming the processor as a part of the notification 

if the processor is apparently at the root cause of a breach, examples in Annex B will 

provide better understanding and guidance, if they become more specific with comments 

and explanations.  

 

EBF suggestion for amendment:  

 

The controller uses the processor to achieve its purposes; therefore, in 

principle, the controller should be considered as “aware” once the processor 

has become aware. 

 

 

Paragraph B. Providing information to the supervisory authority 

 

 On the information to be provided 
(See page 11 of the WP29 Guidelines) 
 

The GDPR defines the minimum set of information to be reported to the supervisory 

authority in a fairly generic manner. The WP29 guidelines provide useful clarifications 

regarding the information that needs to be included in the notification (e.g. defining the 

category of data subjects), but, as it is foreseen by other regulations (e.g. PSD2, eIDAS 

Regulation), we believe that it could be useful and appropriate to develop alignment of 

these reporting regimes over time, for example a defined template with the set of 

information to be produced and provided to the competent authority in case of data 

breach. It could be useful, especially when the controller notifies cross-border breaches. 

It is important to define a common minimum set of information to be provided, in a 

harmonised manner across the EU, identifying the fields to provide the supervisory 

authority with the evidence of the data breach. Such a common template containing a 

harmonized taxonomy could be based on the ECB and PSD2 taxonomies.  

In order to be successful, this should be managed carefully, with adequate consultation of 

stakeholders. 

 

The example page 12 suggests that a controller should name its processor if the processor 

is (apparently) at the root cause of a breach. It should be remembered that notification, 

in accordance with the statements and other examples in the guideline, need to be done 

very early in an incident process. Full knowledge of what caused the incident will not come 

until later in the process when a more thorough investigation and analysis of the breach 

has been conducted. To name processors early in the investigation of an incident before 

responsibility and actions have yet been fully clarified is not recommended. Details of a 

personal data breach might become available to the public and naming the processor 

among the companies responsible in a serious breach (without it actually being truly 

responsible) would be very negative for the processor. 

 

In addition, concerning cross-border breaches, we would like to point out the issue of the 

translation of the needed information to be provided to the supervisory authorities that 

will arise.   
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 On the notification in phases 

(See page 12 of the WP29 Guidelines) 
 
The GDPR foresees the possibility for controllers to provide information in phases, where, 

and in so far as, it is not possible to provide the information at the same time. The WP29 

provides further clarification in this part of the Guidelines on these possibilities. However, 

we suggest to clearly identify at least the mandatory information that should be provided 

within the 72 hours and the information that could be provided into the subsequent 

updates. It would be worthwhile to define the minimum set of information to be provided 

in the first notification, identifying the fields to present to the supervisory authority with 

the evidence of the data breach. 

 

An additional proposal would be to align the reporting sequence with the one provided for 

by the ECB where three types of reports are foreseen:  

▪ First report which might not be a full detail report, as forensic investigations would 

be conducted in due course;  

▪ Second report which would be an interim report with more detailed description such 

as background, cause of the attack and possible attacker, affected 

areas/systems/channels; 

▪ Final report which would contain more technical details, root causes and other 

relevant information. 

 

Additionally, with the protection of data subjects’ integrity as a top priority, the EBF 

believes that the communication to data subjects would not only be acceptable before 

notification to authorities in “exceptional cases”. Small or medium-sized controllers should 

not prioritize notification over such communication if the results will be detrimental to the 

rights and freedoms of the data subjects. 

 

On delayed notifications  
(See page 14 of the WP29 Guidelines) 
 

We agree with the WP29 that it is sensible to bundle notifications for incidents that are 

closely related in time and would argue that it would also be sensible to bundle notifications 

even if they concern different types of personal data or if the characteristics of the 

breaches only differ somewhat. However, supervisory authorities might afterwards request 

that a “bundled notification” be ‘unbundled’ or that a specific breach is re-notified as a 

separate one.  
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Chapter III. Article 34 – Communication to the data 
subject 
 

Paragraph A. Informing individuals 
(See page 17 of the WP29 Guidelines) 

 
The useful examples provided in Annex B might not be sufficient to understand fully the 

specific cases in which the high risk related to the rights and freedom of individuals is 

deemed to occur. In this respect, introducing some criteria could reduce the uncertainty. 

For instance, according to the GDPR and the Guidelines, the controller has to communicate 

the breach to the affected individuals only when there is a high risk to their rights and 

freedom. However, in example (ii) the Guidelines specify that “if the risk is not high, we 

recommend the controller to notify the data subject, depending on the circumstances of 

the case”. This could imply that sometimes the controller has to notify the data subject 

even if there is not a high risk. This entry should be amended to reflect the principle in the 

GDPR that only high-risk breaches need to be communicated to data subjects. Please see 

our suggestions below on this example.  

 

One of the issues related to the GDPR is connected to balancing and evaluating the 

different risks. The sanctions associated, in case a controller fails to notify the data breach, 

are significant, since the controller could be subject to an administrative fine of up to 10 

million euro or up to 2% of total worldwide annual turnover. Meanwhile, the controller has 

also to evaluate the reputational damage that could arise in case of notification to 

individuals of a data breach. These risks combined with the lack of defined assessment 

criteria and rules to evaluate the high risk to their rights and freedom, could generate 

issues and uncertainty during the data breach risk management.  

 

Paragraph B. Information to be provided 
(See page 17 of the WP29 Guidelines) 
 

As stated for the notification to the competent authority, the WP29 guidelines provide 

useful clarifications, but it could be beneficial to include, within a defined template, the set 

of information to be produced and provided to the individuals in case of data breach. 

 

If WP29 decides to progress with this, it would require a comprehensive consultation 

process and would realistically need to be delivered post-GDPR implementation in May 

2018. A proper implementation / transition period would also be required. Such a 

template, in order to coordinate better and avoid duplication, should be inspired by existing 

requirements (e.g. the ECB's Incident reporting framework). 
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Paragraph C. Contacting individuals  
(See page 18 of the WP29 Guidelines) 
 

We agree that communication in the native language of the recipient would ensure better 

understanding on the side of the data subject. However, this would raise practical 

complications and could give rise to an expectation that all information shall be provided 

in the native language instead of using the native language of the recipient only where 

feasible and manageable. We thus believe that the recipient should receive this information 

in the language agreed in the service agreement and advise that the individual be informed 

about a data breach in the same language which is commonly used for communication 

with the controllers. 

 

Paragraph D. Conditions where notification is not required  
(See page 17 of the WP29 Guidelines) 
 

Regarding the obligation to have to re-evaluate the risk as it may change over time, we 

believe that when a confidentiality breach of personal data is not notified because the 

information is properly encrypted, the update and periodic re-evaluation of the breach 

records should not be required, in line with the risk-based approach of the GDPR. 

 

It should also be noted that the duty to notify the data subject should be without prejudice 

to the possibility that Member States restrict the applicability of Article 34 of the GDPR. 

The possibility to restrict the scope of obligations arising from a number of articles of the 

GDPR, such as Article 34, is contemplated in Article 23. There are specific situations in 

which it is justified that Member States make use of such possibility.  

 

Despite the exceptions in Article 34(3), in the banking industry, notifying data subjects of 

a data breach without undue delay can still have serious consequences. A breach 

notification could potentially lead to a bank run or a chain reaction affecting the sector as 

a whole with unforeseeable social and economic consequences that could ultimately 

undermine the stability of the financial system. In such circumstances, it would be 

necessary to report the data breach to the competent data protection and banking 

authorities and discuss whether informing the public should take place and, if so, in which 

form and what would the adequate time frames be within which this should occur.   

 

By way of example, the current Dutch data protection legislation, which already includes 

a duty to notify data breaches, contemplates such an exception. The reason is that banks 

have a duty of due care towards their clients and are already under the obligation to inform 

the banking authorities on security incidents that pose an important threat to business 

integrity. 
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Chapter IV. Assessing risk and high risk 
 

Paragraph B. Factors to consider when assessing risk 
(See page 20 of the WP29 Guidelines) 
 

It could be beneficial to have a review of all the drivers identified in the reference 

documents and their relationship in order to integrate all the factors to be considered when 

assessing risk in a single framework. We think the execution of risk assessment 

considering the drivers described in the guidelines is a good practice; we would like the 

guidelines to be enriched with more specific examples concerning different sectors. We 

consider appropriate the reference to the Data Protection Impact Assessment Guidelines, 

to Article (3)(2) of Regulation 611/2013 and to the “Recommendations for a methodology 

of the assessment of severity of personal data breaches” of ENISA. This could be 

considered by the WP29, with appropriate consultation, for development after May 2018.  

 

 On the severity of consequences for individuals 

(See page 21 of the WP29 Guidelines) 
 

For the obligation of maintaining records of breaches, we would like to ask for a definition 

of what “a time period” is. 

 

Chapter VI. Notification obligations under other legal 
instruments 

(See page 24 of the WP29 Guidelines) 
 

We appreciate the specification of the WP29, but it may be worth emphasizing the 

complexity resulting from a constantly changing regulatory framework that has 

introduced, in recent years, different reporting requirements, in addition to those of GDPR. 

These requirements could create issues and difficulties in assessing the need to report the 

incident to the appropriate competent authority. 

 

The example present in this chapter of the Guidelines could be considered as reductive, 

especially for the financial sector, in which the latest regulatory evolution has generated 

multiple reporting obligations, under different legislation, applicable to the same 

institution. In this context, a breach occurring in a financial institution, might entail 

different notification obligations to different competent authorities, causing a heavy 

burden during the breach management and increasing the compliance risk, especially 

considering the different time constraints for notification to the competent authorities. 

 

For these reasons, the example could be further illustrated with a case, in which the same 

institution, at the same time, represents i) an operator of essential service under the NIS 

directive; ii) a trust service provider under eIDAS regulation; and iii) may also be required 

to notify the relevant data protection authority in the event of a breach under GDPR.  
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What is more, for financial institutions, it might arise that, under specific circumstances, 

in addition to all of the above, a breach requires notification under the ECB SSM and the 

PSD2 reporting rules. 

 

 

Chapter VII. Annex 
 
Annex B. Examples of personal data breaches and who to notify  
(See page 27 of the WP29 Guidelines) 

 
The EBF welcomes the examples provided by the WP29. We would however welcome more 

precise and detailed examples. In addition, facts in these annexes, which are new 

compared to the text of the guidelines, should not be provided.   

 

In example (ii) the Guidelines specify that “if the risk is not high, we recommend the 

controller to notify the data subject, depending on the circumstances of the case”. This 

would imply that sometimes the controller has to notify the data subject even if there is 

not a high risk. This entry should be amended to reflect the principle in the GDPR that only 

high-risk breaches need to be communicated to data subjects.  

 

We propose the following modification in example (ii) as the possibility that the political 

point of view of the data subject being disclosed changes the example to a high-risk 

situation. In addition, Article 34(4) should be mentioned.  

 

EBF suggestion for amendment: 

 

Depending on the circumstances of the case, If the risk is not high, we 

recommend the controller should notify the data subject if there is a high risk., 

depending on the circumstances of the case. For example, notification may not be 

required if there is a confidentiality breach for a newsletter related to a TV show., but 

However, notification may be required if this newsletter can leads to political point of 

view of the data subject being disclosed. If the controller has not already 

communicated the personal data breach to the data subject, the supervisory 

authority, having considered the likelihood of the personal data breach 

resulting in a high risk, may require it to do so or may decide that any of the 

conditions referred to in paragraph 3 are met. 
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In example (iii) - “Notes/recommendations” column, as per our reasoning above in the 

response, we believe that there is a need for an established threshold to differentiate 

better between significant and non-significant incidents (please see our comments on part 

I.B. “Types of personal data breach” of the Guidelines as justification). 

EBF suggestion for amendment: 

 

This is not a notifiable personal data breach, but still could be a recordable incident 

under Article 33(5). 

 

In example (iv), a report to the supervisory authority should be made, regardless of 

whether there is a backup or not.  

 

Example (v) describes an incident where the individual has received a monthly statement 

for someone else from a bank. In column 3, it is provided that the individuals are notified 

only if there is high risk. It is already explained in the Guidelines that the key trigger 

requiring communication of a breach to data subjects is where it is likely to result in a high 

risk to the rights and freedom of individuals.  This example would be more useful if it could 

provide some clarification as how to assess whether there is high risk or not. It would be 

easier to understand the situation if the example would be more specific (for instance 

whether it is a monthly account statement and whether the statement included information 

classified as special category of personal data, payment for annual fee for membership of 

trade union, or not, etc.).  

 

Example (viii) describes an incident where a hospital’s medical records are unavailable 

for 30 hours, which is stated as an incident that requires both notification and 

communication. This would be true for medical records regarding patients being cared for 

in the hospital during those 30 hours since an unavailability of important information 

regarding their physical state is detrimental to their well-being. But not if the records only 

contained data on patients that had been cared for previously, but who were not under 

hospital care at the point in time when the cyber-attack took place. Thus, whether this 

incident qualifies as a personal data breach may be questioned, since lack of availability 

is not necessarily a personal data breach in every casecases, as defined by Article 4(12) 

of the GDPR. 

 

Example (ix) does not provide sufficient information in column 1 to determine if 

communication is necessary or not. Some clarification is provided in column 3 but still in 

a general manner. 
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About EBF 
The European Banking Federation is the 

voice of the European banking sector, 

uniting 32 national banking associations in 

Europe that together represent some 4,500 
banks - large and small, wholesale and 

retail, local and international - employing 

about 2.1 million people. EBF members 

represent banks that make available loans 

to the European economy in excess of €20 

trillion and that securely handle more than 

300 million payment transactions per day. 

Launched in 1960, the EBF is committed to 

creating a single market for financial 
services in the European Union and to 

supporting policies that foster economic 

growth. 
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