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TRANSLATION VIA GOOGLE:

BANKING --- Of the European Banking Federation “Las ‘fintech’ deberian ver como
una prioridad la ciberseguridad”

Gross

ex abancase toma cada vez més en seriolos ciberataques y alerta sobre el bitcoin.

Keith Gross explains that banks are taking cyber
attacks more and more seriously and warning about
bitcoin.

Keith Gross (Dublin, 1972) is in charge of the
cybersecurity working group of the European Banking
Federation (EBF), of which the Spanish Banking
Association (AEB) is a member, as well as the rest of
the banking bosses of the old continent. Gross
attended the press conference in Madrid in which the
Minister of the Interior announced, together with
officials of the Police and Europol, the dismantling of a
gang of cybercriminals that extracted more than 1,000
million dollars from banks since 2013. Gross explains
that there is still work to be done in this field, but
points out that the European financial sector is
increasingly allocating resources to combat these
attacks, to the point of making cybersecurity one of its
highest priorities.

What was your collaboration with the Police in this last operation against cyber attacks?

Europol asked us for different information, which we contributed after speaking with the members of
our federation. We did not have coordination with the Russian banks, where the attack arose, but
with some banks that provide services in countries that are part of the federation, such as Hungary.

Is cybersecurity a priority for European banks?

Any aspect of security is a concern for banks, which obviously want to offer maximum protection to
customers. Banks are now more digital and monitor security in these new areas. One of the
important parts of our working group is to learn from the information that entities share across
Europe. So we can know what happens in this field in the Netherlands, in the United Kingdom or in
Germany.

Do banks find it hard to report the attacks they suffer from fear of reputational damage?

Reputational risk always worries banks, but | think that is improving because banks understand that
they need to share this information and that they face a common problem that they must face. If, for
example, | saw a thief enter a bank office, would not I call the police to tell it? | think banks
understand more than they should report these problems. This information is flowing more in the
working groups against cyber attacks and I think it will continue to improve, because it is a threat
that all banks face. Today is one, but tomorrow will be another.
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Has the number of cyber attacks increased to European banks?

The ECB asks the banks it supervises to send information about the attacks they suffer and | think it is
important to understand the magnitude of the threat. Banks suffer attacks on a daily basis and work
in the security of their operations, in mobile banking, in their applications and in many other aspects.
No one is safe from cyberattacks.

After the scandal of Facebook in recent weeks, can a banking client be calm with the use of his
data that makes his entity?

Yes, the information of the clients that the banks have is subject to very strict controls. There is great
control to make sure that these data are absolutely protected.

One of the proposals of the European regulators is that the entities submit themselves to a stress
test on cybersecurity every year. Do you think it's a good idea?

It is one of the options contemplated by regulators and | think it is something very welcome by banks.
There is already communication from the cybersecurity managers of the banks with the ECB, because
they want to know how banks work against cyber attacks and what they are doing in this area. It's
very welcome, but | think it's a matter of more dialogue, rather than more regulation. Banks already
have a lot of regulation in different areas and in this field | think communication is very important to
better understand these risks. For example, | think it is positive that the ECB collects information from
cyber attacks and shares it every so often.

Are there more risks related to cybersecurity in fintech than in banks?

There is a lot of collaboration between the banks and the fintechs. They are a challenge. We are in an
open market and the PSD2 payment directive has been created to promote greater market openness,
but I think fintech need to monitor cybersecurity as a priority, and | would not say it is today. They
are not as safe as banks, because they are not regulated and work with new technologies in
development. The traditional banks study a lot the different platforms they enter before making the
decision, analyzing their security before deciding on any of them and if it is too early or not to enter.
The fintechs should evaluate these risks as well. If you are a small bank and you have an app with
20,000 customers or if you are a large bank with half a million customers, for the ECB, in both cases
they must meet exactly the same security criteria. Security for users should be the same on all
platforms.

Is it common for cybercriminals to whiten stolen money through cryptocurrencies like bitcoin?
What should regulators do about it?

Yes, the members of the cyber attacks networks go to cryptocurrencies frequently, because it is more
opaque. | am not sure how it should be regulated, we have heard different speeches from different
institutions in Europe about the possible regulation of cryptocurrencies. It is clear that these
currencies attract criminals because they are not regulated.

Can we quantify the impact on the European economy of cyber attacks?

| do not have a specific figure, but some companies handle worrying data about this impact. It is not
easy to measure and it is too early to quantify it exactly.



BOX: Bank cybersecurity specialist

Keith Gross is the head of the area of cybersecurity of the banking employers and payment systems
in Ireland, (Banking and Payments Federation of Ireland), where he has been working for 14 years. In
addition, he has been the head of the cybersecurity working group of the European Banking
Federation (EBF) for seven years. He is also part of an advisory group for Europol in the fight against
cybercrime. He lives on horseback between Dublin, where the Irish bank employers' organization is
based, and Brussels, where the European Banking Federation is based, in whose working groups
representatives of the main banks of the continent participate.



