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Comments on the draft Cyber Resilience Oversight Expectations for Financial Market Infrastructures
Issue

Comment

Reasoning

General
comment

Amendment

Due to the amount of details within the consultation paper, the creation of an executive summary,
highlighting the key points, would be useful for complying with the Guidance requirements.

General
comment

Clarification

We believe that a clarification of the nature of controls on the FMI’s participants and counterparties should be
included in an FMI’s cyber risk documentation.

Request for
Amendment
addition (1.2.)

In addition to the creation of a traceability matrix between the CROE standards and the FMIs’ existing policies,
we would welcome the Guidance to describe the FMIs’ tools to demonstrate their compliance.

Specific
comment on
maturity
models (1.2.,
last
paragraph)
Request for
addition
(2.1.2.1., 9th
paragraph)

Amendment

In order to avoid framework fragmentation, we propose that the maturity models set out in the CROE are
imposed as the unique benchmark for internal purposes.

Amendment

For avoidance of doubt, we suggest adding the following sentence ‘’FMIs must, of course, comply with any
applicable mandatory requirements issued by public authorities to which they are subject.’’

Request for
Clarification
replacement
(2.3.2.1.1., 5th
paragraph)
Request for
Amendment
addition
(2.3.2.1.4.)

In order to be clearer, we suggest that the word ‘’redundancy’’ is replaced by the phrase ‘’back-up.’’

At the end of this issue, we propose to add a paragraph number 54 (or 53a to avoid renumbering subsequent
paragraphs) stating that the obligation to guarantee that all the FMIs systems remain consistently up to date
(i.e. existing paragraph 55) is extended also to those FMIs that are subjected only to baseline requirements.
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Request for
addition
(2.3.2.2.1. 58b)
Request for
addition
(2.3.2.2.1. 63)
Request for
replacement
(2.4.2. - 20)

Amendment

Given that not all national jurisdictions may allow background checks or behavior monitoring for employees
on a periodic basis, as required by the CPMI-IOSCO guidelines, we propose that an amendment is made to
reflect that these checks may be conducted without prejudice to related national legislation.

Amendment

The same as the previous comment on adherence to national legislation.

Amendment

Request for
clarification/
addition
(2.6.2., 4th
paragraph)

Clarification

Due to the potential risks involved in implementing such deception mechanisms on production systems, we
suggest the replacement of paragraph 20 by a more generic requirement for processes and testing to detect
malicious activity.
As regards cyber resilience tests for FMIs, which are carried out by either internal or external independent
third parties, a clear distinction between security testing programs and independent assessments is
considered necessary.
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